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Abstract: Problem statement: This study proffered solution to some identifiedtadansecurity
problems in software development by the use of Waded learning system as a test bed and
development of an hybrid crypto-biometric secusgstem.Approach: A variant of data encryption
algorithm tagged (XOR-RSA algorithm) is developedorder to encrypt the messages being sent
between the learner and the facilitat®esults: A comparative analysis of performance of this
algorithm was carried out using cryptographic alipon metrics in order to establish its stronger
performance above the existing algorithms. Thelrafiwws that the improved algorithm (XOR-RSA)
performed better than prominent data encryptiomritlyns in the likes of RSA, SKIPJACK, DES1
and 3DESConclusion/Recommendations. This was eventually implemented in a web basediegr
system. The work provides a prototype for the dmwelent of secured Web-based learning
infrastructure and its contextual framework, whitdster indigenization of electronic learning
technology which will adequately address the relateallenges in the phenomenon of system security
in terms of confidentiality and integrity of thessgm.

K ey words: Encryption algorithm, web-based learning systermptagraphy, architectural framework,
symmetric encryption, crypto-biometric, alphanurogrisymmetric cryptosystem,
Hypertext Pre-Processor (PHP), Personal Identifindtiumbers (PIN)

INTRODUCTION MATERIALSAND METHODS

Several Web-based learning portals have been The methodology involves the development of
developed in recent times for the purpose of fatiig  crypto-biometric hybrid system by implementing an
their operations, however the portals have beendou optimized algorithm for data encryption (tagged XOR
to have some inadequacies and limitations in tesfns RSA algorithm). As a test bed for this security
functionality and performance. These are largely tu  paradigm, a web based learning system using Hyqerte
some attendant problems such as insecurity ofyifter®  Pre-Processor (PHP), Scripting Language for the-Web
(lack of authentication of the genuine users, lwfsdata  based pages, Asynchronous JavaScript and XML
content, performance evaluation of the students an@AJAX) to enhance Chatting and Macromedia Flash
proper deployment of needed courseware) as weélleas and other relevant application like Standard Query
weakness of the system which often times may not beanguage Database Management System for storing
sufficiently robust to withstand the attendant peofs.  data will be developed.

Arising from the identified problems of the new The perceived system is a feedback system that can
technology, this work demonstrates the effectiveri#s handle the performance evaluation of student and
a unique technique that will address insecurityiéss assessment online. A web cast of the developed Web-
that seems to hamper effective operation of variouvased learning portal will facilitates online irgetion
Web-based learning systems. There is need for between the learners and the instructors, the wikr
secured E-Learning portal that would guaranteegain access via authentication by facial recogmitio
learning within the virtual classroom. The use offeatures and by the use of appropriate encryptaynté
electronic systems in an area of need entails iaddit the data within the framework of Web-based learning
security and privacy issues. environment. The various techniques are used sdhba
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courseware could be assessed and sent to therlgame -«
virtual classroom for learners’ feedback in a fldé
security conditions (Amirian and Alesheikh, 2008;
Bartlett et al., 2002; Boukerram and Azzou, 2006;
Hergli et al., 2005; Denning, 1983; Parry and .
Gangatharan, 2005; Sleital., 2007).

Generic requirements for security: There are four

basic security requirements to which real-world,
(composite) system can be traced (Gollmann, 2011).
They are secrecy, integrity, availability and non
repudiation. Considering these scenarios, passaoad

Personal Identification Numbers (PIN) have become
recognizable tools for security over the years. Web

Secret key: is input to the encryption algorithm.
Secret key describes the exact substitutions and
transformations performed by the algorithm which
also depend on the key

Cipher text: This is the scrambled message that is
produced as output. It depends on the plain tect an
the secret key for a given message; two different
keys will produce two different cipher texts
Decryption Algorithm: refers to encryption
algorithm that run in reverse, the cipher text and
the secret key, to produce the original cipher text
RSA Laboratories 2002

There are two basic requirements for securing

based learning system particularly has found in theonventional encryption as discussed below:

literature, exhibit inability to guarantee the need
security. This problem informs the need for enhdnce «
security tools. Password can get lost, be stolaven be
forgotten by the user. The use of password or RIN i
considered not to offer the real identity of therusf the
system in terms of authentication but just grardafess.

From the fore going, Encryption is one of the.
security tools that have been in use as further
development on the use of ordinary passwords.
Although till date encryption has not been applied
Web-based learning paradigms.

Encryption: Network Security threats fall into two

Strong Encryption Algorithm: is the procedure to
be followed in encryption. The algorithms have to
be such that an opponent who knows the algorithm
and has access to one or more cipher texts will be
unable to decipher the cipher text

The Secret Key enables the sender and receiver
who must have obtained copies of the secret key in
a secured fashion. The key is kept secured in order
to allow information exchange

RESULTSAND DISCUSSION

categories, they are active and passive threats. A The test bed for this project is a web based
passive threat that is sometimes referred 10 agppjication that makes use of web clients, business
eavesdropping, involve attempts by attacker to inbta components and application server as well as a web

izrgggma;iotr_l r?rllatintg o Ia communicﬁi_onf (Ssttirlgfsfon, server. It is written entirely in Java and is basadhe
)- Active threats involve some modification J2 enterprise edition platform. The software cdrsi$

transm_|tted data or creation pf faI_se transmissidine two major components, the web application and the
essential technology underlying virtually all auted Face recognitions module. The general overvievhef t
network and computer security is encryption. Two 09 Lo 9

oftware is shown in Fig. 1

fundamental approaches are in use, conventional
encryption also known as symmetric encryption andSecured web-based

public-key encryption also known as asymmetricframework. The archite
encryption. These are discussed below. |

learning  architectural
ctural framework of the
secured Web-based learning is shown in Fig. 1 it
describes the architectural framework graphicatly f
the system being developed, the architectural desig
shows the various components of the development.

Conventional encryption: Conventional Encryption or
single-key encryption that is also known as asymimet
encryption is the only type of encryption in usepto

the introduction of public-key encryption in thetda Development of an enhanced XOR-RSA algorithm:
1970s. .Accordir)g to (Golman, 2006) conven.tional-rhe XOR Encryption algorithm is an example of a
encryption has five basic features. They are plekt,  symmetric encryption algorithm. This means that the
secret key, cipher text, encryption algorithm andsame key is used for both encryption and decryplibe
decryption algorithm: classical XOR encryption algorithm is derived from
) ) . Boolean algebra. The XOR function, here on expresse
» Plain text: describes the original message or datgg xoR (a, b) where a and b are binary valued biesa
that is fed into the algorithm as input ~ Another way to state the XOR function is to say the
« Encryption  algorithm:  refers to  various function returns true when the values of the two
substitutions and transformations performed by thearguments are different, let k be some key value
algorithm depending on the key represented in binary, using a byte (eight bits).
32



Phy. Intl. 2 (1): 31-35, 2011

P i N ) e o The implementation of the improved version of this
e :jJ S —— h <& algorithm in the course ware of the Web-based Iagrn
e L ]\ l > i System to be developed will provide a stronger data
s [ g St AR ﬁ W stagents encryption than the use of just any one of the ritlyo.
B B The_ p_roposed XOR-RSA algorithm for the
mmm{&é / Computer . N 02 e encryption is as follows:
S metvork  Notificationserviee  Intemet o interface
/7 E-mail and text
mwr\ ' message _ Step 1: Get ASCII for the chosen number
NS 54 Step 2: Convert ASCII to binary

M“’%;dm Step 3: Convert plaintext in RSA form to cipherttex
] ] ] Step 4: XOR Binary of ASCII with RSA cipher text
Fig. 1: Secured Web-based learning archltecturagtep 5: Use public key V to convert XOR binary to

Framework encrypted text.

Let m be a binary representation of the message
one byte in length. To obtain the cipher text, vahis
also known as the encrypted text, one simply applie
the XOR function to generate the cipher text:

In order to decrypt, use the public key V to cative
encrypted text to plaintext.

Cryptographic algorithm metric descriptions:
¢ (c = XOR (m, k)) Key length metric. The security of a symmetric
cryptosystem is a function of the length of the .kAy
Not every message to be encrypted is one bytkey length of N bits has 2N possibilities.
long, the above instance of the XOR algorithm is
known as the 8-bit XOR Encryption algorithm. Attack steps metric: Attack Steps is defined as the

_ number of steps required to perform the best known
Enhanced XOR-RSA algorithm: In order to develop a  ttack.

stronger algorithm, XOR-RSA algorithm there is @&the

to consider the basic principle of RSA algorithneT  Attack time metric: Attack Time is defined as the time

algorithm capitalizes on the fact that there is Norequired in performing the fastest known attackaon
efficient way to factor very large (100-200 digit) gpecified processor.

numbers. Using an encryption key (e, n), the atbori

is as follows: Time granularity: The year time granularity seemed

«  Represent the message as an integer between 0 affSistent with the precision of the theoreticaragion
(n-1) assumptions. The Mtops year was rounded to two

e Large messages can be broken up into a number gFumal places in

blocks. Each block would then be represented by

an integer in the same range Algorithm strength metric: The Algorithm Strength
«  Encrypt the message by raising it to the eth powefAS) metric is intended for use by experienced
modulo n cryptographers to specify, or express an evaluaifon

« The result is a cipher text message C. To decrypilgorithm strength values. To provide a small
cipher text message C, raise it to another power gepresentative sampling of well known cryptographic
modulo n. The encryption key (e,n) is made public,algorithms, five prominent algorithms are selecied
the decryption key (d,n) is kept private by theruse comparison with the enhanced RSA-XOR algorithms,

e Choose two very large (100+ digit) prime numbers,five symmetric or secret key (one-key) block cigher
denote these numbers as p and and one asymmetric or public key (two-key) algarith

e Setnequaltop*q

» Choose any large integer, d, such that GCD(d, ((PMetrics application: Table 1 shows the selected
1)*(g-1))=1 algorithms and illustrates their characteristicsraesy

* Find e suchthate *d =1 (mod ((p-1) * (g-1))) might be measured and specified with the metrics.

There is clearly a difference between DES and

This algorithm has been broken by cryptanalysiSSDES. An alphanumeric trigraph (CS1, CS2) are

and this informs the need for a better algorithnicwh used for a descriptor when the number of levels
gives rise to the development of XOR_RSA algorithm.required are determined.
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Table 1: Comparison of some cryptographic algorghwith XORRSA

Algorithms metrics DES1 3 DES SKIPJACK RSA XOBRR
Key length (Bits) 56 112 80 64 1024 2048
Attack time in years 1.37x10%0 1.25x16° 2.56x10° 3.61x16° 2.40%x107 17.98x16°
Attack steps 4 212 280 264 21024 28757
Attack time in years 2500
1800 +
1600 2000 4
1400 + /
1200 7 1500
1000 = /
800 7 1000
600 ’/////r
400 500
200 /
- = o
0 o — + —
DES1 3DES SKIPJACK RC6 RSA XORRSA DES1 3DES SKIPJACK. RC6 RSA XORRSA

Fig 2: Comparison of some algorithms and theircatta Fig. 3: Comparison of some algorithms and their key

time in years

For example, perhaps a CS1 rating might is given to

length

1757

3DES and SKIPJACK and a CS2 (or lower) for the
others, as appropriate, 1 indicating the most
computationally secure level. 1200 |
CS rating for RC6 and RSA is conditional, which is | e
the reason for the 5th, Conditionally Computatiynal
Secure (CCS), rating. The keys used must be “long
enough” to warrant a CS rating and this the cagh wi
RSAXOR which is found to be computationally secase 200
shown in Fig. 2. In the case of RC5, as with DESre 0
also must be “enough” rounds. These “enough” vadues DEs1 3DES
a function of the best method (s) of attack as aglthe ) ) ) )
state of cryptographic mathematics, processor temiw Fig. 4: Comparison of some algorithms and themckit
and software technology. Street and Walker haventsc steps
suggested a three graduation scale for indicatirg t _ ) )
strength of cryptography based on key length: “Weak Figure 2 s_hows_ comparison of some algorithms and
Cryptography,” applications with secret keys of ki6s their _atta<_:k_ time in years Wlth that of XOR_ RSA
(DES, RC2, RC4) and for public key 512 bits or jessglgonthm it is reflected in the flgure that theéaak time
“Good Cryptography,” secret key of 56 bits (typigal In years Of_ the new XORRS.A IS greater than _the rothe
DES), public key 512-1024 bits; and, “Strong five algorithms. The |mpl|cat|0n of thls_ is that
Cryptography,” secret key lengths in excess of i6and ﬁggﬁﬁe ?ﬁg;?ﬁ:gtﬁ:rsgggﬁﬁﬂsthroth it will take
pUb“_(Ifhkeegtt:Si atllrriigzli ?fa?gdsfggver: li':?e_l_);cg;:Rl were, | Figure 3 shows the comparison of some algorithms

. - X their key length with XORRSA key length andsit
derived by dividing the Attack Steps by the piloldds i that the key length of XORRSA is longemtha

per year (3.83x10 operations per year.) Obviouslyihe gther five including prominent RSA algorithristh
these are enormous periods of time using th&pows the number of alphanumeric characters that is
comparatively small  Symmetrical ~Multiprocessor empedded in the key. The longer the key, the more
(SMP), which was chosen for this illustration. Th@re secured is the cryptography (Yaetcal., 2004).

larger SMPs but there is a point, as you keep addin Figure 4 shows the comparison of some
processors in the SMP architecture, at which efficy  algorithms and their attack steps and it shows that
declines due to memory contention since all theXORRSA is more robust cannot be easily attacked
processors use the same memory. like other algorithms.
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secured e-learning g ronisr 8 riewdeonint facilitate secured multilevel involvement in Web-
system based learning, desire for pedagogical innovation
through Web-based learning and designing student-
centered approaches.

In Web-based learning, software design and
educational design are intrinsically linked, thenne
security model proposed will make Web-based
learning very suitable and secured for effective
performance, particularly by the use of the duo of
Fig. 5: View course materials facial recognition and data encryption as security

measure beyond the present scope.
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