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Abstract: Global computer networks have enabled ordinary users, 

companies, organizations and medical institutions to gain virtually unlimited 

access to data arrays. Therefore, developing systems capable of ensuring the 

good performance and secure operation of a standard Computer 

Telecommunication Network (CTN) has become one of the most pressing 

tasks demanded in the medical industry. Consequently, this study aims to 

create an ordered chain of operations that can perform information 

encryption to enhance data transmission and exchange security. This study 

examines the existing ordered chains of encryption operations and assesses 

their strengths and weaknesses. In addition, a framework for implementing 

cryptographic algorithms is proposed. This algorithm structure enables 

verification of the existence of the correct key along the specified path, 

thereby enhancing the overall security of the system. The study results 

indicate that the optimal variant of encryption is the ordered chains of 

encoding operations that rely on cryptography. The results of the testing 

demonstrated that the developed ordered chain of operations exhibited 

several advantages compared to its analogs, with an efficiency that exceeded 

that of the analogs by more than fourfold. The implementation of the 

proposed ordered chain of operations would provide a significantly safer 

operation of a standard CTN in a typical Medical Institution (MI). 

 

Keywords: Code, Computer Telecommunication Network (CTN), 

Information Security (IS), Encoding, Ordered Chain of Operations 
 

Introduction 

Today, many specialized programs are available to 

build CTN information and software. However, 

concerning the Medical Computer Telecommunication 

Network (MCTN), most available products often do not 

meet the basic requirements, including the essential 

requirement of information protection from 

unauthorized access to MCTN data arrays. An equally 

important requirement is adapting the functionality of 

any program purchased for MCTN to minimize the 

possibility of hacking by intruders, prevent data 

leakage and increase the product’s resistance to 

viruses, as detailed by Kuklin et al. (2023). 
Therefore, developing an information and software 

shell that will consider the list of requirements for 
modern MCTN and the very specifics of this category of 
networks operating in most regions is an essential task 
today. It is worth considering that it is necessary to 

encrypt only valuable data. For example, secret, private, 
confidential and others are categorized into several 

levels of importance. However, the level of data 
Information Security (IS), which is the subject of trade 
secrets, should be determined by the company itself, 
which is the owner of this information, as detailed by 

Privalov et al. (2019); Polezhaev et al. (2023); 
Gürkaynak et al. (2014). Using different encryption 
algorithms yields different encryption keys with 
different data rates. The fastest data encryption 
algorithm should be identified and its security optimized 
by implementing a comprehensive encryption key 

verification structure. A system of verification of this 
algorithm should also be developed to ensure the 
required level of safety. 

In order to guarantee the integrity of IS in MCTN, it is 
proposed that a secure network be developed for the 
transmission of data, with the essential data being sent in 

encrypted form. The system will ensure the stable 
operation of this network and optimize the degree of IS 
key components. The objective of this study is to create 
an ordered chain of encryption operations and develop 
methods for organizing IS in an MCTN. 
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Today, ISPs organize most connections among 

medical institutions using existing infrastructure or a 

private network. Even though an ISP employs an 

existing network and offers a sufficient range of 

network services to mobile users, it still takes some 

time to configure the existing network, deploy the 

necessary infrastructure components and organize IS, 

which is usually costly. In addition, sometimes the 

network is simply absent and its creation will take a 

long time or, in a particular region, is impossible in the 

foreseeable future for one reason or another. 

Most mobile devices operating in a particular band 

communicate with each other through a Dynamic Mobile 

Network (DMN) characterized by high capacity and 

flexibility. From the IS point of view, the structure of any 

functioning communication channel is very similar to that 

of other channels operating in a given region, differing 

only in the amount of memory and data processing speed. 

Here, we consider a standard MCTN whose IS level is still 

insufficient, especially in encryption issues. 

Modern medical networks actively use GSM and its 

versions. Moreover, telemonitoring programs 

frequently integrate subjective inquiries regarding 

patients’ health and comfort into their operational 

protocols. These inquiries can be conducted 

automatically over the GSM line or facilitated by 

telemonitoring software that facilitates communication 

between patients and their healthcare providers, as 

detailed by Lu et al. (2010). 

The GSM architecture can also be used as a life-saving 

device by using it with a body sensing sensor and in case of 

a critical drop in certain parameters to make an ambulance 

call via SIM, as detailed by Suganthi et al. (2022). 

However, GSM has certain disadvantages that 

primarily affect its security issues. However, most 

operators still use the traditional GSM network. It turns 

out that GSM and its further improvement should 

provide the proper level of IS but still apply a standard 

radio pulse to organize mobile communication between 

subscribers. This structure of information exchange 

increases the sensitivity of radio pulses and interested 

parties can use it by accessing the network through 

mobile stations. For this purpose, attackers masquerade 

as a standard subscriber gaining access to the data 

exchange. Therefore, we can outline two main 

directions of IS provision regarding the data 

transmitted through GSM network and its versions, 

expressed by the following: (1) The public availability 

of services offered by modern mobile communication; 

(2) The need to prevent the disclosure of valuable 

information transmitted through the standard radio 

channel. Regarding medical CTNs, it is also a question 

of preventing the possibility of harming patients’ 

health, as discussed in more detail in Yablochnikov et al. 

(2019); Rao et al. (2023). 

In this study, we propose several technical solutions whose 

practical realization will improve the IS of existing MCTNs 

using the GSM standard. Practice shows that today’s IS 

forms the basis of the work of any organization, company 

and institution, as detailed in Ibragimov et al. (2022); 

Alexandrov et al. (2023); Manocha et al. (2021). 

Materials and Methods 

The principles of the GSM IS architecture initially 

ensure anonymity, identification and the highest 

possible confidentiality of transmitted data. 

Let us enumerate the main tasks faced by GSM IS 

regarding medical CTNs discussed in Ekwonwune et al. 

(2022); Al-Dujaili and Al-Dulaimi (2023): 
 

− Identify each user of mobile communication by 

the network 

− Ensure the highest possible confidentiality of the 

data sent and received by subscribers 

− Apply SIM as a block responsible for IS 

 

The primary identification key for individual users 

(Ki) is a randomly selected digit from 128-bit, which 

acts as a cryptographic key to produce a session code 

(their sequence). Ki is the base code stored in the user 

cell on the SIM. Before data exchange, the subscriber 

enters a sequence of digits, activating one of the three 

ordered chains of operations: A5/one, A5/two and 

A5/three. A5/one and A5/two represent streaming 

codes pre-set by GSM. Note that A5/one is more 

powerful but is available only in CEPT member states. 

Meanwhile, A5/two is less powerful and accessible in 

other states, as detailed by Kuklinski et al. (2020). 

The application of this category of ordered chains of 

operations is continuously monitored by the central 

operator’s system, according to the GSM memorandum. 

The structure of A5/three consists of a block code based 

on an ordered chain of "Kasumi" operations identified by 

telephones that support two modes, 2G and 3G. 

The SIM also stores all necessary data about the 

users’ accounts. All SIM cards retain the IMSI and Ki 

base codes. IMSI and Ki codes provide identification 

codes and sufficient confidentiality of the subscribers’ 

data. Most SIM cards also involve the A3 and A8 

coefficients of ordered chains of operations. A3 usually 

applies for subscribers’ identification and A8 for 

producing cryptographic codes Kc. After subscriber 

identification, the network may send requests to their 

mobile device necessary to start encryption using the 

generated session code Kc. This interaction scheme 

uses public keys to encode network data. Therefore, the 

primary attention in fixing the subscriber-specific 

location is paid to encoding based on public keys 

(Prajapat et al., 2021). 
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There are many questions about the organization of 

GSM IS, for example, the formation by GSM networks 

of secure ordered chains of operations of identification 

and encoding. The very principle of this network 

functioning has disadvantages that make the operation 

of its main ordered chain of operations less stable and 

secure. For example, an intruder can create a SIM 

replica and obtain a base user code to work in the 

network on his behalf. In addition, attackers can extract 

Кi codes and IMSI of subscribers even without gaining 

actual access to the owners’ SIM cards, which gives the 

conditional hacker the opportunity to clone standard 

SIM cards, as detailed by Voznak et al. (2015); 

Siergiejczyk and Rosiński (2019). The authentication, 

encryption and session key change processes of the 

GSM standard are shown in Fig. 1. 

Initially, the network sends a request to identify the 

subscriber, whose mobile device generates an 

identification response in the form of an output pulse. 

Figure 2 shows the order of sending a request by the 

network and receiving a response to the network 

request. The random number is generated using the 

AUC algorithm. Initially, the authentication request is 

sent to the system and the authentication response 

comes as an output. 

Cryptographic complexes functioning on open 

sequences of codes generally produce two electronic 

codes for any subscriber: An unprotected code, used to 

encode the main flow of information and a protected 

code, used for decoding. The protected code of the 

subscriber opens the possibility of recovering the 

session code and further the recognition of files sent 

within the network using the decoded key, as detailed 

by He et al. (2021); Etemadi Borujeni and Eshghi (2011). 

The DES information encoding model (often called 

ordered chain of encoding operations DEA) eventually 

formed the DEA-1 model, which today is one of the world 

standards. In addition, DES performs information 

encoding using 64-bit modules. DES is a symmetric 

ordered chain of operations, so one ordered chain of 

operations working with one code applies to encode and 

decode data. The code dimensionality is typically 56-bit. 
 

 
 

Fig. 1: Identification, key generation (key sequence) of the current 

session and encoding performed using the GSM scheme 

 
 
Fig. 2: Scheme for generating triplets using the AUC 

 

 
 

Fig. 3: One stage of DES execution 

 

The code generally uses 64-bit digits, but the system 

keeps track of every 8th bit to clarify its pairing and can 

always change the code expressed by any 56-bit digits. 

However, the standard sequence of digits can be safely 

classified as a weak code, although only this sequence 

establishes the security level. 

Simply put, the primary ordered chain of operations 

that ensures the functioning of the GSM network is a 

combination of core encoding techniques of deviation and 

variance. For example, if we consider text files, the basic 

DES module is a single combination of these techniques 

(input and then move) defined by the base code. Figure 3 

shows this module structure called a "stage." In general, 

DES includes 16 stages, uses identical combinations of 

input and moves to the plaintexts at least 16 times. The 

ordered chain of operations uses only the arithmetic of 64-bit 

digits and several logical operations, providing a 

simplified order of operations. The presence of many 

repetitions, the base of an ordered chain of operations, 

practically transforms it into a reference tool implemented 

in specialized microcircuits. 

DES generally interacts with 64-bit text modules. 

Thus, upon completion of the initial input and 

subsequent movement of the chain, the module splits to 

obtain the left and right segments of 32-bit each. The 
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16 stages of similar operations, expressed by 

dependency f, combine fragmented information with 

the base code. At the end of the final stage, both 

segments combine and the functioning of the ordered 

chain of operations ends with the resulting movement. 

In all stages, the bit of the base code continuously shifts, 

selecting 48-bit from the 56-bit of the base code. 

The right information segment volume increases to 

48-bit by moving and expanding, then the segments 

combine thanks to XOR-48-bit codes passed through 

8 S-modules to form the next 32-bit, then performing the 

permutation again. Subsequently, the dependence f 

combines with the left segment of the next XOR. The 

result of the considered operations is the formation of a 

new right segment, while the former right segment 

becomes a new left segment. This sequence of actions is 

repeated at least 16 times, generating 16 stages of DES. 

The initial movement is performed for each table of 

f-dependence values, reading the table data by the ordered 

chain in a standard manner. For example, due to the initial 

relocation, 58-bits become position No. 1, 50-bit become 

position No. 2 and 42-bits become position No. 3. The 

initial and final movements do not affect the security 

of DES, focusing mainly on simplifying the procedure 

of obtaining information expressed by an open or 

encoded file. Next, the resulting code moves. In the first 

stage, the code dimensionality of the 64-bit DES reduces 

to 56-bits due to the discarding of 8-bits, which, as we 

have already discussed, are used by the system solely for 

pairing tracking. It also checks the integrity and 

immutability of the structure of the received code. Upon 

unloading the base code of 56-bits, DES produces another 

intermediate code of 48-bits. The code of 56-bits is split 

into two equal segments. Then, the segments cyclically 

shift to the left by a few bits, given the current stage. 

After the shift, every 48th of the 56th-bits is selected. 

Because the current procedure chooses several intermediate 

bits sets with a natural change in their order, it has been 

called "shifting with packing." This procedure results in a 

conditional list consisting of a sequence of 48-bit segments. 

For example, a code bit shifted from line 33 occupies a cell 

in line 35, while the system neglects the 18th bit of this code. 

Thanks to the shift, the primary sequence of codes uses 

each successive intermediate code using the next bit in 14 

of 16 intermediate codes, but not every intermediate code 

is used a strictly defined number of times. 

In parallel, the process expands the right 
information segments, e.g., Rt from 32-48-bits and 
simultaneously, the sequence of certain bits repeats and 
their order modifies, commonly referred to as "moving 

with unpacking." This procedure aims to level the 
dimensionality of the right segment with that of the 
base code, which is necessary for implementing the 
XOR procedure and obtaining more voluminous chains 
for packing during substitution. Therefore, the 

considered ordered chain of operations does not make 
it possible to realize the primary function of efficient 
encoding, as detailed by Belazi et al. (2017). 

A movement followed by unpacking is called the 

E-module. Thus, regarding any incoming module 

containing four bits, the 1st and 4th bits are a single bit 

of the output module, while the 2nd and 3rd bits are a 

single bit of the incoming module. For example, the 

bits stored in the input module of position 2 will move 

to position 5 of the output module, while the next bit 

occupying position 22 will move to positions 31 and 33. 

The final movement is opposite to the initial one. Here, 

both segments retain their former positions at the end of 

the DES extreme stage and the combined module can 

serve as the input stage of the final movement. This 

feature applies with the sole purpose of the ordered chain 

of operation to perform all encoding and decoding stages. 

The weakness of DES is the relatively small 

dimensionality of the base codes. Therefore, other 

ordered chains of operations are created for more 

efficient encoding. A simple option to increase the 

dimensionality of the codes is to use DES repeatedly 

with different codes. The application of K1 and K2 

codes to non-encrypted signal P makes it possible to 

form an encoded signal C: 

 

2 1[ [ ]]k kC E E P=  (1) 

 

1 2[ ] [ ]k kX E P D C= =  (2) 

 

Recall that because of using expression 

1 2[ [ ]]k kP D D C= while decoding the base codes, their 

final dimensionality is 112-bits. 

In creating a closed MCTN project, we considered 

several optimal protection options that provide high 

efficiency with relatively low investments, given that 

we protect patients’ health. This problem can be 

solved by efficient encryption. Let us justify this 

assumption and propose an optimal encryption 

method to solve this problem. 

It is essential to guarantee the stable distribution of 

the base code to ensure the proper level of IS. After the 

analysis and experimental use of the method discussed 

above, we have created a universal system capable of 

organizing the protection of electronic document 

circulation. The system performs document encoding; 

the formation of an electronic code, "eToken," a 

separate tool that provides registration and identification 

of the subscriber; safe memorization of the document 

configuration; and information integrity, which makes it 

possible to use EDS, as described in Jo et al. (2007). 
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Table 1: Encoding scheme 

Group Displaying Form of the provision 

DES An ordered chain of operations that provides encoding: A module including Design, MI management, subscriber 

 64-bits and a base code of 64-bits 

Triple DES The 64-bit module uses an encoder that applies DES three times Design, MI management, subscriber 

 This layout demonstrates a high degree of protection 

 against various types of attacks  

Cascade Typical triple DESs are equipped with a mechanism that provides flexible A representative of MI 

triple DES feedback and a high level of protection against almost all types of attacks administration, subscriber 

FEAL Modular encoder is used instead of DES Design, the subscriber 

IDEA A 64-bit modular encoder, the dimensionality of the base Design 

 code is 128-bits, 8 actions 

Skipjack A 64-bit modular encoder, base codes of 80-bits are Design, subscriber 

 applied at various stages, 32 actions 

RC2 A 64-bit modular encoder, the dimensionality of the base code may vary Design, subscriber 

RC4 Encoded stream demonstrating a tenfold increase in performance Design, a representative of MI 

 relative to standard DES administration and subscriber 

RC5 The dimensionality of the base module can vary, the dimensionality of Design, a representative of MI 

 the base code can vary from zero to 2048-bits and up to 255 actions administration and subscriber 

 can be performed 

CAST A 64-bit modular encoder, base codes of dimensionality from Design, subscriber 

 40-64-bits, 8 actions 

Blowfish A 64-bit modular encoder, base code, whose dimensionality can be designed, a representative of MI 

 change up to 448-bits, 16 actions administration and subscriber 

System with The base code has the same dimensionality as the encoded information. Design, a representative of MI 

a set of This code is an "n" number of bits derived from a set of randomly administration and subscriber 

session codes generated chains of bits stored in the system memory 

 

Let us consider popular encoding tools (Table 1). 

The DES encoding principle was created one of the first 

by leading specialists of IBM company using their 

codification, which eventually became universal, as 

given by Sinha and Singh (2003). DES is a symmetric 

cipher, which means that the same key is used for both 

encryption and decryption. DES is a symmetric cipher, 

which means that the same key is used for both encryption 

and decryption. For each block of plaintext, encryption is 

handled in 16 rounds, each of which performs an 

identical operation. The main disadvantage of this 

algorithm is its small key space, which entails 

vulnerability to brute-force hacking techniques. 

An alternative to the Advanced Encryption Standard 

(AES) or the AES finalist algorithms is triple DES, 

which is often denoted as 3DES. The 3DES algorithm 

comprises three consecutive DES encryptions. It is 

considered to be highly resistant to both brute-force 

attacks and any analytical attack that can be conceived. 

3DES is highly efficient in hardware, but less so in 

software. It is also employed in financial applications 

and for protecting biometric information in electronic 

passports, as described by Paar and Pelzl (2010). 

Blowfish is one of the symmetric modular codes 

constructing effective IS in standard CTNs (Fig. 4). In 

this case, the dimensionality of the base code can vary 

from 32-448-bits, making this code a reference for 

system information protection. The algorithm was 

developed to encrypt 64-bit plaintext into 64-bit 

ciphertext in a manner that is both powerful and secure. 

The operations selected for the algorithm were 

carefully chosen to minimize the time required to 

encrypt and decrypt data on 32-bit mainframes. These 

operations included table lookup, modulus, addition 

and bitwise exclusive-or. Once the algorithm has been 

initialized, it is capable of encrypting and decrypting 

data efficiently. Consequently, Blowfish would be a 

more suitable choice for applications that require the 

key value to be changed infrequently and for the 

encryption or decryption of large streams of data. 

Using the Blowfish cryptographic algorithm, various 

medical data can be encrypted. Such a system involves 

collecting data on patient body parameters, processing 

the data and encrypting and transmitting the data over 

a wireless network. It also includes decrypting and 

finally displaying the data on a computer, as described 

by Kondawar and Gawali (2016). 

Rijndael is an Advanced Encryption Standard 

(AES); in this standard, the cipher key can only be 128, 

192, or 256-bits long. At a basic level, the Rijndael 

algorithm uses several rounds to transform the data for 

each block. The algorithm can be made public but this 
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does not help an attacker decipher a message, as the 

encryption key must implement the algorithm. This 

allows us to define a standard that everybody can 

follow, as described by Wright (2001). 

Ordered chains of operations capable of encryption 

comprise two large groups formed concerning a particular 

encryption technique, as detailed by Velan et al. (2015); 

Alrikabi and Tuama Hazim (2021). Such chains can use 

special keys to make it impossible, as considered, to 

read the information encrypted in this way without keys 

(Sikka et al., 2020). 

The encoding process in mobile CTNs occurs at the 

second stage (L2), MAC stage, or RLC stage. Here, the 

specific location of the main encoding dependency is 

determined by the specificity of the connections, 

organizing their control through transparent RLC 

connections. In the case of data transmission via RLC, 

encoding is performed at the MAC layer and the base 

encoding is carried out in a network of isolated 

channels, as shown in Fig. 5. 

Table 2 shows the non-symmetric ordered chains of 

operations used in non-symmetric coding complexes to 

secure cyclic codes, as detailed by Li et al. (2019). The 

non-symmetric method uses two codes: Public and 

secure, as detailed in Lai et al. (2010). Table 3 shows 

the data on the dimensionality of the key. 

JCA it serves as a base platform "supplying" the 
configuration of the API list necessary for encoding 
information, its certification, generation of base and 
additional codes and others. We proposed a tested system 
capable of providing encryption resistant to the 
unauthorized actions of intruders. 

 
 
Fig. 4: Encryption/decryption scheme in standard CTN 

 

 
 
Fig. 5: Symmetric encoding scheme 

 

Table 2: Non-symmetric ordered chains of operations used in non-symmetric coding complexes to secure cyclic code 

Group Tools Form of the provision Function 

RSA  Ordered chain of Design Resistance to malicious attackers is due to  

 decomposition operations  the complexity of integer decomposition 

ECC The arithmetic system is Design, subscriber It is expressed by segments of elliptic 

 involved. The performance  dependence necessary for the functioning 

 is much faster than that of  an asymmetric ordered chain of operations 

 RSA and DSA  provide encoding 

Scheme The method proposed by Subscriber It is used for encoding and Electronic Digital 

proposed by   Signature (EDS) formation 

El-Gamal  

 

Table 3: Dimensionality of the key 

Dimensionality of the symmetric Dimensionality of the public 

keys (bit) keys (bit) Function and form of provision 

  56 384 Subscriber 

  64 512 Subscriber 

  80 768  A representative of MI administration, subscriber 

112 1792  A representative of MI administration, subscriber 

128 2304  A representative of MI administration, subscriber 
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Results 

We developed an ordered chain of operations that 
continuously monitors the presence or absence of the 
base code in the information flow. The administrator 
knows the path to the generated code located in a 
memory cell of the system. Before file encoding or 
decoding, the organized chain of operations generates 

a command to start the timer. 

The cells specified by the system store the output files. 

Figure 6 shows the results of encoding 64-bit text files. 

The encryption time is used to calculate the 

throughput of the encryption scheme. The experimental 

results are shown as histograms in Fig. 7 during the 

encryption stage. The results show the superiority of 

the Blowfish algorithm over other algorithms in terms 

of processing time. 

The complex solution developed in this study opens 

up the possibility of unified management of the 

formation of any Document Structure (DS) by users. 

The administrator can provide or restrict: 
 

− Accelerated encoding of each document with 

automatic saving in the Automated system of Data 

Management (ADMS) 

− Accelerated encoding of DS revisions 

− Possibility of full-text numbering of the DS and 

its revisions 

− Encoding in the process of DS modification 

 

Ensuring complex control by the administrator of 

the following: 

 

• The order of opening or closing the rights of users 

to view specific documents 

• Specifying the period of access 

• Detailing the authorization of users in fieldwork 

with documents and others 

 

 
 
Fig. 6: Duration of an ordered chain of encoding operations 

functioning 

 
 
Fig. 7: Performance of core-ordered chains of operations that 

provide encoding 

 

When a subscriber connects to the network, the 

system automatically launches a mechanism to verify 

the identity of the SIM owner, after which the mobile 

station processor decides to admit or deny the 

subscriber to a particular network. An ordered chain of 

operations tracks the number of such requests for 

subscriber identification, considering the secret code 

Ki, which the subscriber’s mobile device stores in a 

particular cell of the built-in memory. Then, the 

encoding and sending of the signed response SRES to the 

SIM occurs. Note that the index A3 SRES Ki performs a 

similar process with respect to SRES, comparing its final 

dimensionality with the received response necessary to 

verify the authenticity of the base code. When the base 

code check meets the system requirements, subscriber 

identification is completed. Then, the base code is 

overwritten again in the SIM memory. Considering 

RAND and Ki as the base codes, it is possible to form a 

new code Kc from them. With its help, it is possible in the 

automatic mode to make encoding/decoding of sent and 

received information by the system. Simultaneously, Ki, 

corresponding to 54-bits, is used by an ordered chain of 

encoding operations in status A5 stored in the mobile 

device memory so that coding/decoding, if necessary, can 

be performed in roaming. 

Implementing this functionality will require the following: 

 

− Forming by the system of immediate rejection of 

an intruder when recognized as an IMSI subscriber 

− Establishing a clear MSI 
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Therefore, the first response of the system should be 

automatic recognition and identification of the subscriber. 

For this purpose, the network sends a 128-bit message to 

the recognized mobile device. 

The SIM relies on an ordered chain of A3 operations 

to produce Ki, which is generally original relative to each 

registered SIM. Therefore, SRES identification forwards 

SRES to the master station. Simultaneously, Ki, including 

the initial invocation to calculate the cyclic code Kc, sends 

it to the master station. This cyclic key applies in 

conjunction with the ordered chain of operations A5, 

which provides information coding. 

Subscriber identification is necessary to verify 

subscriber/device data, determine access rights to the 

service package and ensure subscriber anonymity. Here, an 

ordered chain of A3 operations, which requires the IMSI 

identification code and Ki, will display the SRES response. 
Subscriber identification is as follows. The mobile 

device generates a message to the system and its response 
with confirmation or denial of identification of a 
particular subscriber is sent to the SIM. Here, MS 

identification, relying on the IMSI sequence of digits 
stored on the MSC server, is sent to the MS, whose 
algorithm can process random numbers simultaneously 
with Ki to generate SRES when an ordered chain of A3 
operations is applied. Simultaneously, both SRES 
segments pass the MSC control after the next 

combination, which is necessary for subscriber 
identification. In this case, the ordered chain of A8 
operations will use the base code Kc together with randomly 
selected sequences of Ki, which will be its initial data. Thus, 
Kc will also become the base code for the ordered chain of 
A5 operations, which encodes voice information. 

Figure 8 shows the features of GSM identification. 

The encryption key Kc is calculated every time 

authentication is performed. 

All activities ensuring IS mode in the GSM standard 

occur in the 3GPP shell, for which several encoding 

techniques have been created. The first one covers the 

information of all subscribers and the signaling of detected 

violations. The second one encodes only the subscribers’ 

information in roaming, considering the specificity of 

interaction between different networks. Figure 9 shows the 

features of IS support in a standard 3G network. 
 

 
 
Fig. 8: GSM subscriber identification process 

 
 
Fig. 9: IS support system in the 3G network 

 

 
 
Fig. 10: Description of the number of hacking attempts of the 

encrypted information in MCTN considering the key 

distribution variant used 

 

Using an ordered chain of operations in the MCTN 

will reduce the number of attempts to break or 

penetrate it fourfold without adding any new technical 

devices to the existing network structure. Figure 10 

describes the advantages of the developed ordered 

chain of encoding operations. 
 

Discussion 

A computer telecommunications network is 

designed for the transmission, storage and exchange of 

data between users connected to the network. It is 

therefore expected that a certain level of security is 
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maintained between users when using such a network. 

In medicine, such networks are used for structuring 

data storing patient information and internal system 

data. Since this is vital information, it is necessary to 

provide an appropriate level of protection for such 

information. The system assumes that each subscriber 

will be identified upon entering the system, and that 

further coding and decoding will occur automatically. 

This will ensure that the necessary level of security is 

maintained. The developed method should be intended 

for use in medical institutions as a basis for secure 

information transfer. 

Conclusion 

The study outlines the necessity for secure 

telecommunication networks in the field of medicine. 

The encryption structures analyzed revealed the 

necessity for cryptographic algorithms, which were 

subsequently selected. To realize the algorithm, a 

structure was developed to check the presence of a 

verifying key, thereby increasing its security. 
Practical use of our methods of information 

encoding in MCTNs opens up the possibility of 

fourfold minimizing the number of hacking attempts by 
intruders. These methods do not require the extension 
of the existing network with any hardware devices. In 
addition, we have improved the subscriber 
identification procedure to guarantee an increase in the 
IS level. The practical application of this organized 

chain of encoding operations will ensure the possibility 
of creating, editing, saving and transmitting electronic 
documents with a high IS level. Our encoding 
methodology will guarantee the proper level of IS 
necessary for the normal functioning of MCTN. 
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