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Abstract: Face spoofing countermeasure is vital to avoid an imposter from 

gaining access to security biometric systems by using face masks in various 

forms that mimic a valid user face. Recently, several studies have shown 

the ability of visible polarized light in distinguishing real and fake faces. In 

this paper, polarization imaging systems using visible and near infrared 

(NIR) are proposed to examine the effects on the polarization images as 

trial to distinguish between genuine face and spoof face presentation 

attacks: photo paper and iPad face display; based on the optical properties 

of the materials. The findings from the investigations suggest that in 

general, NIR light could not be used to distinguish between genuine face 

and photo paper under a polarization lighting condition. In contrast, the 

visible light provides significant difference of the Stokes images between 

the materials. Classification between real face and iPad display can easily 

be done by manipulating the polarization angle. A new feature fusion 

formula named as the SDOLP3F is introduced to differentiate between 

the real and the fake traits. The SDOLP3F results presented in this paper 

show the highest accuracy rate compared to the individual measures. The 

results illustrate the robustness of the proposed anti-spoofing algorithm 

based on a small sample. 

 

Keywords: Anti-Spoofing, Face Biometric, Polarized Light, Polarization 

Imaging System, Spoofing Attacks 

 

Introduction 

Biometric application refers to the automated 

recognition of individuals based on their 

physiological and/or behavioural characteristics 

(Jain et al., 2004). Examples of biometric 

characteristics are Deoxyribonucleic Acid (DNA), 

ear, face, fingerprint, gait, iris, keystroke, odour, 

palmprint, retinal scan, signature and voice. Due to the 

high demand on these biometric applications, 

fingerprint, face and iris have been the three most 

popular and mature modalities among the others (Jain et 

al., 2004). Moreover, the availability of large fingerprint, 

iris and face databases, which have been collected by 

various agencies all over the world, has also led to the 

demand. However, the resistance of this rapidly emerging 

technology to external attacks has become a critical issue. 

In particular, face spoofing is an attack where 

photograph, video or mask of a valid user is presented in 

front of face recognition system as trial to gain access. 

From the observation, Face Recognition (FR) systems are 

vulnerable to spoofing attacks (Kose and Dugelay, 

2013a). This vulnerability has attracted the attention of 

researchers in the biometric community to work on 

countermeasures to detect spoof representation attacks. 

For instance, an imposter can obtain a photo of an 

authorized person, plays a video, or display a 3D model 

such as a face mask which mimics a valid individual, in 

front of the sensor to gain access (Pan et al., 2008). 

Among the spoofing methods, the most common 

types being used are the printed photo paper and the 

video attacks. These two representation attacks are 

popular due to the low-cost, convenience and also can be 

easily acquired. The existing spoofing countermeasures 

are based on several types of approaches: Liveness 

detection, motion analysis, texture analysis and 

reflectance based analysis. Liveness detection which is 
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based on eyes blinking and lips movement has been 

tricked with perforated mask in the eyes and mouth. The 

motion based counter spoofing has been challenged with 

recorded video playback in front of the camera. The third 

approach aims to detect real face by analyzing the texture 

of the face image to find spoofing clues such as printing 

artifacts (Bai et al., 2010) or blurring (Li et al., 2004). 

Finally, the reflectance characteristics of real face and 

fake traits are analyzed as spoofing face detection. 

Besides the different types of countermeasure-based 

analyses, the main key to differentiate between a 

genuine human face and other representation attacks is 

to manipulate the physical and optical properties of the 

skin. Physically, skin consists of multi layers structure 

and due to these various layers, skin produces more than 

one reflections: Surface and subsurface reflections. 

Polarization imaging technique is one of the methods 

that could be used to distinguish between the two 

reflections (Matsubara, 2012; Jacques et al., 2000; Bae 

et al., 2010; Philp et al., 1987). In addition, the degree of 

polarization of each polarized image can also be used as 

the classification parameter. The Stokes parameters and 

the Degree Of Polarization (DOP) are two parameters 

applied to differentiate between materials (Zallat et al., 

2003; Mahendru and Sarkar, 2012; Wolff and Boult, 

1989; Hua and Wolff, 1996; Wolff, 1990; Sarkar et al., 

2011). A study by (Abd, 2017) has demonstrated the 

ability of visible polarized light to differentiate between 

real face and photo paper based on the Stokes parameters. 

Motivated by the previous findings of using polarized 

light to differentiate between materials, we adopted the 

similar approach as trial to distinguish between real 

human face and fake faces used to spoof a biometric 

system. In this study, we would analyse the effect of using 

different polarized light sources on the polarized reflection 

among the materials. Besides using the face-paper 

polarized dataset introduced by (Abd, 2017), we also 

captured images under the visible and NIR polarized 

lights. Additionally, an iPad representation attack is 

added to this dataset. At the end of this paper, we 

introduce our newly developed classification fusion 

formula known as the SDOLP3F.  

The paper is organized as follows. Section 2 

includes related work on the existing countermeasures 

of the spoofing attacks. In Section 3, the introduction to 

the human skin structure and the parameters used 

throughout this paper are discussed. In Section 4, we 

present our polarization imaging system and the self-

collected dataset. The proposed method for face spoofing 

detection is described in Section 5. In Section 6, 

experimental results are presented and discussed. The 

newly proposed fusion approach is presented in Section 

7. Finally, conclusion is drawn in Section 8.  

Related Work 

Face spoofing attacks can be generally classified into 

2D and 3D attacks. For instance, paper photo and iPad 

representation attack are 2D attacks while a 3D face mask 

is 3D attack. Due to these types of attacks, there have been 

various countermeasures to stop an imposter from gaining 

access to biometric security systems. Texture based 

approaches as in (Jukka et al., 2011; Erdogmus and 

Marcel, 2013) rely on Local Binary Pattern (LBP) to 

analyse the micro-texture patterns of both real face and 

fake face images. The approach is then used for further 

exploration amongst 3D facial mask compared to a planar 

printing mask (Kose and Dugelay, 2013b). LBP has 

shown convincing classification results. 

The fact that each material has its own reflection 
properties has burst the other side of face counter 
spoofing analysis. The countermeasure based on 
reflectance information has attracted more researcher 
attention (Kose and Dugelay, 2013b; Zhang et al., 
2011; Kim et al., 2009). Kose and Dugelay (2013b), 
the authors proposed a reflectance based analysis on 
the texture images from a 2D+3D face mask. The 
images were decomposed into illumination and 
reflectance components by using variational retinex 
algorithm. This proposed method has been proved to 
have better features information compared to texture 
analysis for the purpose of mask detection.  

Another study presents a multispectral reflectance 

using multispectral lighting to discriminate between a real 

face, a photo face and variety of face masks made of 

plastic, silica gel, paper, plaster and sponge (Zhang et al., 

2011). As a result, two discriminative light 

wavelengths (850 and 1450 nm) have been chosen. In 

(Kim et al., 2009), the reflection properties of a facial 

skin and mask materials are analysed under two 

discriminative wavelengths (685 and 850 nm). 

However, the analyses were conducted on a variety of 

materials physically not a mask that mimic the real faces.  

During the past 20 years, polarized light has been used 

to classify materials. A similar series of experiments are 

proposed, which claim that polarized reflection can be 

used to distinguish between metal and dielectrics objects 

(Wolff, 1989). (Later Sarkar et al., 2011), presented a 

real-time CMOS image sensor to differentiate between 

metal and dielectric surfaces, claiming that polarization 

of the reflected component varies with the conductivity 

of the metallic surface. The Fresnel reflection 

coefficients and the degree of polarization were used to 

measure the variations of reflection. 

After the success of the polarization imaging 

technique to classify between materials, a considerable 

amount of literature has been published on polarized 

reflection. In 2007, a polarization imaging device is 

demonstrated to measure the Stokes components in order 
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to distinguish between breast tissue in health or with 

cancer (Bin et al., 2007). In the study by (Mahendru and 

Sarkar, 2012), the polarized reflection is examined to 

classify among transparent and opaque objects. 

Recently, a study by (Rudd et al., 2016), proposed an 

approach in which polarized light has been used as trials 

to differentiate between a genuine face, LCD screen and 

paper mask. They have shown the differences of the 

polarization images between the real face, LCD and 

paper mask. However, the images have not yet been 

analysed by any parameters. Therefore (Abd, 2017) 

proposed the Stokes parameters which have been able to 

distinguish between real face and photo paper. The 

mean, standard deviation and kurtosis of the data 

distribution between the two materials have shown high 

True Positive Rate (TPR) and low False Positive Rate 

(FPR). However, the classification accuracy result based 

on a single parameter would be limited. 

Hence, we proposed a method of feature fusion 
formula known as the SDOLP3F for better detection 
accuracy. The novelties of our study can be listed as 
follows: 
 
• The newly proposed classification fusion formula 

is based on polarized reflectance analysis to 
differentiate between real and fake traits. This 
SDOLP3F algorithm has achieved a high detection 
accuracy rate and could be used to detect spoofing 
attacks under visible polarized light 

• In has been proved that the statistical measures 
could be used to detect photo paper under visible 
polarized light (Abd, 2017). In this study, the 
statistical measures are fused with density of the 
distribution mode for better classification accuracy 

• To the best our knowledge, there is no study on the 

spoofing detection under polarized NIR light. In 

this paper, the experimental results show that 

polarized NIR light could not be used to 

distinguish between real face and photo paper 

• Previous studies on spoofing countermeasure 

against live video attacks have proposed motion-

based technique. However, by using the proposed 

polarization imaging system, we have successfully 

blocked any trial to impersonate a valid individual 

by using an iPad display 
 

Theories Supporting the Studies 

3.1. Physical Introduction to Human Skin 

Skin consists of various layers structure. Some 

analysts have listed three layers structure of human 

skin which are epidermis, dermis and fat layer (So-

Ling and Ling, 2001). The first layer is called 

epidermis which is the outermost layer of the skin. 

Epidermis layer contains particles called melanin which 

act as absorption and scattering agents. The quantity of 

melanin in the epidermis determines the skin color of a 

human. Dermis is a thick layer underneath the epidermis 

layer which contains properties such as hemoglobin and 

collagen. The third layer is the deepest layer made of fat 

and connective tissue, known as subcutaneous tissue.  

3.2. Polarization and Interaction with Human 

Skin 

Normal light wave from light source such as table 
light, vibrates in multi directions until it lies on a surface. 
This multi-directional light wave is also known as 
unpolarized light. Polarization is a process where 
unpolarized light turns to polarized light. One of the 
methods to produce polarized light is by using a device 
known as polarizer. Polarizer is an optical device that 
allows unpolarized light wave to transfer through only in 
one direction to become polarized light. 

 

 
 

Fig. 1: The interaction between polarized light and human skin (Picture of the skin) 
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Figure 1 illustrates the interaction between polarized 

light and skin surface. Once the incident light hits the skin 

layer, part of the light is reflected by the flat oily cells on 

top of the dermis. This reflection is known as surface 

reflection. The remaining light that is not reflected, is then 

transmitted through the dermis to the epi-dermis layers. 

This transmitted light is refracted and absorbed by the 

melanin, collagen and hemoglobin within the skin layers 

before re-emerged back to the air through the skin surface. 

This second reflection is known as subsurface reflection. 

Driven by these multi-reflections produced by human 

skin, polarization imaging system could be applied for 

further analysis on each reflection. In addition, the state of 

polarization of reflected light can be described by using 

the Stokes parameters. Theoretically, reflection properties 

are different between materials which lead to this study. 

3.3. The Stokes Parameters 

Light is made up of photons, which are packets of 

electromagnetic wave. The electromagnetic wave is said 

to be linearly polarized if the oscillation of the wave is 

confined to specific directions. Otherwise, the light wave 

is said to be unpolarized. Polarized light can be obtained 

by several ways such as absorption, reflection, refraction 

and scattering. Other than that, a polarizer is used to 

obtain polarized light by mounting the polarizer sheet in 

front of an unpolarized light source. 

The state of polarization of reflected light wave can be 

described by the Stokes parameters. These parameters 

were introduced by Sir G. C. Stokes in 1852. The 

parameters have four components denoted as S0, S1, S2 and 

S3. These components are presented in a 4×1 column 

matrix known as the Stokes vector, as shown as: 
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The Stokes parameters represented in (1) can be 

described as intensity (S0), degree of polarization (S1), 

plane of polarization (S2) and ellipticity (S3). Since only 

linear polarization is used in this study, circular and 

elliptical polarization does not occur. Therefore, the 

component S3 which relates to the circular polarization 

is omitted. The components S0, S1 and S2 are obtained 

using images captured at four polarization angles as: 
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where, Img0, Img45, Img90 and Img135 are the polarized 

images captured at polarization angles of 0°, 45°, 90° 

and 135°, respectively. Polarizer angles are referred to 

the angle of the polarizer P1 which is mounted in front 

of the camera lens. Once the Stokes parameters have 

been derived, they are then used to generate the final 

image known as the Stokes Degree of Linear 

Polarization Image (SDOLP) as: 
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An incident light that reflected from a surface or the 

light that is transmitted through a polarizer is partially 

polarized (Sarkar et al., 2011). The Degree Of 

Polarization (DOP) is used to measure the portion of 

reflected light which is polarized compared to the total 

amount of the reflected light. The DOP is also denoted 

as partial polarization. The scalar value of the DOP is 

between 0 and 1. The DOP can also be expressed in 

terms of maximum and minimum light intensities 

transmitted through the linear polarizer as: 
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where, Imax is the maximum light intensity while Imin is 

the minimum light intensity transmitted through the 

polarizer. Details explanation of setting the Imin and Imax 

is discussed in the next section. Thus, let Imax be an 

image taken under a 0
°
 polarization and Imin be an 

image captured under a 90
°
 polarization. The two 

images are denoted as Img0 and Img90, respectively, 

which are then used to generate third image known as 

polarization image, Imgpol. Hence, Equation (4) can be 

rewritten as: 
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From Equation (5), it can be seen that the Img0-

Img90 and the Img0+Img90 are equivalent to S1 and S0, 

respectively. Therefore, Equation (5) can also be 

written as:  
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3.4. The Bimodality Coefficient 

In statistics, a bimodal distribution is a continuous 

probability distribution with two different modes. The 

Probability Density Function (PDF) of a bimodality 

distribution should consists two or more peaks. The 

Bimodality Coefficient (BC) is one of the methods 
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used to estimate the modality of data distributions. In 

this paper, the BC is applied to measure the modality 

distribution of each polarization image. The BC values 

range from 0 and 1, with empirical values of BC>0.555 

suggesting bimodal distribution (Pfister et al., 2013). 

Otherwise, the distribution is classified as unimodal.  
The computation of the BC requires three inputs: 

The sample size n; the skewness; and the kurtosis. The 
formulation of the BC is computed in MATLAB based 
on the sample-bias corrected equation proposed by 
(Pfister et al., 2013) as: 
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 (7) 

 
where, m3 = skewness (x,0); m4 = kurtosis (x,0)-3; and n = 

sample size. The × refers to the input image, Ipol or ISDOLP. 

The Proposed Methods for Face Spoofing 

Detection 

The proposed face anti-spoofing method is based on 
two types of input images: Ipol images created using 

equation (6); and ISDOLP images which are generated by 
using Equation (3). Figure 3 shows the schematic diagram 
of the proposed face spoofing countermeasure. As can be 
seen from Fig. 3, two types of face attacks that resemble 
the real subjects are used as the attempts to cheat the 
proposed framework. Firstly, iPad screen was used to 
display faces of the legitimate users in front of the camera. 
After that, photo of the real user face that has been printed 
on an A4 matte paper, was placed in front of the camera 
as trials to gain access. Then, the genuine subjects were 
asked to stand in front of the sensor for the recording 
processes. Images of the genuine faces and the spoof 
presentation attacks are captured at four polarization 
angles as has been mentioned earlier. Each of the 
images are then going through several processes: Crop, 
align, resize and averaged. The processed polarized 
images of each polarization angle are used as the input 
images to generate one Stokes degree of linear 
polarization (ISDOLP) image and one polarization (Ipol) 
image by using Equations (3) and (6), respectively. 

The data distributions of each Ipol and ISDOLP images 
are generated in histograms. Further analyses have 
been carried out by six different measures: The mean, 
standard deviation, skewness, kurtosis, bimodality 
coefficient and mode of the density plot. 

 

 

 
Fig. 3: The proposed anti-spoofing face detection system (framework) 
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The scores of each measure are plotted to visualize the 

differences between materials. Then, a value which is 

considered as the most significant boundary between 

the materials is chosen as classification threshold. 

Based on the threshold values, the types of materials 

are predicted by using the confusion matrix. For each 

measure, the TPR, the FPR and the classification 

accuracy rates are calculated. The measures with the 

highest fake (spoofing) face detection accuracy rates are 

then fed into the newly proposed face classification 

fusion formula named as the Stokes Degree Of Linear 

Polarization Fast Fusion Formula (SDOLP3F). 

The Polarization Imaging System  

5.1. Experimental Setup 

Although two types of light sources with different 

wavelengths are used in this study, the experiment setup 

for each light is similar as illustrates in Fig. 4. The 

imaging system is similar to that in (Abd, 2017) which 

consists of a camera, two lights, two sheets of linear 

polarizer and one glass linear polarizer coupled with an 

angle rotator. The camera is placed 80 cm in front of the 

subject. A linear glass polarizer, P1 coupled with an 

angle rotator, is mounted in front of the camera lens. The 

angle rotator is used to adjust the P1 angle during the 

image recording process. Then, each of the light is 

placed 50 cm next to the right and left of the camera. 

The lights are adjusted to illuminate the subject at an 

angle of 45°. The two linear polarizers denoted as P2 and 

P3 are placed in front of each light. Both of the polarizer 

sheets are aligned in parallel to each other at the same 

polarization axis so that the lights wave travel in the 

same direction towards the subject. To check on the 

polarizer alignment, both of the polarizer sheets are 

placed back to back ideally in front of an object in order 

to view the object through the two sheets. 

Figure 5 illustrates the steps to determine the 

polarization axis. Two polarizer sheets are placed next 

to each other. By slowly rotating the second sheet on 

top of the first sheet until all the light is blocked and 

the object can no longer be seen through the two 

sheets, the orientation of the polarizers is perpendicular 

to each other. Images captured at this position are 

labelled as Imin. The second polarizer is rotated once 

again until the object was clearly visible. At this 

orientation, the polarization axes of the polarizers 

are parallel and images captured under parallel 

polarization are denoted as Imax. With this technique, the 

parallel orientation of the polarizers has been discovered 

and subsequently the polarizers are installed in front of 

each light source. The size of the polarizer sheets has to 

cover the whole light source. As in this study, the size of 

both polarizer sheets is 12×12 cm which is sufficient to 

cover the entire table light source. 

 

 
 

Fig. 4:  The polarization imaging system 
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5.2. The Dataset 

To the best of our knowledge, no polarized spoofing 

image database is publicly available. In order to validate 

the effectiveness of the proposed method, a set of 

polarized images for both Visible (Vis) and NIR lights 

are captured by using the measurement setup shown in 

Fig. 4. Thirty people have been randomly selected as the 

subjects which consist of 11 women and 19 men of three 

different skin colours: Black, Caucasian and Asian. The 

recording is firstly carried out without any polarizer 

installed. This is to record images of the real faces which 

are then been printed on a paper and display on an iPad 

as spoofing attacks. Then, the P2 and P3 polarizers are 

mounted in parallel to each other in front of each light. 

By manually rotating the angle of the glass linear 

polarizer, P1 to four polarization angles: 0°, 45°, 90° and 

135°, images of each subject are recorded at each of the 

angles. Noted that three frames of images are captured for 

all subjects at each P1 angles. The recording process has 

been carried out in a dark room to control the 

illumination. Hence, the intensity of the images captured 

is caused only by the polarized light source. The recorded 

images are cropped, resized, aligned and averaged which 

resulted in one image per subject at each P1 angle. A 

summary of the total images available in the Face-Paper-

iPad polarization dataset is presented in Table 1. The 

number of images in the dataset can be elaborated as: 
 
• 37 subjects for genuine face and photo paper under 

visible light 

• 8 iPad display attacks under visible light 

• 24 subjects for genuine face, photo paper and iPad 

display under NIR light 

• 4 polarization angles for each subject 

• 3 frames for each polarization angle 

• 1 processed image for each polarization angle of 

each subject 

 
Table 1: The Face-Paper-iPad Polarization dataset  

 Number of images 

 ----------------------------------------- 

 Visible light                    NIR light 

Real face 481 312 

Printed photo paper 481 312 

iPad 104 312 

 

 
 
Fig. 5: The determination of the polarization axes for P2 and P3 polarizer sheets (a) the two polarizer sheets (b) perpendicular 

polarization; and (c) parallel polarization 
 

 
 
Fig. 6: Sample of images captured at four polarization angles in the Face-Paper-iPad dataset. The first row is the real face, the second 

and the third rows are the printed photo paper and iPad display attacks 
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For the purpose of analysis, images of one subject are 

presented throughout this paper. Figure 6 shows the RGB 

images of one subject recorded at four polarization angles: 

0°, 45°, 90° and 135°
 
under visible and NIR lights. 

Experimental Results 

The proposed spoofing countermeasure analyse the 

Ipol and ISDOLP images of the genuine face, the printed 

photo paper and the iPad display. The Ipol and ISDOLP 

images are presented in Fig. 7 together with the Stokes 

components: S0, S1 and S2. 

6.1. Detection Using the Mean, Standard 

Deviation, Skewness and Kurtosis 

As can be seen in Fig. 7, the Ipol images between real 
face, photo paper and iPad display do not give significant 
differences under both visible and NIR lights. To further 
confirm the assumption that the Ipol images of each 
material are relatively similar, the images are statistically 
analysed. The results show 0 value for the mean, standard 
deviation, skewness and kurtosis of the Ipol for the three 
materials under NIR light. Because of the 0 value, the 
Ipol images under NIR light have been omitted from 
further analysis. Meanwhile, the Ipol under visible light 
for all the materials consist small statistical values as 
shown in Fig. 8(a).  

 

Table 2: Detection rates for the statistical measures of the 

Ipol under visible light 

 Percentage (%) 

 ----------------------------------------- 

 TPR FPR 

Mean 91.9 8.9 

Standard deviation 89.2 6.7 

Skewness 86.5 2.2 

Kurtosis 81.1 4.4 

 
Table 3: Detection rates of the ISDOLP under visible light  

 Percentage (%) 

 --------------------------------------- 

 TPR FPR 

Mean 78.4 2.2 

Standard deviation 97.3 1.1 

 

Table 4: Detection rates between the ISDOLP faces and iPad 
under NIR light  

 In percentage (%) 

 ----------------------------------------- 

 TPR FPR 

Mean 87.5 4.2 

Standard deviation 87.5 0.0 

 
 

 

Fig. 7: The Stokes parameters: I, Q and U; the polarization image, Ipol and the Stokes degree of linear polarization 
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Fig. 8: The mean, standard deviation, skewness and kurtosis scores for (a) the I

pol
 under visible light; (b) the ISDOLP under visible 

light; and (c) the ISDOLP under NIR lights 
 

From the plots in Fig. 8(a), it can be seen that the 

differences of the four measurements values between the 

real faces and the fake traits are quite significant. A 

threshold value which is represented by the dotted 

line, is selected for each measure. The Ipol is identified as 

real face if the mean and standard deviation values are less 

than the threshold. In addition, the skewness and kurtosis 

values are more than the corresponding threshold if the Ipol 

image is a genuine human face. The detection rates are 

presented in Table 2. 
The ISDOLP images in Fig. 7 between real face, photo 

paper and `iPad display under visible light source show 

clear differences among each other. The statistical 

scores are plotted in Fig. 8(b). It is clearly shown in 

Fig. 8(b) that all scores of the ISDOLP for iPad display 

images  are  far  different  than   the   genuine  faces. 

Apart from that, there are slightly differences of the 

mean and the standard deviation scores between real 

faces and paper photo. However, the values for the 

skewness and the kurtosis between the two materials are 

relatively similar. Based on these plots, a threshold value 

is determined only for the mean and the standard 

deviation scores between genuine faces and printed paper 

photo. The thresholds are represented by the dotted lines. 

The ISDOLP is classified as a real face if the mean or the 

standard deviation value is less than the corresponding 

threshold. The detection rates are listed in Table 3. 

Turning now to the ISDOLP under NIR light. As can 

be seen in Fig. 7, there are slight differences between 

the ISDOLP images of the three materials. The statistical 

measures of the ISDOLP under NIR light are plotted in 

Fig. 8(c). As can be seen from the figure, the four 

measures do not display any clear threshold between 

real faces and printed photos. Thus, the ISDOLP of the 

real faces and printed photos under NIR light are 

statistically indistinguishable. However, there is a rather 

convincing threshold for the skewness and kurtosis 

scores between ISDOLP real faces and iPad displays. A 
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threshold value is selected each for the skewness and 

kurtosis as indicated by the dotted lines. The ISDOLP is 

classified as real face if the skewness and kurtosis values 

are more than the corresponding thresholds. Table 4 

shows the detection rates for the ISDOLP under NIR light 

between real faces and iPad displays. 

6.2 Detection Using the Bimodality Coefficient 

Beside the statistical analysis, the differences in the 

shape of data distributions between the real and the 

fake faces could be applied as another detection 

parameter. Since the Ipol images under both visible and 

NIR light have very low intensity values, PDF 

distribution could not be computed. Thus, no further 

detection parameter is carried out on the Ipol.  

To further analyse the modality of the distribution, a 

Probability Density Function (PDF) of each ISDOLP image 

is plotted. Figure 9 presents the PDF plot for the 

ISDOLP of the three subjects under both visible and 

NIR lights. As a coarse comparison, the findings 

from Fig. 9 suggest that in general under the visible 

light, real face has sharp unimodal shape with 

relatively thin tail skewed to the right. In contrast, 

photo paper has more than one peak with wider 

deviation while iPad attack shows left skewness with 

single peak on the right side of the distribution. 

The PDF plots for the real face and photo paper under 

the NIR light show similar unimodal shapes while the 

PDF plot for the iPad attack illustrates multimodality. The 

modality differences between real face and iPad display 

could be used as detection parameter. To determine the 

modality of the ISDOLP distributions, the 

Bimodality Coefficient (BC) algorithm in Equation 

(7) is used. The results are summarised in Table 5. 

From the data in Table 5, it can be seen that 33 out of 37 

genuine faces have been identified as having unimodal 

data distributions under visible light. In contrast, only 9 of 

the real faces indicates unimodal distributions under NIR 

light. The similar identification occurs for the photo paper 

in which most of them indicate unimodal distributions 

under visible light. However, under NIR light, majority of 

the    photo   paper   show   multimodal   distributions. 

 

Table 5: The modality of the ISDOLP data distribution using 
the BC algorithm 

 (Number of subjects) 
 ------------------------------------------------------ 
 Visible light NIR light 
 ---------------------- ------------------------- 
Modality uni multi uni multi 

Real face 33 4 9 15 
Photo paper 22 10 7 17 
iPad display 0 8 22 

On the other hand, the BC has classified all the iPad 

attacks as multimodal distributions under visible light 

but the modality changed to unimodal under NIR light. 

From these results, it can be assumed that it is 

difficult to differentiate between real face and photo 

paper by using the BC alone. However, the BC gives 

significant modality distribution differences between 

real face and the iPad attack under both lights. 

6.3 The Density of Distribution Mode, m 

Mode is a number that appears most often in a set of 

data. In this paper, the mode is the value at the highest 

peak in each PDF plot as shown in Fig. 9. Since there are 

unimodal and multimodal distributions, the highest peak 

of each PDF plot is selected and the density value at the 

peak is denoted as m. Table 6 compares the range value 

of m in each PDF plot for the real face, photo paper and 

iPad attacks under both visible and NIR lights. 
From the data in Table 6, there is a clear threshold 

in m for the real face and the two attacks under visible 
light. Based on values, the threshold value of 0.02 has 
been selected. The image is classified as real face if the 
m score is more than 0.02. However, there is no 
appropriate value could be used as the boundary 
between genuine face and the fake traits under NIR 
light. Thus, the density of the distribution mode has 
been omitted from one of the classification parameters 
for ISDOLP image captured under NIR light. 

The Proposed SDOLP Fast Fusion 

Formula (SDOLP3F) 

From the results in Section 6, the Ipol images 

between the real and fake traits under NIR light are 

indistinguishable. Similarly, the ISDOLP between real 

faces and photo paper under NIR light could not be 

differentiate. Driven by these results, detection 

accuracy rates are only calculated for three conditions: 

(1) Ipol between real and the two fake attacks under 

visible light; (2) ISDOLP between real and the two fake 

attacks under visible light; and (3) ISDOLP between real 

face and iPad display under NIR light. The summary of 

the detection accuracy rates is presented in Table 7. 

The Ipol and the ISDOLP under both visible and NIR 

lights have been analysed using six measures: mean, 

standard deviation, skewness, kurtosis, the BC and the 

density of mode. However, not each of the measures 

give significant detection accuracy rates as can be seen 

in Table 7. From the results in Table 7, some of the 

individual measures present more than 90% detection 

accuracy rates for Ipol and ISDOLP. To further investigate 

if higher detection accuracy results could be calculated 

by fusing some of the measures, these individual 

measures are transform to algorithm components as: 
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mod mod
mod

mn mn

sd sd

sk sk

KT kt

bc bc

a mn th

a sd th

a th sk

a th kt

a th bc

a th

= −

= −

= −

= −

= −

= −

 (8) 

 
where, α is the algorithm component; mn is the mean; 
sd is the standard deviation; sk is the skewness; kt is the  
kurtosis; bc is the bimodality coefficient; mod is the 
density of mode; and th is the corresponding threshold. 

Based on the results presented in Table 7, only two 

components α with highest detection accuracy rates are 

selected to be fused in the newly fusion formula known 
as SDOLP fast fusion formula (SDOLP3F): 
 

1 2
3SDOLP F a a=  (9) 

 

where, α1 and α2 are the first and second components in 

Equation (8) with highest detection rates. 

Table 8 presents the results for the SDOLP3F 

technique. As shown in Table 8 the detection accuracy 

rate for the ISDOLP under visible light increased to 

93.9% compared to the individual measures in Table 7. 

In addition, the detection accuracy result achieved 

89.18% in the previous study (Zhang et al., 2011) which 

is less than the achievement of the SDOLP3F. Since the 

mask databases used in the experiments are different, the 

comparison on the technique used cannot be made. 
 

Table 6: The m scores of the PDF plots of the ISDOLP real 

face, photo paper and iPad attacks 

 Visible light NIR light 

Real face 0.012-0.48 0.02-0.12 

Photo paper 0.001-0.19 0.02-0.15 

iPad display 0.007-0.27 0.02-0.1 

 
Table 7: The detection accuracy rates for the Ipol and ISDOLP 

under visible and NIR lights 

 Ipol  ISDOLP 

` ------------------- ------------------ 
 Percentage (%) 

 --------------------------------------------- 
Light sources Vis NIR Vis NIR 

Mean 91.5 - 89.0 - 
Standard deviation 91.5 - 92.7 - 

Skewness 92.7 - - 91.7 

Kurtosis 89.0 - - 93.8 
The BC - - 63.9 77.1 

Density of mode - - 90.2 - 

 

Table 8: The SDOLP3F detection accuracy rates for the Ipol 
and ISDOLP images 

 Ipol  ISDOLP 

` ------------------- ------------------ 

 Percentage (%) 
 --------------------------------------------- 

Light sources Vis NIR Vis NIR 

TPR 83.8 - 97.3 83.3 

FPR 6.7 - 8.89 0 

Accuracy rate 89.0 - 93.9 91.7 

 

 
 

 
 
Fig. 9: The probability density (PDF) distribution of the ISDOLP for the genuine face, the printed photo paper and the iPad display 
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On the other hand, the SDOLP3F results for Ipol 

under visible light and ISDOLP under NIR light do not 

achieved higher detection accuracy rates than the 

individual measures.Taken together, these findings 

suggest that the SDOLP3F algorithm works well for 

the ISDOLP under visible light and could be the robust 

face spoofing countermeasure between genuine face, 

printed photo paper and iPad display based on small 

sample of subjects. 

Conclusion 

From the results presented throughout this paper, 

there are several conclusions can be made: 

 

• Firstly, there is very small portion of polarized 

reflected light from the real face, printed photo 

paper and iPad display under visible light source 

based on the intensity of the Ipol images as 

illustrated in Fig. 8 

• Secondly, the reflected light from the three surface 

materials is completely unpolarized under NIR 

light. The reason behinds these results is that these 

three materials are classified in same groups which 

are insulators and opaque objects (LCI, 2017). 

Thus, the Degree Of Polarization (DOP) between 

these materials is similar and could not be used as 

a detection parameter in spite that previous studies 

applied the DOP to classify materials with 

different physical properties (Mahendru and 

Sarkar, 2012; Sarkar et al., 2011) 

• Third, the iPad presentation attack under the 

visible and NIR polarized lights could be 

distinguish very easily from the genuine face by 

manipulating the polarization angles. As can be 

seen from Fig. 6, the iPad polarized image at 90° 

polarization angle under both visible and NIR 

lights are dark compared to the genuine face 

images at the same angle. The reason could be that 

the iPad emits its own polarized light which is not 

permitted to pass through the P1 at the angle of 

90°. Thus, any spoofing iPad attack can be 

successfully prevented at an angle which is 

perpendicular to the direction of the light wave 

emitted by the iPad 
 

Real face and photo paper are seen as to have close 
reflection properties. Both materials produce two types 
of reflections: surface and subsurface. These have led 
to the production of relatively similar ISDOLP. Therefore, 
most of the data distributions of both materials have 
been classified as identical to each other. The proposed 
SDOLP3F fusion technique has shown to be able to 
differentiate ISDOLP between real faces and photo papers 

based on the intensity variations which caused by the 
visible polarized reflection. With the classification 
accuracy of 93.9%, the proposed SDOLP3F algorithm 
could be appearing as the robust classification 
algorithm between real face and printed photo.  

In contrast, the results do not find any significant 
differences between ISDOLP images of real face and 
printed photo under NIR polarized light. This is 
related to the interaction between NIR light and both 
materials. The NIR radiation penetrates deeper 
through the human skin and paper (Shao et al., 2010; 
Mitchell et al., 1945). In addition, NIR can also be 
absorbed by the deeper human skin and paper 
properties (Tsuchikawa, 2007; Champagne, 2001). 
Thus, the intensity of ISDOLP face and printed photo 
images is very low and similar to each other. 

For future work, it is suggested to conduct further 
investigations for a larger sample size. Furthermore, the 
variety of skin colours could be added into the dataset for 
the analysis of detection skin colours among subjects. 
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