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Abstract: Due to the vast interchange of images over the internet, 

exchanging secret message hidden in these images would be encouraged 

and the technique is referred to as image steganography. Hiding the secret 

data into the least significant bits of the images pixels is a common 

practice. However, the choice of the hidden key and the efficiency of 

utilizing all pixels of the carrier image is of great importance. This paper 

presents a new technique for key generation and embedding/extraction 

processes for image steganography. The randomness of secret key required 

for the embedding process is achieved by using the seven segment display 

patterns with different dimensions. Full embedding efficiency is also 

achieved through. Experimental measurements and comparison with 

traditional steganography using LSB have confirmed the feasibility of the 

proposed scheme. As it produces highly imperceptible stego-images, 

besides the key randomness for selecting the pixels, which leads to the 

addition of huge difficulties against attackers and provides genuine 

protection for the hidden information.  

 

Keywords: Data Hiding, Image Steganography, Hexadecimal Secret Key, 

Seven Segment Display 

 

Introduction  

In recent years the vast computing speed and the 

heavy use of the internet have encouraged researcher to 

develop a tremendous number of computer security 

algorithms. Generally, data security can be achieved 

either by changing the plaintext data into ciphertext 

using one of the cryptographic techniques (Stalling, 

2017; Schneier, 1996) or hide the secret data into another 

media by one of the steganography methods (Ingemar et al., 

2008), in such way that intruders are deceived by the 

innocence appearance of the media and does not discover 

the hidden data inside it. This paper is concerned with data 

hiding rather than cryptography and hence will consider 

more involvement of steganography. Three issues (or 

questions) are crucial in steganography; 

Imperceptibility (or how well the hidden secret is 

embedded?), Robustness (or how immune the 

embedded secret data against tempering?) and 

Payload (or what is the storage capacity of the carrier 

media?). The main concern of any embedding 

technique is to enhance all are most of these issues.  

Digital data hiding methods can be achieved either in 

a spatial domain or frequency domain. In spatial domain 

methods, the secret message is embedded into the pixels 

of the carrier contents, either by alteration or 

replacement. They achieve good imperceptibility and full 

capacity can be achieved comparatively faster than in 

frequency domain, but with poor robustness. On the 

other side, in frequency domain methods, the secret 

message is embedded into the feature of the carrier 

media after certain transformation, however, they offer 

high robustness at the price of complexity and 

processing time. An example of spatial domain is the 

Least Significant Bit (LSB) technique (Raphael and 

Sundaram, 2011) and examples of the frequency domain 

algorithms are Discrete Wavelet Transform (DWT), 

Discrete Cosine Transform (DCT) and the Discrete 

Fourier Transform (DFT), (Fridrich and Kodovsky, 

2012; Singh and Singh, 2014). 

This paper proposes an image steganography 

technique based on the LSB technique, but suggests a 

new method for embedding the secret message by 

generating a highly secure secret key constructed from 

any available digital file, while the embedding process is 

achieved with the aid of seven segment pattern 

distribution. The aims are to produce high imperceptibility 

and full capacity embedding of secret messages into 

images. A brief introduction is given in section 1, 
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followed by the related work in section 2. Then the 

suggested hiding technique is listed in section 3, its 

implementation and result discussion in section 4 and 

finally concluded in section 5. 

Related Work 

So many works have been published and developed 

in the field of image steganography, however, few of the 

most related digital image steganography algorithms for 

digital data hiding are listed in the following.  

Wu and Tsai (2003) proposed a method for hiding a 

secret message into a gray-valued cover image by 

partitioning the cover image into non-overlapping blocks 

of two consecutive pixels and calculating the difference 

value, then replacing them by a new value to embed the 

value of the secret message. This method produces a 

more imperceptible result than those obtained from 

simple least-significant-bit substitution methods.  

Chan and Chen (2004) proposed an Optimal Pixel 

Adjustment Procedure (OPAP) claiming a reduction in the 

distortion caused by the LSB substitution method. They 

introduced a process of adjustment to the pixel values 

after the secret data embedding which improve the quality 

of the stego-image without disturbing the data hidden. 

EL-Emam (2007). Reported a method of hiding large 

amount of multimedia data with high security into color 

BMP image. It is achieved using adaptive image filtering 

and adaptive image segmentation with bits replacement 

on the appropriate pixels 

Lin et al. (2009) suggested a hiding algorithm distortion 

tolerance using time domain for hiding data and gives better 

quality of a processed image, producing effective results 

than other schemes in terms of distortion tolerance.  

Three steganography tools were proposed by 

Hossain et al. (2009). They utilize neighborhood 

information for calculating the data to be embedded in a 

cover image pixel without causing a noticeable change. 

The smooth and complicated areas of the carrier image are 

utilized to embed different amounts of the secret data. 

Therefore, the psycho visual repetition concept is 

implemented, since few changes can be tolerated in smooth 

areas as compared with complicated areas. However, only 

gray scale were used as carrier images. Also Al-Husainy 

(2009) proposed an image steganography algorithm using 

mapping pixels technique to letters. 

Optimized True-Color Image Processing algorithm 
was developed by Al-Dwairi et al. (2010) based on the 
direct and inverse image alteration. They claim that the 
inversion time was reduced by three and eight times for 
images and their improvement is achieved using R’G’I 
design instead of HSI design. Another reversible data 
hiding method into gray images is proposed by Li et al. 
(2010). It adjacent pixel difference, employing the 
histogram of the pixel difference sequence to increase 
the embedding capacity. Also, around the same time, 

Bamatraf et al. (2010) reported a grayscale image for 
data embedding utilizing the third and the fourth LSBs 
for embedding and claiming more robustness 
achievement than the traditional LSB technique.  

An embedding scheme based on intensity analysis of 

pixel intensity into segmented color images is proposed 

by Ali and Khamis (2012), relying on carrier image 

histogram analysis. It is claimed to be secure and robust 

against various types of attacks. Another image 

steganography algorithm that hide secret data into the 

sharp areas of color images was developed by 

Ioannidou et al. (2012) in the same year. It was not 

suitable for images with smooth edges only. 

Image segmentation technique and adaptive neural 

networks with genetic algorithm was developed by El-

Emam and Al-Zubidy (2013). Four security levels were 

utilized to hide the secret data in this technique which 

resulted into atractive embedding capacity, however, this 

was on the price of execution speed. 

Mixing Discrete Cosine Transform with LSB in a 

hybrid system by Sruthi et al. (2014) achieved more 

robustness but at the price of processing complexity 

and long execution time. Also in this year, Gandharba 

Swain (2014) reported an imperceptible and high 

payload capacity that is based on nine-pixel 

differencing with modified LSB substitution. Propose 

variable number of bits are embedded into different 

blocks categorized into four levels (lower, lower-

middle, higher-middle and higher) based on average 

of pixel value differences in nine-pixel blocks. 

Ghosh et al. (2015) developed an Extended Hamming 

Code (EHC) using dual purpose spatial domain algorithm 

coupling steganography and cryptography. They achieved 

good imperceptibility and robustness. Also Al-Shatanawi 

and El-Emam (2015) reported an image steganography 

algorithm based on irregular and random segment sizes 

for embedding. They referred to their algorithm as 

“Modified Least Significant Bits (MLSB)”. They claim 

high imperceptible with high payload capacity reaching 

four bits per byte. 

Kumar and Dutta [(2016) reported an image 

steganography algorithm that couples information theory 

concept with LSB algorithm using maximum entropy 

concept for the embedding process. Such design resulted 

into some perceptibility and robustness improvement. 

This paper reports an image steganography algorithm 

that couples seven-segment pattern with LSB technique 

and also use the pattern for the secret key generation and 

embedding procedure of secret data into still images. 

Any multimedia file can be used as the secret key and 

the secret message data is irregularly embedded into all 

the pixels of the carrier image. The choice of the 

segment length is also used as part of the key. The 

details of the proposed steganography algorithm are 

listed in the following section.  
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Materials and Methods  

This work presents a secret-key image steganography 

technique that is using the full capacity of the carrier 

image. This is done through the use of the seven segment 

display pattern, such as that shown in Fig. 1, as a key for 

achieving a randomness in the selection of bytes for 

embedding the secret message bits. 

The secret key used in this technique consists of two 

parts that are chosen by the user: 
 
Part 1: Any multimedia file, such as text, image, audio and 

video, will be used to generate a sequence of 

hexadecimal digits from the bytes in it Fig. 2. 

Part 2: A segment length that represents the number of 

bytes contained in each of the seven segments. This 

part determines the size of the seven segment 

display pattern that is used to represent each 

hexadecimal digit in Part 1.  
 

The representation of the hexadecimal digits as a 

seven segment display pattern is used by the technique 

to create a random sequence of the carrier images 

bytes to be used for embedding the secret message 

bits in the Least Significant Bits (LSB) of them. 

In the following, the important terms used in the 

proposed technique are briefly defined first, then the 

algorithms used for embedding and extraction 

processes are described.  

 

 
 

Fig. 1: Seven-segment display pattern 

 

 
 

 
 

Fig. 2: Examples of Part 1 of the secret key 

Terminologies  

Carrier Image (CI): A 2D colored bitmap image 
that is used to hide the secret message in its pixels.  

Carrier Image Size (CIS): The total number of 
bytes that represent the pixels of the carrier image CI, 

calculated by Equation 1:  
 
CIS = Width× Height× Palette  (1) 
 
Where, Palette equals 3 for the three colors: Red, 

Green and Blue for color images and equals 1 for gray 

images. The colored images used in this work 

represent each of the three colors of the pixel as a 

byte. This means that CIS equal the total number of 

bytes that represent the image pixels. In this work, CI 

is treated as a collection of bytes. 

Segment Length (SL): A positive integer number > 1, 

represents the length of the segment (in byte) in the seven-

segment display pattern.  

Seven-Segment Display Pattern (SSDP): A 2D 

matrix of size (((SL×2)+3) × (SL+2)). Where 

((SL×2)+3) is the number of rows and (SL+2) is the 

number of columns of SSP, as shown in Fig. 3.  

Secret Key (SK): A secret key agreed upon or 

determined by the communicating users. It consists of 

the following two parts: 

 

Part 1: Any type of digital files DF (such as text, image, 

audio and video, etc.). The steganography 

technique in this work treats the file as a 

collection of bytes and each byte represents two 

hexadecimal digits 

Part 2: An integer number used as a segment length SL  

 

Secret Message (SM) 

Any type of digital files (such as text, image, audio, 

or video, etc.) that contains a collection of bytes. This 

file represents the secret information that is to be 

hidden into the LSBs of the pixels in the carrier image 

CI based on the secret key SK. 

Secret Message Size (SMS) 

The total number of bytes in SM. It should be ≤ 

(CIS/8).  

Stego Image (SI) 

The 2D colored bitmap image that represents the 

carrier image after the embedding the secret message 

SM. The size of SI is the same size as CI. 

Embedding Phase 

To embed the bytes of the secret message SM in the 

LSB of the bytes in the carrier image CI using the secret 

key SK, the following steps should be applied. 

Multimedia file 

of any type 

Hexadecimal 

representation of its bytes 
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 (a) (b) 

 

Fig. 3: Examples of Part 2 of the secret key having (a) segment length = 2 and (b) segment length = 3 

 

Step 1: Rearrangement the bytes in the secret message 

SM randomly using a predetermined algorithm. 

This operation adds additional difficulties 

against the attackers 

Step 2: Convert all the bytes in the secret message SM 

to the binary representation (where 1byte=8bits) 

and store all the bits in a one-dimensional list 

SMbits. For example, if the contents of SM is: 

125 24 210 …, then SMbits will be: 01111101 

00011000 11010010 … 

Step 3: Calculate the total number of bits TB in the 

secret message SMbits, by using equation 2 

 

 8TB = SMS ×  (2) 

 

Step 4: Read Part 1 DF of the secret key SK and create 

a list SKL of hexadecimal digits from the bytes 

of DF. The length of the list SKL is calculated 

by equation 3. 

 

( ) ( )  2Length SKL = Length DF ×  (3) 

 

Each byte in DF is split into a pair of hexadecimal 

digits and then store the digits in SKL. This pair 

represents the Most Significant Digit (MSD) and the 

Least Significant Digit (LSD) respectively, hence they 

are extracted using Equations 4 and 5: 

 

16
i

MSD DF div=  (4) 

 

mod16
i

LSD DF=  (5) 

 

Where, DFi is the i
th

 byte in DF. For example, if DFi = 

5A, then MSD = 5 and LSD = A. The SKL for the key 

file of Fig. 2 will be: 

 
 5 A 0 B 1  0 4 6 A 2 8 9 9 4 F 3 0 1 … 

 
 

Fig. 4: Flow diagram of the embedding algorithm process 

 

Step 5: Read Part 2 SL of the secret key SK, create a table 

to represent the Number of Segments Used (NSU) 

and the total Number of Bytes Used (NBU) for 

each hexadecimal digit when it is represented as 

seven-segment display pattern based on the 

segment length SL, as shown in Table I.  

 

The actual number of bytes used in each hexadecimal 

digit is calculated using Equation 6: 
 
NBU NSU SL= ×  (6) 
  
Step 6: The bits of the secret message SMbits are 

embedded in the Least Significant Bit (LSB) of 

the bytes of CI using the following operations: 
 
• If there are more bits in SMbits, read a set of bytes 

from CI that are enough to fill the cells of the 
desired segments (A, B, C, D, F and G) and fill the 
cells (column by column) in the seven-segment 
display pattern SSDP based on the hexadecimal 
digits in SKL 

• Scan the seven-segment display pattern SSDP (row 
by row) and embed the required bits of SMbits in 
the LSB of the bytes in the cells of the segments 
within SSDP according to the sequence of each 
cell visited (Fig. 4) 
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Table 1: NSU and NBU values of the hexadecimal digits when they represent as a seven-segment (for SL = 4) 

Hexadecimal 

Digit 0 1 2 3 4 5 6 7 8 9 A B C D E F 

 NSU 6 2 5 5 4 5 6 3 7 6 6 7 4 6 5 4 

 NBU 24 8 20 20 16 20 26 12 28 24 24 28 16 24 20 16 

 

       
 (a) (b) 

 

Fig. 5: (a) The values of bytes in SSDP after embedding some bits of SMbits (b) An example of embedding process (SL = 2) 

 

     
 (a) (b) 

 

 

  (c) 

 
Fig. 6: Samples of carrier images used in the experiments (a) Edifice 236×157×3 (b) Fishes 256×192×3, (c) Ship 256×161×3  
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Fig. 7:  Byte sequence representation of hexadecimal digits 

 
Table 2: Sample results for PSNR values and embedding processing time for the proposed algorithm 

Image Name Type of DF SL PSNR (dB) Embedding Time (sec) 

Edifice Text 20 51.17 0.16 

Fish Image 100 51.18 0.21 

Ship Audio 8 51.14 0.19 

 
Table 3: PSNR values and embedding processing time for the traditional LSB algorithm 

Image Name PSNR (dB) Embedding Time (sec) 

Edifice 51.13 0.13 

Fish 51.15 0.15 

Ship 51.43                                                            0.14 

 
To embed one Bit of SMbits in the LSB of a Byte in 

SSDP, one of the following four cases may occur: 

 

• If the Bit = 0 AND the ByteCurrent is even, then ByteNew 

= ByteCurrent 

• If the Bit = 0 AND the ByteCurrent is odd, then ByteNew = 

ByteCurrent - 1 

• If the Bit = 1 AND the ByteCurrent is even, then ByteNew = 

ByteCurrent +1 

• If the Bit = 1 AND the ByteCurrent is odd, then ByteNew 

= ByteCurrent 

 

Figure 5 shows an example (in numbers) of the 

embedding process that is performed in this step. 

 

Step 7: After step 6 in the embedding phase, the resulted 

carrier image represents the stego-image SI: 

 

SKL: 5 A 0 B …… 

SMbits: 10110101110111001011000110001001111 … 

SSDP of SKL that contains bytes of CI before the 

embedding process 

 

Extraction Phase 

To extract the secret message bits SMbits from the bytes 

of pixels in the stego-image SI, using the secret key SK, the 

following steps are applied 

Step 1: Perform the same processes that were done in 

step 4 and step 5 of the embedding phase.  

Step 2: The secret message bits SMbits that are hidden 

in the LSB of the bytes of pixels based on the 

seven-segment display pattern of the 

hexadecimal digits in the SKL are extracted 

using the following operations: 

 

• If there are more bytes in the SI, read a set of 

bytes from SI that are enough to fill the cells of 

the desired segments (A, B, C, D, F and G) 

sequentially in the seven-segment display pattern 

SSDP based on the hexadecimal digits in SKL  

• Scan the seven-segment display pattern SSDP 
(row by row) and extract the bits in the LSB of the 
bytes in the cells of the segments within SSDP 
according to the sequence of each cell visited (Fig. 
5). Any Bit from the LSB of a Byte in SSDP is 

extracted depending on one of the following: 
 

• If the Byte is even, then the Bit = 0 

• If the Byte is odd, then the Bit = 1 
 

Step 3: Rearrange the SMbits of the secret message as a 

one-dimensional array of bytes by converting each 

8-bits to its corresponding byte, SM. For example, 

if Mbits 01111101 00011000 11010010 …, then 

the corresponding M will be 125 24 210 …. 
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Fig. 8: A Numerical example of the random sequence of bytes based on the seven-segment display pattern used (a) The sequence of 

the bytes (SL = 2): b5 b7 b1 b9 b2 b10 b6 b8 b3 b11 b4 b12 (b) The sequence of the bytes (SL = 4): b9 b11 b13 b15 b1 b17 b2 b18 b3 

b19 b4 b20 b10 b12 b14 b16 b5 b21 b6 b22 b7 b23 b8 b24    
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Fig. 9: The effect of using different values of SL on the random sequence of bytes when it’s applied on "Ship" image 

 

Step 4: Rearrange the bytes of the secret message SM to 

obtain the original sequence based on the 

adopted algorithm.  

Results and Discussion  

For the performance evaluation of the proposed 

algorithm, hundreds of images in various sizes, 

quality, scenes’ and color combination contents has 

been experimented with for secret data hiding using. 

This section summarizes and discusses the obtained 

results. Three images with different features are 

selected here as samples to illustrate the performance 

of the technique. They are an edifice (236×157) 

pixels, fishes (256×192) pixels and a ship (256×161) 

pixels, as shown in Fig. 6. 

A set of measurements have been used in the 

experiments to evaluate the performance of the proposed 

technique and compare it with the traditional LSB 

technique. Table 2 summarizes some sample results. It 

lists the computed Peak Signal to Noise Ratio (PSNR) 

and the embedding process time for the some selected 

carrier image samples. These implementations were done 

for different types of Data File (DF) and Segment 

Length (SL). Equations 7 and 8 are used to calculate the 

PSNR values in the experiments (Al-Husainy, 2012; 

2016). It should be mentioned here that the recorded 

values of the embedding execution time are approximate 

times determined by the program based on the internal 

processes in the used PC. 
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( ) 1

0
( ) ( )

100

Width Height Palette

k
I k S k

NMAE
width Height Palette

× × −

=
−

= ×
× ×

∑  (7) 

 

Where, I and S are the carrier image and stego-images, 

respectively:  

 
2

1010.log IMAX
PSNR

NMAE

 
=  

 
  (8) 

 

Where, MAX represent the maximum decimal value of 

stego-image intensity. 

To compare the results of the proposed technique 

listed in Table 2, with the traditional LSB image 

steganography technique, the traditional LSB technique 

has been applied to the same images (using the same PC) 

and the results are summarized in Table 3.  

Moreover, to clarify the effect of using the seven-

segment display patterns in order to achieve the random 

use of the pixel bytes in the carrier image for embedding 

the secret message bits, consider the following example. 

If the list SKL for the hexadecimal digits 

representation shown in Fig. 5 (i.e., 5A 0) is 

expressed as a seven-sequence display pattern as 

illustrated in Fig. 7, then the original sequence of the 

bytes in the CI can be written as: 

 

b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15 b16 b17 

b18 b19 b20 b21 b22 b23 b24 b25 b26 b27 b28 b29 b30 b31 b32 

b33 b34 …… 

 

Moreover, in the proposed technique, different 

segment length in the seven-segment display pattern can 

be used to embed the secret message bits in the bytes of 

the image. Figure 8 shows the effect of using a different 

segment length on the random order of the bytes used in 

the embedding process. 

Then, the byte sequence of CI that is used in the 

embedding process is:  

 

b3 b6 b1 b2 b4 b7 b9 b10 b5 b8 b15 b17 b11 b19 b12 b20 b16 

b18 b13 b21 b14 b22 b27 b29 b23 b31 b24 b32 b25 b33 b26 b34 

b28 b30 …… 

 

It is clear, in Fig. 8, that the selected value of SL 

makes a major effect on the generation of the random 

sequence of bytes used to embed the secret message bits 

SMbits. In addition to the SL effect, the nature of the byte 

values contained in the secret key and their 

representation as hexadecimal digits adds more 

randomness in the sequence of bytes used. 

After analyzing the performance of the proposed 

steganography technique, some important points can be 

drawn in the following: 

1. The technique achieved a random selection of the 

bytes of pixels in the carrier images used to hide the 

secret message bits. This is satisfied through the 

implementation of randomness in three stages: 

a) Random rearrangement of the bytes sequence of 

the secret message SM before the embedding 

process 

b) The use of random patterns in the seven-

segment display depending on the hexadecimal 

digits in DF of the secret key SK 

c) The use of different segment length SL of the 

seven-segment display pattern 

2. Most of the existing random steganography 

techniques do not use the full capacity of the carrier 

image, while the proposed technique uses the full 

capacity of the carrier image 

3. The distortion level occurs in the stego-image is 

acceptable, as compared with the traditional LSB 

technique 

4. The time needed for the embedding process 

execution is practically acceptable as compared with 

the traditional LSB technique 

5. The proposed technique uses composite secret key 

SK that is involving two parts DF and SL. This 

provides a high level of security to the hidden secret 

message against attackers 

Limitation and Future Works 

Although the proposed steganography algorithm 

achieved acceptable results in PSNR compared with the 

traditional LSB algorithm and certainly improves the 

protection level for the hidden message in the stego-

image, it can be note that the time required to complete 

the embedding process has been increased when the 

segment length SL increased in the algorithm. This may 

slows the algorithm somehow, however, there is a good 

opportunity to use the proposed algorithm in many 

information security applications especially when the 

time doesn't play the major factor in these fields . 

The future trend for the authors is to implement the 

algorithm in other multimedia files such as video and 

audio. Also, a more selective strategy might be 

implemented to decrease the distortion in the stego-image 

and achieve high protection for the hidden message.  

Conclusion 

The proposed steganography technique has proven its 

ability for implementing any multimedia file to be used 

as the origin for the secret key generation for the 

steganography system used for embedding secret 

messages into color carrier images. The key generation 

implemented the seven-segment patterns representation 

of the hexadecimal codes of the multimedia file.  
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The random selection of pixels leads to the addition 

of huge difficulties against attackers and provides 

genuine protection for the hidden information. This 

technique introduces the flexibility of changing the 

segment lengths, adding extra difficulty of breaking the 

secret key. Moreover, it was noticed that as the segment 

size increases, the PSNR value improves.  
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