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ABSTRACT

With the rapid growth of web 2.0 technologies, faggbecome much more important today to facilitate
personal organization and also provide a posgitfiit users to search information or discover nkings
with Collaborative Tagging Systems. However, theistic and user-centered design of this kind of
systems cause the task of finding personally istarg users is becoming quite out of reach forciliamon
user. Collaborative Filtering (CF) seems to berttast popular technique in recommender systemsab de
with information overload issue but CF suffers fraoturacy limitation. This is because CF alwaystse
tack by malicious users that will make it suffandfinding the truly interesting users. With thisoplem in
mind, this study proposes a hybrid User Trust nettisoenhance CF in order to increase accuracy &f us
recommendation in social tagging system. This netib@ combination of developing trust network lohse
on user interest similarity and trust network freatial network analysis. The user interest sintifds de-
rived from personalized user tagging informatioheThybrid User Trust method is able to find the tmos
trusted users and selected as neighbours to gene@mmendations. Experimental results show ttet t
hybrid method outperforms the traditional CF altfori. In addition, it indicated that the hybrid madh
give more accurate recommendation than the exi§tfhtpased on user trust.

Keywords. User Trust, Tag, Collaborative Filtering

1. INTRODUCTION with similar interest within a social tagging systeéhat

have hundreds of thousands of user with usersnmgakp

Collaborative Tagging Systems (Begelman al.,
2006; Gemmelkt al., 2009a; 2009b; Hothet al., 2006;
Shepitsenet al., 2008) allow users to label digital

tens of thousands of bookmarks.
CF algorithm seems to be the most popular techriique
recommender systems (Konstiral., 1997; Resnickt al.,

resources using free-form of keywords (tags). The1994; Sarwaet al., 2000; Tso-Suttegt al., 2008) to deal

simplistic and the user-centered design of thisd kaf
systems have encouraged many Web users to antietate
data using tags (Begelma al., 2006; Gemmelkt al.,
2009a; 2009b; Hothet al., 2006; Shepitseet al., 2008).

with information overload issue. However, tradiabrCF
algorithm focuses only on similar users’ opinionkick
express in ratings and do not consider the actraknt of
the items, which affected the quality of the

Collaborative Tagging Systems allow users to explor recommendation. To improve recommendation quality,
other users’ bookmarks via the keywords and tragkin metadata such as content information in items agsi have
users who bookmarked pages that you consideretheen typically used as additional knowledge.

interesting (Begelmaret al., 2006; Gemmellet al.,
2009a; 2009b; Hothet al., 2006; Shepitseet al., 2008).
Nonetheless, users will find it hard to search otisers

In the past few years, the dramatic expanding o We
2.0 Web sites and applications poses new challefoges
traditional CF recommender systems. Traditional CF
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recommender systems only generate recommendations Offline phase
based on similar users’ opinions and ignore usast tr
relationships among users (Golbeck, 2006; Liu apd, L
2010; Yuboet al., 2010). In daily life, when people seek
advice from peers, they consider their past interac
history to locate the right peer, or if advicedseived, they "
utilize these past interactions to judge the adquality
(Bhuiyanet al., 2010; Golbeck, 2006; Liu and Lee, 2010; Data cleaning
Tyler and Zhang, 2008; Yubsi al., 2010). Furthermore,
users would prefer to receive recommendations from e ‘L ,,,,,,,,,
people that they trust. ¢ ¢
Recently, based on the intuition that users’ trust i
relations can be employed to enhance traditional CF
recommender systems, a few trust_ recommend.atlon Computation trust Computation
methods have been proposed (Bhuiyanal., 2010; based on tag-based trust based on
Golbeck, 2006; Liu and Lee, 2010; Tyler and Zhang, Similarity Trust Tidal Trust
2008; Yuboet al., 2010). These methods utilize the inferred approach (ST) (ST) analysis
implicit or observed explicit trust information toirther
improve the traditional CF recommender systems.
However, CF recommender systems are vulnerable to
attack by malicious users. The attacker creatingser i
profile that mirrors the ratings that some targstruhas y
made. The system will then employ the attacker&ryv i Hvbrid user trust
similar) profile when making recommendations foe th i combination
target user and as a result every additional itesh the f
attacker rates highly will be recommended to thget
user. The malicious users affect the trustwortlines

Data collection

{ Find similar neighbours

CF recommendation that cause the level of existing v

recommendation accuracy to date is still at unisetisry

level among the users. List of neighbours
In this study, we propose a hybrid User Trust meétho

for user recommendation to allow users to easiig fi v

other users with similar interest in social taggaygtem. .

This method is a combination of developing trust Recommendation

network based on user interest similarity and trust

network from social network analysis. The userriegé Online phase

similarity is derived from personalized user taggin
information. The hybrid User Trust method is alde t Fig. 1. User recommendation based on hybrid user trust
find the most trusted users and selected them as

neighbours to generate recommendations. Based onFig. 1, the model can be partitioned into
two main phases: Offline phase and online phase. De
2. MATERIALSAND METHODS spite the separation of process in the model, time

phase is strongly affected by the offline phase.

2.1. Offline Phase of Hybrid User Trust for User
Recommendation

The aim of our approach is to provide a hybrid User
Trust method for user recommendation, which enable
users to easily find other users with similar iastrwith-

in a particular social tagging system. The overvieiw There are three main modules consisted in thisgphas
user recommendation based on hybrid User Trustwhich are data collection, data cleaning and figdin
method is illustrated ifig. 1. similar neighbours.
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2.2. Data Collection

In the first module, data are collected in the faym
about users’ tags and their social network relatiqrs
from a social tagging Web site called Del.icio.Uibis

dataset comes from the first and the most popular

collaborative tagging system that has been in excst
since the end of 2003. The system allows userado t
bookmark (URLS) with personal keywords. It alsopisel
to collect more input data for the purpose of user
profiling and personalization (Noll and Meinel, 200

information and online  behavior reduce
trustworthiness attack by malicious users.

The first method is by using users’ interest sintija
derived from user’'s personalized tagging informatio
order to form the trust network among the users
irrespective of their personal relationship. Taggiis
very useful for users to figure out other usershwit
similar interests within a given category. Userghwi
similar interests might post similar tags and samil
resources might have similar tags posted to thems T
method is based on tag-based Similarity Trust (ST)

to

In addition, users may add other users who Sharemethod as proposed by Bhuiya al. (2010). The

similar interest to their personal network. Userg a
informed with the latest interesting resources ddbg
people from his or her network. Users are alsorméml
with the list of users who have added him or héo in
their personal network including a list of fans.

In specific, the dataset del.icio.us
(http://www.delicious.com/) contains users’ tagging
activities, network information and fan informatiorhe
dataset is provided by Chinese University of Horang
and is used in Zhoet al. (2010) research.

2.3. Data Cleaning

In the original Del.icio.us dataset, not all theries

are valid for user recommendation. Therefore, data

cleaning is used to eliminate the irrelevant eatfi@m
the dataset, which includes: time, hashcode anglpeo
for how many users have bookmarked this URL.

2.4. Find Similar Neighbours

The user-based collaborative filtering approaca is
traditional method that consists of two steps. he t
first step, this approach finds the similar neighitso
based on the overlap of previous ratings data and i
the second step, it computes the top-N users fgeta
user (Bennett and Lanning, 2007; Konstah al.,
1997; Lindenet al.,, 2003; Resnicket al., 1994;
Sarwaret al., 2000).

As for the first part of this experiment, which is
finding the neighbours, we propose to use trusams
alternative method in the absence of explicit mtiata
to find the neighbours and replace the first stép o

second method is by using user's network to infer t
trust network based on Tidal Trust (TT) proposed by
Golbeck (2006). We used TT because it is simpleiand
low complexity allows high scalability in applicati.
Finally, we sum up the values from both trust nekso
from the two separate models to find the neighbamcd

to make automated recommendations.

2.5. Tag-Based Similarity Trust Approach (ST)

In this research, we use ST (Bhuiyaral., 2010) to
automatically construct the trustworthiness amosgrsi
based on users’ online information and online bighav
We define some concepts used in this researcHlaws$o

Users (U)

U = {upW,,....ys} contains all users in an online
community who are using tags to label and organize
items.

Items (i.e., Products, Resour ces)

P = {pup.....pe} contains everything that is being
tagged by users in U. Items could be any type dihen
information resources or products in an online
community such as Web pages, videos, music tracks,

photos, academic papers, documents or books.
Tags

T{t1t,....4r} contains all tags used by users in U. A tag
is an arbitrary word that users use to label decbitems.
Nonetheless, the representation of tags is oftergus

traditional CF method where it finds the neighbours free-style vocabulary that users use to annotagir th
based on over-lapped or common previous ratings. dat items. The freedom afforded by the users comes at a
It is because we believe the trustworthiness betwee COst, which is uncontrolled vocabulary that resirtsag
users is useful for making recommendation. However,ambiguity (Bhuiyaret al., 2010; Gemmelét al., 2009a;

the trust information is not always available anatre ~ 2009b; Hotho et al., 2006; Jaschkeet al., 2007).
available, it may change over time. In this researee Moreover, the tags are usually short and containinlyg
propose two different methods to construct the one or two words, which make it even harder toytget
trustworthiness between users based on users’ eonlinthe semantic meaning of the tags (Bhuighal., 2010).
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To solve this problem, we apply the approach as p(ui |q):z Q( u W) /1w (2)
proposed by Bhuiyaet al. (2010) to extract the semantic KOW
meaning of a tag based on the title of the itemthat _ . ,
tag. For each item, Bhuiyaet al. (2010) assume that Where, W ={w,...,w} is the set of all keywords in Var
there is a set of keywords or topics that desctiee ~ Wi- Finally, conditional probability p{ju) is used to
content of the item. This assumption is often tme Measure the trust from userta user u Given y the
reality. For most items, normally when there isitiem, ~ gher the probability of p(jw), the higher trust that user
there will be a title along the item. From the it&tie, by U has to y since userithas similar interest as. u
using the tf-idf weighing scheme, we can generateta 26, Tidal Trust (TT)
of keywords in order to represent the content efithm. )
After the keyword extraction process, trust values TT method is used to compute how much one user
among users are computed using conditional prababil ~ should trust another unknown user based on thes jiai
Given user (DU, let T, = {t,,,....4} 0T be a set of tags  connect them in the social network as well as thet t
that are used by;.UFor each tag;ET;, by using ti-idf values along those paths. The trust is then acateslbver

weighing scheme, from the title of the items;invie can neighbours of varying distance to create a ranksd |
generate a set of frequent keywords denoted aapproach. The top ranked recommended users are then

. ) Spresented to the user (Golbeck, 2006).
Wiw s, ... g} to represent the semantic meaning of the We employ TT approach to compute trust network as
tag. The weight of the keywords, denﬂ?ted 35 the second source of trust value in our proposettiade
<fy,....f> where { is the frequency of the"kkeyword,

. The social tagging system does not collect explating
measures the strength of each keyword in fadot  apoyt trust among the user. For example, userstlie

represent the meaning of the tag. Also, the vegf@an  yRL bookmark by user j, user s adds user j intéhiis
be used to calculate the similarity of two tagseirms of ~ network. Therefore, we assume that the trust védue
their semantic meaningu, 40U and let T= {tiy,....ti}, user s trust user j is 1. The trust value can bepced
T, = {tjr,....4} 0T be the set of tags that are used by userby Equation (3):

u; and yrespectively.

Corresponding to Tand T, Wi{wi,...,w,} and 2 Ty
Wi{wjs,..., W} are the collection of keyword sets for the T _ dlgzmax ©)
tags in T and T respectively and ¥Wi,...,uim} and > Ty

Vi{Vj1,....ym} are the corresponding vectors of weighted IFadi(jTgjzmax

keyword. For example, jwis the set of keywords derived
from the items title in tag;tand v, is the weight of the
keywords in w. Let sim (y, Vi) be the similarity between

Vip and g, if sim (v, Vo) is larger than a pre-specified 4ins that connect user s to user i in the soeiatark
threshold, the twqytand f, are considered similar. along adjacent neighbours. j indicates the totgcaht

The objective of this method is to build the neighpours. It represents a few paths from useruser
conditional probability of p(u) estimating the j max is the trust threshold which can be esthbtisby
likelihood that user us similar to user;un terms of user  taking the maximum of the trust paths leading ®gtmk
u; 's information interests. The Equation (1) isdefito  or user i. This means that each user in the process
calculate how similar user; is interested in keyword k computes its trust in another user as a weightednme

The source’s inferred trust rating for the sink)(iE a
weighted average of the source’s neighbours’ ratioig
the sink. s is a source and i is a sink. adj reprssall the

given that user;is interested in the keyword k: and only takes into account information from ustest
) he has rated at least as high as max.
ni' . . .
p(u ly)=—L 1) 2.7. Hybrid User Trust Combination
i

n
The proposed hybrid User Trust method integrates
where, nf denotes the number of tags in Wat contain  two different methods to compute the trust netwdike

K : first method is using users’ interest similaritprr the
keyword v and nj denotes the number of tags in Wat ST proposed by Bhuiyamt al. (2010). The second

contain keyword wwhich are similar to some tags iz W method is inferring the trust network from sociatwork
that contain keyword pas well After every keyword has  based on TT as proposed by Golbeck (2006). Having
been calculated, the average of the probabilitufy) is both trust values, we then sum up the trust netwallie
used to estimate the probability {§) as in Equation (2): of these two models to find most trusted users as
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neighbours in order to make automated
recommendations. However, computation of trust
network by ST or TT maybe zero, which means there i
no trust exists between the users. Therefore, dieroto

neighbours have been discovered, the set of uskos w
are followed by most trusted neighbours will be
identified by group as well as by their frequentiging

this set of users that are followed by most trusted

preserve more quality neighbours and to avoid overneighbours, the N most frequent of the users is

fitting errors, the method of combination by sumgiup
is applied. In this way, when division, multiplicat or
subtraction is applied,
underestimated when ST or TT trust value is zete T
algorithm of user recommendation based on hybrierUs
Trust method algorithm is shown below.

Input:
j, @ query user.
k, number of neighbours to consider.
n, number of users to recommend.
Output: Q, a set of recommended users.
/[Computation trust value.
for each i € U do//U, list of users
Trustl [i] =p (i|j) //computing the trust based on
T

end for
for each i € U do//U, list of users
Trust2 [i] =T; //computing the trust based on
TT
end for
/ICombination trust value.
for each i € U do//U, list of users
Trust[i] = Trustl [i] + Trust2 [i]
end for
/[Form the neighbourhood.
foreachi € U do // U, list of users
if Trust[i] > O // If trust > O, user i is the nesst
neighbours to user j.
K /I K represent all the nearest neighbours to
user j. K <=k, number of neighbours to consider
end if
end for
//IRecommendation.
for each i € K do
for each u that i add u as network do
w, + = Trust[i] /k//w, represent all the recommended
user
end for
end for
Sort users by wu;
Let Q be the top n recommended users from wu;
return Q;

2.8. Online Phase of Hybrid User Trust for User
Recommendation

We ignore users that have no trust value for thgeta
user to form the neighbourhoods. Once the mostemlus

////A Science Publications
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recommended to the target user.

3. RESULTSAND DISCUSSION

In order to evaluate the performance of the hybrid
User Trust method, two main experiments have been
conducted. The resulting tdg user recommendation is
used to find the most trusted neighbouring usetkinva
social tagging system. From these neighbours, aofset
recommended user is constructed. The hybrid UsastTr
(UserTrust) method is compared with the previouthous;
the user-based collaborative filtering with Pearson
Correlation Coefficient (PCC) (Resniekal., 1994), Tidal
Trust (TT) (Golbeck, 2006), UserRec (Zhetwal., 2010),
tag-based Similarity Trust approach (ST) (Bhuighal.,
2010) and incorporation of social network inforroatin
CF (PCC-SN) (Liu and Lee, 2010).

3.1. Data Set

The Del.icio.us dataset (http://www.delicious.com/)
contains users’ tagging activities, network infotima
and fan information. The dataset consists of faibtes,
which are user, network, fan and tagging. The data
collection lasted for one month back in the yea2@d9
by the Chinese University of Hong Kong. The same
dataset has also been used in Z&al. (2010).

In order to understand some key characteristicaiof
dataset, we considdfig. 2 shows distribution of the
number of users in a user’s network based on Pbhauer
distribution. Figure 3 shows the distribution of the
number of fans of a user. Surprisingly, this dsition
also follows Power Law distribution. We observettha
the majority of users are condensed in a smaltitmaof
the user network or fan due to no effective way tfer
user to discover other users with common interest.

Figure 4 demonstrates the relationship between a
user’'s number of bookmarks and his or her number of
fans, where there is a positive relationship. Téason
why this happens is similar to why the Web portals
become very popular and have plenty of visits edeay.
There-fore, we use users’ interest similarity basedhe
tag information to develop trust network in the e
of explicit rating data to find most trusted neighbs
and replace the user-based Collaborative Filte¢ig)
approach where it finds the neighbours based
overlapped or common previous ratings data.

on
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In analyzing the relationship between the userrecommendation. The users in the test set haveebatw
bookmarks, we only selected users with at leaskipack 3 to 10 users in their network.
five URLs and the L_JRLs are lalso used by at leasthan 3.2 Evalution Metrics
three users. This is to avoid sparse data and nyemor

constraints. Besides, the selected users shoudhalge The recall and precision metrics are used to etalua
added at least three other users in their network. the performance of recommendation. The top-N users

. : ecommended to the users. For comparison purpages,
_The final dataset consisted of 2,375 users, 139,70fWiII use recommended users N = 3, 5. 10, 15, 2CargD
unique ta_gs_ and 1,190,762 URLS‘ We d_'v'ded theseta 50. Besides, we also use neighbourhood of size30,=
into a training set and a testing set using 80/@@&egnt 100, 150, 200, 250 and 300. Recall and precisiorafo

test ratio. The training set was used to buildi@del  yser list as recommended to usgisicomputed based on
while the test set was used to generate and eealuatthe Equation (4) and (5):
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Recalllei nP | @) recommendation quality for hybrid User Trust, PCC,
IT | ST and PCC-SN techniques. The UserRec is a tadrgrap
based community detection method to model the siser’
TP | personal interests, which are further represenjediderete
Precision= — 5 ' (5) topic distributions. The similarity values betweaser’s

topic distributions are measured by Kullback Laible
divergence (KL-divergence) and the similarity valuee
further used to perform interest-based  user
recommendation. Therefore, the recommendation acgur
for UserRec is not influenced by the neighbourheize.

We did not dominate the neighbourhood size in these

Since recall and precision are inversely correlaad experiments. It is because to find out the uniglen

are dependent on the size of the recommended isser | normalization was performed so that users tha_t have
they must be considered together to completelyuawal ~ POokmarked many URLSs or added a lot user in netwdrk
the performance of a recommender system. To combind'°t dominate the aggregate neighbourhoods.

them, F1 measure is used during the evaluationghwhi W€ executed the experiment using the training data
can be computed using Equation (6): and used the test set to compute recall, preciaiah

F1 measure. The results are shown Rig. 5-7
o respectively.
2x Recalx Precisior . .
F1 measure Recallt Precis (6) Based orFig. 5-7, it can be observed that among the
eca recision three evaluation metrics, the proposed hybrid Usast

Firaly, the proposec ybria User Tust et wil TS0 SOV e best el amon sl e st
'?('T' nggggg as‘-:]_?'gsnt dpéeégysquitZ?gZ} \Qgh'gca?l:ztep(;’tssocial network information in CF for finding the

. i neighbours can reduce trustworthiness attack by
quality. The recall, precision and F1 measure patars  ajicious users into the recommender system. Treeth

are used as the evaluation metric for the expefiean  ethods UserRec, TT and hybrid User Trust performed
Del.icio.us dataset. closely but hybrid User Trust is slightly betteaththese
3.3. Experimental Results three because UserRec only uses tags to calculate
similarity of users and TT constructs the trusthimess
The size of the neighbourhood has significant imhpac by social network. Therefore, UserRec and TT face
on the recommendation quality (Deshpande and Ksrypi attack by malicious users’ problem. Among all, the
2004; Karypis, 2001; Liu and Lee, 2010; Sarwanml., proposed hybrid User Trust performed better than th
2000) for hybrid User Trust, PCC, TT, ST and PCC-SN PCC, PCC-SN and ST methods. PCC-SN performed
Therefore, the first experiment does not domindte t significantly better than PCC and ST methods. Tiis
neighbourhood size. It is because to find out tiielength ~ due to incorporating social network informationG# to
normalization was performed so that users that haveind the neighbours which source from people whom
bookmarked many URLs or added a lot user in netwdtk ~ know or trust. Therefore, we know that the social
not dominate the aggregate neighbourhoods. Thendeco Network information is better than tags to condtthe
experiment is domination of the neighbourhood size trustworthiness. ST performed significantly bettean

where, Tis the set of all users followed by useand P

is the set of all recommended users generated &y th
recommender system. Based on the recall and precisi
it can be observed that the values of recall aedigpion

are sensitive to the size of the recommended uistrs

determine the effect of neighbourhood size. PCC method because it reduces the semantic meaning
problem for the tags and solves the disadvantadrOal
3.4. Experimentswithout Neighbourhood Size which overemphasizes the similarities of user’ apis.

. . . _ The PCC, TT, PCC-SN, ST and hybrid User Trust also
m the first experiment, we implemented six methods ,qe the same recommendations methods with ditferen

hybrid User Trust, PCC, TT, UserRec, ST and PCC-SNyaans in finding the neighbours.

to recommend top-N users to each of users in Steste FromFig. 5 and 6 the recommendation performances

using different values for N = 3, 5, 10, 15, 20,&@ 50.  jmprove when the methods recommends top-3 to top-10

The hybrid User Trust, PCC, TT, ST and PCC-SN ysers to each of users in the test set. After tipel6

methods are used to compute the neighbourhoodh&nd t value, the increase rate of top-N diminishes aedctirve

most-frequent item algorithm to generate predictibime tends to be flat for hybrid User Trust due to ofiing

size of the neighbourhood has significant impacttm  errors caused by not dominating neighbourhood size.
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In general, the quality may increase as we increasehybridizing recommenders will be explored. Two, ave
the number of neighbours. However, after a certainalso interested in incorporating methods in natural
point, the improvement gains diminishment and the language processing and semantic analysis for
quality becomes worse due to over—fitting errors. Overcoming the pr0b|ems of tag ambiguity, in efftot
Therefore, we select 10 as the optimal number piNo  improve the quality of the recommendation. Finaibg
recommendat!on. We are able to observe vast difte®  \,5ul1d like to study the impact of hybrid User Trugien
between hybrid User Trust, PCC, TT, UserRec, ST andjegjing with application domains other than theiadoc
PCC-SN methods. tagging systems, for example in movies, CDs, fashio
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