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Abstract: Problem statement: The main challenge in the design of a securitytesysfor high
security mobile ad OC network is how to prevent #iéacks against data modification and
authenticationApproach: In this novel proposed system the messages comatedibetween the
users are encrypted by the cancellable cryptogcapdy generated from fingerprint features of the
receiver by applying genetic operators and are eaee inside the scrambled face biometrics of the
sender using steganography methRdsults: The receiver first unscrambles the facial imagéhef
sender and separates the facial image and thepmadrgata. Then he verifies the sender by using an
Eigen face recognition algorithm and if he is awea sender he decrypts the cipher text with the
key generated using the receiver’s fingerprint k@tne. Conclusion/Recommendations. By this
way, the receiver ensures the genuineness of tites@nd data confidentiality. Revocability is also
guaranteed since we apply genetic operator to maimo the cryptographic key whenever it is
necessary. By simulation results, we also show that proposed method is more efficient
mechanism for authentication and security.

Key words: MANET, data security, authentication, multimodabtmietrics, steganography, genetic
algorithm

INTRODUCTION the attacks on MANETSs. Even though these traditiona
approaches play an important role, these are not
Message security plays a crucial role in datasufficient for more sensitive applications and also
transmission in high security applications such asMANETSs (Trivediet al., 2009) cannot support complex
military, healthcare, intelligent building systeniBhe = computations or high communication overhead due to
main challenge in designing a security system fotthe limited memory, computation power and low
MANET is how to prevent the attacks against datzhsu battery life of mobile nodes. So, in such a mission
as unauthorized data alteration, impersonationgritical scenario, we need to design a securityesys
interception, fabrication, (Stallings, 2010). Thesb which combines biometrics, cryptography,
way to protect the information in a most fine-grianu  authentication and steganography to overcome the
way is by providing security using cryptography. limitations of traditional security solutions.
Verifying whether the sender is genuine or notlsa Biometrics (Jairet al., 2008) refers to the methods
equally important in a high security environmentisu for uniquely recognizing human based upon one or
as military scenario (Trivedét al., 2009) where the more intrinsic physical or behavioral traits. As
most strategic, deliberate and tactical informatisn biometrics can't be borrowed, stolen, or forgotemwl
communicated. forging is practically impossible, it has been prasd
So, in this study, we present a novel security @hod as a natural identity tool that offers greater siggand
which provides security and authentication usingconvenience than traditional methods of personal
multimodal biometrics coupled with steganography.  recognition such as using passwords. The best
biometric that can easily be deployable is a fipget
Cancellable multimodal biometrics: Mission-critical  recognition (Maltoni, 2003) and face recognitioni (L
applications may have higher requirements regardingnd Jain, 2005) since these biometric have been
information security and user verification. Numesou successfully deployed in many civilian identificati
countermeasures such as strong authenticatiofior years. Even though biometric has advantagedsat
encrypting and decrypting the messages usingaises many security and privacy concerns like:
traditional cryptographic algorithms are used tokka  biometric is authentic but not secret, biometriaruat
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be revoked or cancelled, if a biometric is lostaritis  for the concealment of information it can be used t
compromised forever and cross-matching can be usearotect both messages and communicating parties
to track individuals without their consent. To ca@me  whereas cryptography protects only the contenta of
these disadvantages, instead of using a singlediiamn message. Here, for embedding the secret key in an
multimodalbiometrics (Rosst al., 2006) which may image, the least-significant bit insertion method
have the combinations of different biometric like (Chandramouli and Memon, 2001) is used. This is
fingerprint, face, teeth, iris, handwriting ande®i(Kim  the simplest approach for hiding data within an
and Hong, 2008; Humnet al., 2009; Anandet al., image file where the binary representation of the
2010) or biometrics combined with challenge-respons hidden data is overwritten on to the LSB of eacteby
method like password (Cheat al., 2012) can be used within the cover image.

for the security system.

__As multimodal  biometric  consolidates  the Related work: A few research works that have been
information from multiple biometric sources, the gone for information security in MANETS, the variou
effective fusion of information obtained is  a 5y5r0aches of biometric security and multimodal
challenging task (Komninost al., 2007) and so a biometrics are briefly presented here.
multilevel  security system is proposed for Xiao (2004) introduced a new strategy for
confidentiality and authentication using cancelabl , ihentication of mobile users. Each group has a
multimodal biometric. Cancellable means the Originacryptographic key which is used for communication
biometrics is not used as such; instead, a camtella \yithin the group. Each user of the group has ailerof
form of it is used. That is a set of features asteagted  \hich contains all the information on the 1D holgler
from the fingerprint biometrics and then genetic ang the group leader maintains the biometric tetepla
operation is applied to get different keys for eliint  of the group members. Instead of a central
transactions. A two-point crossover operator isduse gythentication server, the group leaders acted as
here to randomize the feature set to obtaindistributed authenticators. But this system used
cryptographic key so that if a biometric is fingerprints only for authentication and also ifeth
compromised, it can be simply reenrolled using @ot fingerprint is compromised, the entire communiaatio
genetic operation, thus the revocability of thenbétric ~ would be compromised. Also the uni-modal biometric
is preserved. systems are having many disadvantages over
multimodal biometric systems and are explained by
Genetic algorithms and steganography: Genetic  Sasidhaet al. (2010). They examined the accuracy and
algorithms (Fessét al., 2009) are a family of models Performance of multimodal biometric authentication
inspired by natural evolution. They belong to tiedf ~ Systems using state of the art Commercial Off-The-
of evolutionary computation and are based on threghelf products. _ _
main operators: Selection selects the fittest iiidials, _ To avoid the disadvantages of uni-modal
called parents that contribute to the reproductibthe b'o.”.‘et“CS' Jagadeesad al. (2.010) prpjected .an
population at the next generation, Crossover coasoin :fnf:jc'ginrf ?a?p:%?)c?okr)isei%r?: Tﬁg'g‘rﬁﬂzl cE)cl)?nmrr?Elrrl'm'.fa(t
two parents to form children for the next generaand betweer? th% users. At the géame time authenticagion
Mutation applies random changes to individual peren not implemented in.this system
to form children. Genetic algorithms are used as an Since authentication pIayé an important role in
aiding tool for generating and optimizing security mobile ad hoc networks Kwon and Moon (2008)

protocol (Zarzat al., 2007). The security protocols can L :
be represented as binary strings and Genetic Ahgori proposed an authentication methodology that conshine

tools are used to define genome interpretation "{nultimodal biometrics a”‘?‘ cr_yptographic mechanisms
optimization problems. for _border control applications. Authentication is

Steganography is an ancient art of hiding messagd¥yovided based on zero-knowledge and challenge-
in a secret way that no one, apart from the seaddr 'esponse techniques by Komnines al. (2007) or
anticipated recipient, suspects the existence ef thbiometric-based techniques explained by different
message. The advantage of steganography, ovétthors as in Kim and Hong (2008); Humen al.
cryptography, is that messages were hidden inside t (2009); Anandet al. (2010); Kumaret al. (2011) and
image in steganography and that do not attracttaate ~ Chenet al. (2012). Even though, they used different
of others to themselves whereas the encryptedsdgta combinations of multimodal biometrics in their
the cipher text are plainly visible for the hackehich  systems, both security and authentication were not
will stimulate suspicion. Since steganography isinte taken into account in their systems.
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Also, once these biometric are compromised they
would be rendered useless since these authorsthwsed
features of the biometrics as such. In order to get
revocability the cancellable forms of the biometraan
be used for providing security and authenticatibimis
was attained by combining biometrics, genetic.
algorithms and cryptography as suggested by Shanthi
and Swamynathan (2010; 2011a; 2011b; 2011c). In
these papers the different combinations of bioretre
used along with genetic operators for providingadat «
security, user authentication and revocability.

Proposed work: In our proposed Multimodal
Biometric-based Secured Authentication System using
Steganography (MBSASS), two biometric say,
fingerprint and face are used to provide message
security and user authentication. This system mbf o

Next, the complex filtering output of the enhanced
fingerprint image which is calculated in step 3 is
used to find the maximum value of complex
filtering output where the pixels of logical image
aresetto 1

Steps 5-6-7 are repeated for a wide set of angles
say 3.14/2-38, 3.14/2-2%, 3.14/2-1%, 3.14/2,
3.14/2+1%, 3.14/2+2%, 3.14/2+3%, wherea is an
arbitrary angle

All the points found in step 8 are subdivided into
subsets of points which are quite near each other.
For each of this subset the subset with the greates
x-averaged coordinate is considered and the core
point is the candidate with the greatest x-
coordinate. This is a good approximation in
standard fingerprint image

protects the message communicated between the users
of high security applications of MANETs but also
authenticates the sender in an implicit way.

From the extracted fingerprint features, the
cryptographic key is generated using genetic twioipo
crossover operation and is explained in Fig. 3c&in
privacy of the biometrics has to be maintained, the
distribution: fingerprint biometrics of the users are not disttédl as
Fingerprint biometrics: In this proposed model such instead only the keys generated from the
MBSASS, receiver's fingerprint-based cryptographicfingerprint biometrics are shared between the users
key is used for encrypting the actual data andkdne before the transaction takes place.
needs to be distributed among the users before the Authentication is provided by using the face
transaction takes place. Initially the fingerprimtages biometrics of the users and here in our proposedemo
of the users are acquired using fingerprint senaats  Eigen face-based facial recognition algorithm igdus
are preprocessed as explained in Shanthini antbr verification. In this process, a color basechtéque
Swamynathan (2011a). is implemented for detecting human faces in images.
Figure 1 shows the different pre-processing step§irst, skin regions are separated from non-skiroreg
say Normalization, Enhancement, Binarization, figdi and then the human face within the skin regions is
an orientation field map, finding a region of ist, located, cropped and normalized. Once all the image
thinning, removal of H breaks and removal of spikesare normalized the Eigen faces are generated and fr
and finally the features are extracted from thethat the mean image is created as explained intSihan
fingerprint image. Finally spurious minutiae are and Swamynathan (2011b). The sample face image
removed from the extracted minutiae. database is given in Fig. 4 and Eigen faces anchmea
At the same time the core point of the fingerprintimage are shown in Fig. 5a and 5b respectivelys Thi
image and the orientation field are also calculatgidg mean image is also shared among the users befre th
the following steps and is shown in Fig. 2: actual transaction takes place.

Pre-processng of biometric and prekey

+ Input image is enhanced (Chikkeemtral., 2004) in  Securing the data and implementation of the system:
order to obtain a better image quality The processes involved at sender are explaineid)iféF

* The enhanced image is segmented and background The actual confidential data is secured by
is separated from a fingerprint image following the steps given below:

e Then the whole enhanced image filters with a

complex filter .
» A fast pixel-wise orientation field computation
(Nilsson and Bigun, 2003) is done onto this
filtered image
» The orientation field computed in step 4 is used to
obtain a logical matrix where pixel is set to 1hé
angle of the orientation is <= 3.14 /2
1014

All users’ cryptographic keys generated from their
own fingerprint biometric are shared among the
users

A mean image generated from all users’ facial
images using Eigen face-based recognition
algorithm is shared among the users
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)
Fig. 1: Fingerprint pre-processing and minutiagaotton (a) Original image (b) Normalized image E)hanced

image (d) Binarized image (e) Orientation field ifiaRegion of interest (g) Thinned image (h) Remosf
H breaks (i) Removal of spikes (j) Extracted miaati(k) Removal of spurious minutiae
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» Suppose if user A wants to send the confidential  text. By this way, the data security is ensured
data to user B because B’s fingerprint can only decrypt the
» Actual message is encrypted by SDES algorithm  message
using the receiver’s fingerprint based cryptographi
key to get the cipher text. Overview of SDES Qverview of SDES algorithm: For encrypting the
algorithm is given below. plain text a simple cryptographic algorithm, say,
* Sender’s facial image is taken as the cover imag&implified Data Encryption Standard (Stallings, @p1
for steganography. This cipher text and a headefs ysed. Even though the other algorithms like DES,
containing the core point, orientation field valug AES and packet encryption system as specified in
and the no. c.)f minutiae points are embedded Ir(Sengan and Pandian, 2012), are stronger than SDES
e s s o nodebine overnead dso more compared to s and so we
. ._use and the encryption an ecryption
tmhgtz(;ii;t:ar;]g{ﬁ(%ow;];r;dth'\geg;); gOO;L) It Is.iallgorithms are demonstrated in the Fig. 7a andTTb.
. ; gnificant blalgorithm involves five functions: an Initial
of each pixel of a gray-scale image used forPermutation (IP); a Complex Function (CF) which

embedding the message inside the image X : S X
. After applying the steganography algorithm themvolves both permutation and substitution opersio
depends on a key input; a simple permutation foncti

generated stage image is divided into 4 parts (No; _
of parts may be 8 or 16 or 64 as per the userjand (SW) that switches the two halves of the data; the

scrambled in the order 3, 2, 4 and 1. (It is assumeCOmplex  Function  (CF) again; and finally a
that this order is already shared among the usersPermutation function that is the inverse of thetifhi
d. The scrambled images and a header containingermutation (IP-1). The formula for encryption is:
the core point and no. of fingerprint features are
transmitted to the receiver as shown in Fig. 5 Ciphertext = IP-1 ( CFK2 ( SW ( CFK1 ( IP ( Pla@xt
) ) ) ) ) and decryption is essentially the revedse

User B receives the scrambled images in thencryption:

same order and retrieves the data by applying the

following steps: Plain text = IP-1 ( CFK1 ( SW ( CFK2 ( IP ( Cipher
text)))))

« User B unscrambles the received images and
separates the least significant bits from the stego
image to get the cipher text and the header

 Then user B has to verify whether the receive?
stego image belongs to the genuine trainin
database by giving that image as the input to th
facial recognition algorithm. It is transformedadnt
its Eigen face component and for verification it is
compared with the mean image. The verification
process is explained in the following Eigen-face
based recognition system. By this way,
authentication is verified using facial biometric

* Once authentication is successful, the core poin
detection algorithm and feature extraction
algorithm are applied onto user B’s fingerprint
image and the related details given in the heade?
are found out and at the same time the no. of
features extracted are also found out Eigen-face based recognition system: A stego image

« Displacement alignment and rotation alignment ardS given as input to this system and is transforiméal
done if the computed information is not matchingits Eigen face component. First our input image is
with the header information compared with the mean image and their differesce i

« If matched, the generated cryptographic key is use@ultiplied with each eigenvector. Each value would
to decrypt the cipher text to get the original plai represent weight and would be saved on a veetor
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In the original version of S-DES, it depends oa th
se of a 10-bit key shared between sender andvezcei
rom this key, two 8-bit sub keys are producedufee
n particular stages of the encryption and decoypti
algorithm. But in our proposed MBSASS model, the
fingerprint based cancellable key, which is shared
between the sender and receiver is used for ernanypt
and decryption. Even though the algorithm is simple
nature to make it complex different 10-bit keys ased
for different encryptions.

The proposed scheme can be implemented in any
It"ligh security applications of MANET especially far
military scenario where short and confidential rages
re sent that needs security as well as autheoticat
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Table 1: Security related parameters to guess the cryptographic key. Since such atizakses

Security parameters on the device the attack is named as a device key
Encryption Security- Authen Priv. Revoc  Practi ive. statistics attack. Our proposed MBSASS is intentded

algorithm  encryption ticaion acy  ability cality se Provide security for an application where a group o

3DES192  Yes No - No No No users will be allocated with independent devicesiais
AES-128  Yes No - No No No  not at all possible to hack such system with ttiesch.
AES-256 Yes No - No No No
GBBSSM  Yes No No Yes Yes Yes . . .
SASMBM  Yes Yes No  Yes Yes vYes The security parameters of MBSASS: .A brle_f
SASMVFB Yes Yes No  Yes Yes Yes comparison of some of the cryptographic algorithms
MBSASS  Yes Yes Yes  Yes Yes  Yes based on security related parameters is given litleTh
From the table we can understand that our MBSASS
W, -u (T-W) provides all security features compared to other

algorithms say Triple DES, AES-128, AES-256,
) ) ) ) GBBSSM-64 (Shanthini and Swamynathan, 2010),
whereo = weight,u = eigenvector]” = input image;}Y  sASMBM  (Shanthini and Swamynathan, 2011c),

= mean face. The weight vector is given by: SASMVFB (Shanthini and Swamynathan, 2011a).
The accuracy of the system is quantified for
Q" =[w, 0,0y ] different combinations of face and fingerprint ireagn

terms of False Acceptance Ratio (FAR), False

Then which face class provides the best descriptio Réjection Ratio (FRR), Genuine Acceptance Ratio

for the input image is determined by minimizing the (GAR) and Genuine Rejection Ratio. As a resultaf o
Euclidean distance: proposed approach a GAR of 97.2% was obtained for

an FRR of 1.21% whereas GRR and FAR was 0% for
2 these databases.
e =le-af
. . Analysis of cryptography algorithm: Let us consider
If & is below an established threshold then the facg nown plaintext attack in which a single plaintte
image is considered to be a known face and it lgslon (p1, p2, p3, p4, p5, p6, p7, p8) and its ciphet testput
to the training class. If the difference is abave given (cl, c2, c3, c4, c5, c6, c7, c8) are known andkihe
threshold, but below a second threshold, the intage (k1, k2, k3, k4, k5, k6, k7, k8, k9, k10) is unknow

be determined as an unknown fa_ce. If the input 'ﬂf_n'ag (Stallings, 2010) Then each ci is a polynomial tiore
above these two thresholds, the image is deternmined gi of the pj's and kj's. We can therefore expréss t

to be a face. encryption algorithm as 8 nonlinear equations in 10
) ] unknowns. There are a number of possible solutions,

Security analysis: but each of these could be calculated and theryzetl

Attacks countered by MBSASS: Each of the permutations and additions in the élyor

Exhaustive search attack: If the hacker does not have is a linear mapping. The nonlinearity comes from &

any information about the solution space or keypoxes. It is useful to write down the equationstfese
statistics information, he has to perform an extie@s g_poxes. For clarity, rename (p0,0, p0,1,p0,2, J&,3
search in the entire key space. If the key spaserg (a, b, ¢, d) and (p1,0, p1,1,p1,2, p1,3) = (W, xz)yand
large, the expected num_ber of guesses by exhaustigi the 4-bit output be (g, 1, s, t) Then the ofieraof
search is also very large ie a longer key is me®i® e S0 is defined by the following equations: goedi+
under exhaustive search attack. In the proposedy + ac+b+d &t =abcd + abd + ab + ac + adHca
MBSASS approach, since different key is used for, 1 \here all additions are modulo 2. Similar eprat
different plaintext and every time the entire kPA®  gefine S1. Alternating linear mappings with these
has to be segrched it is computationally infeadiblget  qnjinear mapping results in very complex polyndmia
the key by this method. expressions for the cipher text bits make crypiesisl

difficult. To visualize the scale of the problenotathat a
Device key statistics attack: If the hacker knows the polynomial equation in 10 unknowns in binary arigtim
subject space of the system, he may probe the kesan have 210 possible terms. On average, we might
generation system by inputting the subject infofamat  therefore expect each of the 8 equations to haver@gs.
and collecting the statistics of the generated keysOnce the key is found by brute-force attack, irise for
Given such statistics, the hacker may have bettgrsw  all rendered useless in any cryptographic algotithm
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Fig. 8: Recognition of genuine users using Euclidéiatance

But in our modified SDES, we change the 10 bitk®y involve small inherent delays rather than complex
every encryption and so the key space expands in @gorithms which occupy considerable memory and
considerable amount such that doing cryptanalysis idelay. To add complexity, the keys used are changed
very difficult Compared to SDES. for every encryption_

Also, if the users want to change the key they can  Fingerprint images and face images are chosen due
apply another genetic operator to generate and#¥er iy their unique physiological traits. In our system
which can be shared among them for future use. either of these biometric has any mismatch therenti

conversation is disapproved and banned. The method
Analyss on face recognition system: In this presented in this study remains as a preliminary
experiment, the thl‘esh0|d Value Of the Euclidearhpproach to realize biometric Security in appmm
distance of d.ifferent_ number of .faces was testelq. I'\which need high security and is designed for high
order to achieve this, a face library that contdine gecrity small group coalition operations and may n
hearly 32 face images, 16 genuine users and 16 falﬁ'e suitable for enterprise usage. Multimodal bioiogt
Users was used. All members (_)f genuine USers Were Lo pe used for multiple security services and igis
the training set then, the Euclidean distance @irev roved in health care systems and ATM transactions.

member of the face library was found out. Figure 8'Ip'his roperty of providing different security sees
shows that the number of matches occurs when the property P 9 y

threshold value is 300. It is seen from the fiotat. 16 with different biometric modalities are compared.
genuine members were classified 100% correctly and
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