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Abstract: Problem statement: National information security policies are essdnfpiarts of the
overall national security policies of nations. Thisdy attempted to investigate the dominant factor
that need to be addressed in such poliddgsproach: The study reviewed the national information
security policies of different courtiers, focusiog the dominant factors of all of these policiese3e
factors were compiled and compared in order tordete the common and the non-common policy
considerations among these countries. The countdesidered include: USA, Malaysia, Australia,
Canada and China, in addition to the European Utitesults: Recognizing all the common and non-
common dominant factors considered by the poli@ésall the countries considered, the study
delivered a generic framework that incorporates adlithese dominant factor€onclusion: The
resulted generic framework can be used as a gudethe improvement of existing national
information security policies in different counsiand for the future development of such policies i
countries where they do not yet exist.
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INTRODUCTION countries by outsourcing their work through theilgas
and widely connected network. But at the same iime

In order to protect their people, organizationd an initiates new threats and vulnerabilities.
territories, countries usually develop their owtiorzal The National Information Security Policy (NISP) is
security policies. Such policies should enable rtheian important part of the national security polidihe
nations to establish a secure threat free envirohme NISP provides the starting point of confidence sers.
that supports sustainable development. The polay h The NISP should be analyzed and assessed for gariou
to be formulated based on a National Cyber Securitjoop holes. The assessment results help users ke ma
Framework (NCSF) that comprises legislation andsure whether the information system is secure dmoug
regulatory, technology, public-private cooperation,or the potential risk in operation is tolerable. Be
institutional and international aspects. The nation important for critical systems to evaluate theiciséy
security policy needs to address the risks to thiea status (Yan and Shu, 2005).
national information which comprises the networked Every nation has to protect their critical
information systems of many critical sectors like infrastructure from cyber attacks such as such as
National Defense and Security, Banking and Financehacking, email spam, Denial-of-Service (DoS) atsack
Information and Communications, Energy, virus attacks and cyber terrorism. Nations hasotu$
Transportation, Water, Health Services, Governmenton its mitigation to enhance local information ségu
Emergency services, Food and Agriculture (Natidhal capabilities and develop new skills and competencie
Council, 2010). Cyber security is a distinctively Situational awareness capabilities and contingency
challenging policy issue with an extensive range ofplanning are important aspects to consider whichbea
public and private stakeholders within countriesl an done by building the skillful human recourses.
outside national boundaries. Cyber security cannot be assured by one person,

The speedy implementation, in some countries, obut is a shared responsibility among all stockhade
new information and communication infrastructures,who are using the communications infrastructur&egp
including the Internet, is creating new opportastior element of effective cyber security policy must be
these countries and their citizens to participatehe  creating the right awareness of and incentivesyber
world’s flow of information, ideas and commerce. risk management at all levels: Home computer users,
Multinational corporations are doing business ichsu small and large corporations, as well as local and
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national governments. This should take the form of
complete educational initiatives including encoimgg
the culture of cyber security best practices irhmézal
practices, risk management practices in busindgagse
and best practices for the home users (Betiek, 2005).

In this context studying of existing information
security requirement against international stanslardi
best practices is of vital importance. Analyzing th
existing international security implementation misde
and determines the possibility to put into operasach
model locally for any country. For this purpose
information security legislation and regulation dhe
important  milestones. Policy makers, policy
implementers and the operations are interlinketolitd
national policy. The same hierarchy has to be abpt
at international, national, sector and firm leveputted
in Fig. 1 (Bruceet al., 2005).

International Level

Policy maker

National Level

Firm level &
more

Policy
implementer

Fig. 1: Overall view of information flows

Table 1: Key factors of the national security (USA)

MATERIALSAND METHODS Sr.No. _ Faclors
1 Pc_)[itical aI_Iiances
The NISP of different countries: Six NISP are g ’Ii/'é'g';ggt%”r']ances
reviewed in the following: 2 Law enforcement
. . . 5 Cyber Emergency Response Team (CERT
United States of America (USA): Identifying the ¢ ,n)t/e”igence ggen)éies P ¢ )
factors considered by a country for its national7 Software and hardware vendors
information security policy is not a straightforaar g :\qteénet service providers
edia

task. According to (American National Security g)i
2002) national security policy of the USA comprisds

0
. ) o : . 11
the six policy divisions, foreign policy, economic 12

Computer Security Incident Response ServicetROS
Corporate training
Academic institutions

policy, defense policy, energy policy, immigration
policy, homeland defense policy. An ongoing *®
discussion is that what are the national and vital
interests, who and what threatens them and whatdho
be done about it (American National Security Pqlicy

2002). Based upon this and some other literatures

available like (Bruceet al., 2005); the authors can
outline the critical factors considered by the USA,
which are shown in Table 1.

Information security is not just a study drill. e
are risky adversaries out there capable of laumchin
serious attacks on the nation’s information systéms
can result in severe or catastrophic damage to t
nation’s critical information infrastructure and
ultimately threaten the economic and national dgcur
(Ross, 2005). Legislation is very important factor
insuring the national security. The USA has many
legislative and policy drivers like:

I
t

h%formation and information systems that suppog th

operations and assets of the agency, includingethos
provided or managed by another agency, contraotor,
other

Homeland security presidential directive # 7
critical infrastructure identification, prioritizian
and protection

OMB Circular A-130 (Appendix I11)

Security of federal automated information
resources
There are very clear directives like Federal

nformation Security Management Act of 2002 states
hat “Each federal agency shall develop, documadt a
mplement an agency-wide information security
rogram to provide information security for the

source” (Federal Information  Security

Management, 2002).

Malaysia: Malaysian government and the private
Public law 107-347 (Title ) sectors have identified the key sectors for theursgc
Federal Information Security Management Act ofconcern. The key sectors are Military, transpartati
2002 banking and finance, health services, emergency
Public law 107-305 services, energy, agriculture, water and infornmatiod

Cyber Security Research and Development Act ofommunication (Rehman, 2002). Some of the key facto
2002 considered for the national security are givenabl& 2.
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Table 2: Key factors of the national security (Maia) Table 4: Key factors of the national security (Giaja
Sr. No. Factors Sr. No. Factors
1 Effective governance 1 Foreign intelligence
2 Legislative and regulatory framework 2 Collaboration within government and
3 Cyber security technology framework with international and industry partners
2 Cult f it d itv buildi 3 Strategic discussion of emergency
ulture of secunity and capacity buiding = management issues among key national players
5 Research and development towards self reliance 4 Cross-cultural discussion on security issues
6 Compliance and enforcement 5 Legislation
. . g
7 Cyber security emergency readiness 6 Technology and education
8 International cooperation 7 Defense
9 Information security standards and best practices 8 Economy . .
10 Cyber Emergency Response Team (CERT) 9 CanCERT: Canada’s first national Computer
11 Computer forensic Emergency Response Team
. - 10 Security certificate
12 MyCERT: Malaysian Cyber Emergency Response Team
13 Co-ordination and continuity management

Table 5: Key factors of the national security (G)in
Sr. No. Factors

Table 3: Key factors of the national security (Aak#) 1 Defense
Sr. No. Factors 2 Economic development and security
1 Legislation 3 Legitimacy of the Chinese
2 Political and military alliances 4 CT7°.mmUr"8t Party (CCP) government
3 Economics awan ISsue
" 5 Legislation
6 Geopolitics _ 6 Skilled diplomacy
7 Energy and resources security 7 Geopolitics
8 Impact of climate change 8 CNCERT/CC: National Computer Network Emergency
9 Industry Response Technical team/Coordination Center of
10 Technology China Information
11 Education 9 Security certificate
12 Defense 10 Internal stability
ﬁ ﬁ]l:ZrEeEtmetwork security and audits  China: The Chinese government has established

national security standards relating to infrasuiet
_ _ N ) ) protection based on international standards such as
Austraha_: A_ustrahan critical m_frastructur_e includes |SO/IEC and ANSI. China published “Computer
Communications, Energy, Banking and Finance, Foodnformation System Security Protection Classifying
Supply Emergency Services, Health and Transport an@riteria” (GB 17859). GB 17859 defines ten security
the prime minister has defined the aim of Criticalelements. These ten security elements are integrity
Information Infrastructure Protection (CIIP) as 4ssure  authentication, discretionary access control, dbjec
Australians that both the physical safety of kesegsas reuse, audit, label, mandatory access controlteus
well as the information technology systems on wtsich recovery, tr_usped path and covert channel analysis
# : (National Criteria of PRC, 1999).

many of them depend are protected” (Abele-Wiged an ; .

. X Some examples of national security standards
Dunn, 2006). Key factors of the Australian natlonalinclude.
security are shown in Table 3. '
e Encryption technical standards (GB/T 15277,

) - " . . GB/T 17964, GB17901)
Canada: Outlining the critical infrastructure is the Digital signature standards (GB/T 15852)

prerequisite for devolving any security policy. @da Authentication mechanism (GB/T 15843)

defines its National Critical Infrastructure (NC8s Physical security and environment protection
those “physical and information technology facilgj (GB/T 2887, GB 50174)

networks, services and assets, which if disrupted o  Firewall standards (GB/T 18019, GB/T 18020)
destroyed would have a serious impact on the health  Proxy server standards (GB/T 17900)

safety, security or economic well-being of Canadian ¢  Router security standards (GB/T 18018)

the effective functioning of governments in Canada.* Network architecture and security (GB 15278,
Government has defined almost ten critical sectors: GB/T 17963) _ o
Energy, Communications and Information Technology,” Information  system  security  classification
Finance, Health, Food, Water, Transportation, §afet ~ Standards (GB 17859)

and Manufacturing (Government of Canada, 2004).' Security assessment standards (GB/T 18336)
Table 4 outlines the key factors considered for the  Some of the key factors of the Chinese national
Canadian national security. security are given in Table 5 (Yang, 2004)
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Table 6: Key factors of the national security (Epgan Union) Table 7: Generic factors for the national security
Sr. No. Factors Sr. No. Factors Elaboration
1 European Union wide cooperation 1 Political issues Geopolitics
2 Joint responsibility of all stakeholders International cooperation
3 Public-Private Partnership (PPP) Foreign intelligence
4 Contingency plans and early warning capabilities 2 Military issues Military alliances
5 Economic and social dimensions Intelligence agencies
6 Legislation 3 Legislation Presence of cyber laws
7 Technology and education Effective governance
8 Defense Law enforcement
9 CERT: Computer Emergency Response Team 4 Technical and Cyber Emergency
10 European Network and Information managerial issues Response Team (CERT) Informatio
Security Agency (ENISA) security standards/security certificates
organizational readiness
5 Public Private The involvement of the private
European Union: There is a serious concern regarding Partnership (PPP) sector in the policy envelopraadt
the national security and national information segu implementation is always vita.
in the European countries. The presidency of thé Research and Academic institutions indigenous
development security products

council of the European Union elaborate the segurit
issues and its counter measures in the conclusitreo The last, but not the least, is an important facfo
conference held on the hot issue of critical infation  the national security is the research and develapme
infrastructure protection (European Union, 2009).academic institutes can play a vital role. The $ocu
According to the literature and author understagdi™®  should be given the contemporary security issuesitan
critical factors which are considered or needs € b spjution through the novel techniques by involvihe
considered by the European Union are mentioned ifromising professionals and the academic institstio
Table 6. The indigenous development of the security prodiscts
also an important aspect of the national secuibme
RESULTS countries like china have their own security stadda
and products. Table 7 summarizes the discussion and
Joresents key areas of concern and its elaboratiotiné

In this study, survey was done for six develope . .
national security.

countries for the security factors involved in the
development of national security policy. After DISCUSSION
reviewing the policies of the various countries,ist
obvious that the critical infrastructure is a very This study has derived generic dominant factors
important step towards the development of the natio that should be addressed in the development ofmelti
security policy. However, after defining the critic information security policies. The base of the dsion
infrastructure, the focus should be given on thesfide  is a wide scope review of policies associated with
threats to those sensitive national organizationd a different nations. From Asia, the policies of Maday
develop the national policy to mitigate those ttsemd and China were considered. From south Asia,
safeguard the national assets. Australia’s policy was taken into account. From thor
Moreover, the dominant factors include the America, the policies of both: the USA and Canada
political issues for example geopolitics andwere considered. And from Europe, the policy of the
international cooperation and understanding witheot European Union was included. This wide scope view
nations of the world; military issues which is femug  provides confidence in the concluded dominant facto
on the military alliances of a nation and may diswe  These factors are less in number than the factors
its roots in national and international intelligenc associated with each addressed policy individudliy,
agencies; legislation is an important factor, thespnce  they conceptually cover all the factors of the added
and the enforcement of laws is a major concernpolicies. They are associated with six main typés o
technical and managerial issues are need to hissues: “political”, “military”, “legal’, “technich and
considered which includes the presence of a team ahanagerial’, “public and Private Partnership (PP®)”
professionals to deal with any kind of emergencg an addition to “research and development”. The induosi
the security standards which are suppose to bevietl  of all of these issues in a national informationusgy
in the country, it also has an important aspecthef policy will make it well-suited to dealing with
organizational readiness to adopt the securitydstails  practically all national information security prebhs
and procedures. and that is what makes a policy a good one.
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CONCLUSION

In the wide scope review of the national
information security policies, given in this studtyhas

Government of Canada, 2004. Government of Canada

Position Paper on a National Strategy for Critical
Infrastructure Protection. http://www.acpa-
ports.net/advocacy/pdfs/nscip_e.pdf

been observed that while many of the factorsNational Criteria of PRC, 1999. Computer informatio

considered by these policies are of common content,
differences also exist leading to some gaps in the

various policies. The concluded dominant factocsnifr

system security protection classifying criterian (I
Chinese).
http://www.infosec.org.cn/fanv/03_22.htm

the various policies help making future policiesreno National IT Council, (NITC), 2010. National Cyber-

comprehensive. Future development of
information security policies, such as the futucdiqy

national

Security Policy (NCSP), Malaysia.
http://www.nitc.my/index.cfm?andmenuid=57

of the Kingdom of Saudi Arabia (KSA), would benefit Rehman, B.S.A., 2002. Malaysia’s approach to networ
from considering the dominant factors given in this security. Proceeding of the ITU Workshop on

study.
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