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ABSTRACT

The Hyper Text Transfer Protocol (HTTP) protocayd a vital role in Web Services Security. Thouggh t
HTTPs provide excellent security, they are notifilExenough to allow caches. HTTPi provides highgnty
and low security whereas HTTPs provide low integaibd high security. The goal of WS activity isbtaild
up set of technologies in order to direct WS tdrtbemplete prospective application. WS play anedizat
role, without which the internet applications canipe made. To provide both high security and higégrity
in Web Services (WS), a new model is proposedhilrnodel, the combined HTTPs’s security and HTI Pi
flexibility are considered to provide the best W.addition, the user affords the self encrypteth dar
privacy preserving the requester agent. Finally,réguester agent encrypts the particular datas $o ereate
two protections known as self protection and ageotection. Due to mounting threats in the WS, mome
developers and researchers attempt to enhancéoadtitafekeeping in service level. When WS usages
constantly increasing, it is necessary to give eraecurity as well as flexibility in WS. The regter agent
sends the data to the next level. In this messexg, Ithe header information can be self verifiebugh
appropriate security mechanism proposed in the madtke results of this proposal are compared with t
existing methods and better performance is obtdiyezhlculating the throughput and response time.
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1. INTRODUCTION XML is one the markup language for documents
surrounded structured information. It is one of the
At present, the WS provide the feasibilities tematt foundations designed for the WS. XML has prepaheekt
one machine to another machine. It is playing services that are described as describing, discgvend
enormously superior position in World Wide Web. fiehe  invoking. The WS security supported on XML and XML
are five technologies in WS to be exact as HTTP,schema. When a huge sizes of documents the ‘XML tex
Extensible Markup Language (XML), Simple Object based document’ are supporting.
Access Protocol (SOAP), Web Services Description For securing WS, it has to consider five esséntia
Language (WSDL), Universal Description Discovey and areas; that is communication level security,
Integration (UDDI). In the actual working on the WS communication privacy, parameter inspection,
these technologies coupled mutually and they peovid authentication and authorization. The XML conceptua
integration to interconnect with one machine totaep  in WS like a stack service. THeig. 1 shows that the
machine. WS works taking part of the transitional first level service networking is providing
websites as the model works on the perception tifyen  communication between sender and receiver, this
entity connectivity. Due to mounting threats in WS communication will take place through HTTP, HTTPs,
numerous developers and researchers enhancement TP, IIOP. The second level is the XML-Based
give additional safekeeping in service level. messaging through SOAP protocol.
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Fig. 1. Stack of Web Services

It is set of procedures it will carry and exchamgthe
communication each others. The third stage oféhace
stack is description of the service through WSIDis stage
provides signatures of the methods. The next sthge
UDDI service is provides service distribution aratvice
innovation. The last level through WS Flow Language

(WSFL) is providing service to receiver.

Open application is the emerging technique. Big it
not a confidential. From side to side authentica@md
data integrity is growing rapidly. The latest pratb

verification is providing reliability (Hacet al., 2011;
Xu et al., 2013).

Jian (2011) is designed a WS security based on
water-making techniques. Through SOAP service, the
service suppliers and recipients are exchanging the
information, while exchanging message digital sigre
and XML encryption technology is making guarantees.
The way the author has taken to provide securityi
water mark technology (Zhang, 2011). The authohwit
the help of WSDL, SOAP and UDDI provided flexible
solution for problem of application integration. He
applied the security three service levels likevasevice
security, service composition and service semantics
a semantics WS SOAP is playing good role, hence the
plan is to use SOAP in the proposed work to provide
better performance. The author Nicholas expres$gd h
view agent based WS system concert assorted streams
in order to afford situational attentiveness patnin
a semantic web grid message transport layer SOAP
message is providing security in high level, foe th
work in a SOAP message level requester agent
encrypted data transferring (Habal., 2011).

In a WS system Quality of Service (QoS)
represents like delivery, deadline, quality of puots,
cost of service, through put of service completam
well as extended their services. Once the abovecdsp
is obtainable to reduce in a business organizattien

HTTPi is ensures the entire security requirementsQoS metrics directly disturbing business. In hisdst

through open applications. It is well-suited forcla
proxies. The HTTPi is providing directed clientxsar
authentication and integrity, but HTTPi is not cemitating
confidentiality. An authentication

is provided

mainly concentrated time, cost and reliability, for
implementing QoS he or author developed SWR
algorithm (Rathore and Suman, 2011).

The Fig. 2 shows the request agent to provider agent

username/password and binary tokens. The inte@ity process which is described latter. The process iend

providing XML digital signature i.e., RSA-SHAL. The
HTTPI is giving privileged throughput. Hence theima
theme is touching to offers three types of seegriike WS

authentication, WS

protocol is providing professional design and e&sy
arrange in web. Through Internet Explorer in dlipart
using ‘IE’s Asynchronous Pluggable Protocol Extensi
Mechanism’ the author constructed an end-to-endefod
to assess HTTPi and the server part in IS 7 anese

relevant steps are explainedrig. 3. The main purpose of
proposed work is to provide enhanced security i th
requester side and responding side. In the expetéine

/S integrity and WS confidentiality nrogram has been calculated average responseatigrage
(Choudhary and Nirmal, 2013).

The HTTPs used to prevent Man-In-the-Middle geenarios like Non Secure, less Confidentiality, ¢Aighly
(MIM) attacks and Impersonate Web (IW). The HTTPi gacyre non supportable for cache proxies, cortfadigyn

throughput and reply size per request with diffetgpes of

(B), Secure, non Confidentiality, supportable fache
proxies(C), Combination of both highly securabled an
supportable for cache proxies (D) is tabulated able 1
and corresponding graph is showifrig. 4.

The Table 2 shows that web services scenarios Vs

intermediate nodes. Habal. (2011) has proposed remote sjze per request and protocols HTTP, HTTPs Vs

data integrity checking protocol in a cloud compgti
isolated data reliability and also he has provifdegibility
for avoiding third party verification. For insteadl giving
third party verification i.e., un-trusted server fawn self
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Response time, reply Size. It's clearly explains
combinations of HTTPs and HTTPi provides more
secure and most cache accessibility in the web
services. The results obtained are plotteBim 5.
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Fig. 2. Request agent to provider agent

_Request Agent \ / Response Agent \

Transport Level

HTTPI

. Key Store l £\ ! Key Store
H CPK SPC

SOAP Messages
L

/ | Envelope

-4

Application Level p Application Luvei
SOAP Header :
_____________________________ L]
XML Enc tion
Decryption e Encryption
| SAML a
Message Level N 2
Verify g N Signed
SOAP Body
1 XML DIG SIGN b |
RSA-SHA/AES

Fig. 3. Response from provider agent to requester agent

In the experimental setup the configuration maiedi  Google Chrome for throughput (transaction/seconds),
as Dual Core Processor with 4 GB memory, we corduct average response time (milliseconds) and respomse s
the performance test to analyze the HTTPS prototol (KB) and the values are tabulatedriable 3 and the results
various browsers such as Internet Explorer, MokEiltafox, are shown as graph fg. 6.
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Fig. 6. Comparison of different measurement of HTTPS ffedint browsers using Dual Core processor 4GB RAM
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Table 1. Web services scenarios Vs average response trmge throughput and reply size per request

Average response Average throughput Reply size per
Time (MS) (transaction/sec) request (Bytes)
Scenarios X Y z
Non Secure, less Confidentiality A 6.0 13.33 12.00
Highly Secure ,non supportable for cache B 9.5 10.50 12.83
proxies, confidentiality
Secure ,non Confidentiality, C 7.0 11.80 18.79
supportable for cache proxies
Combination of both highly securable D 8.3 11.20 849.
and supportable for cache proxies
Table 2. Comparison of various protocols with 13 proces8BARAM
I3 Processor Throughput Response time Replay size
HTTP 13.0 11.0 11.3
HTTPs 14.0 12.0 11.3
HTTPI 13.3 11.6 11.3
Proposed 13.6 11.8 11.3

Table 3. Comparison of different measurement of HTTPS ffedént browsers using Dual Core processor 4GB RAM

Internet explorer Mozilla firefox

Dual core processor

Google chrome

4GB RAM Response time Replay size Throughput Resptime Replay size Throughput Response time Reajtay Throughput
HTTPS 33 10 6 34 10 7 25 10 9

14 12 9 15 12 9 10 12 15

16 12 10 18 12 11 18 12 14

In this study resolution is based on a novel two

The Fig. 2 shows the request agent to provider agent

phases that focuses on achievability of practical process which is described below:

composition while the latter deals with executiamd a
next one is use to optimize each stage that can bé&tep 1:
adopted in service creation.

2. PROPOSED MODEL PRIVACY Step 2:
PRESERVING IN HTTPsAND HTTPi
PROTOCOL Step 3:

In this proposed model, user affords the self
encrypted data (privacy preserving) in to requesterStep 4:
agent, the requester agent again encrypt that in a
particular data, so it can be created two protestio
one is self protection and additional one is agent
protection. Suppose any hackers are slashes mareovetep 5:
very complicated since the user is doing self
encrypting this will give more privacy. The requasst
agent sends to next level i.e., message level; ¢hisl
is playing superior responsibility in WS, in this
message level i.e., SOAP message level, the header
information can be converted in to binary tokennfor Step 7:
in XML encryption using SAML. The encrypted
SOAP is integrated to HTTPi in transport level to Step 8:
keep away from the Man in the Middle (MIM) attack.

Step 6:
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After finished the UDDI registry, the wekeu
want to use a public WS, client used to send an
input (request) through requester agent.

The (Req Q) requested query encrypting with
sender’s private key.

After encryption the query converted into
encrypted query(Enc Q) the step2 and step 3 is
dealing with privacy preserving concept

The privacy preserving should be any safiwa
or application which hide the user data from
the hackers, the application level security
maintains here and its optional too.

The encrypted data will be formed as Soap
message while the data transferring the same in
httpi protocol.

The Soap message encrypted and Signed using
receiver's Public Certificate (SPC) and
sender’s Public Key (CPK) respectively.

Xml Encryption: The soap header is bondéd w
self signed certificate- SAML (binary token).

Xml Digital Signature: The soap body cohien
signed (integrity) using RSA SHA1 algorithm.
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Step 9: The digested soap message is transfetpio ht combined both characteristics of HTTPi and HTTPs to
which provide more secure data and avoid manprovide the best protocol for WS data transmission.
in the middle attack. will give better performance such as excellent
Step 10: The encrypted request from the requesta a throughput, good response time and reply size. Aayyw
Soap message received from the receiver in thethe throughput is depends on the system’s configura
other end. like RAM memory's speed Hard disc used, the
Step 11: The Soap message decrypted and verifieghrocessor's speed which was measure in Giga hedz a
using receiver’'s Private Key (SPK) and (CPC) the reply in size is depend on the WS wused. The

sender’s public certificate respectively. response time was differed from one browser torarot
Step 12: The server/services provider got Encryptedbrowser. That is the response time differed frotarimet
Query from the above process (Enc Q). explorer to Google chrome. From the above meastires

Step 13: The Encrypted Queries (Enc Q) have beerwill be recommended the combination of HTTPi and
decrypted using sender’s public key and get HTTPs is better protocol for WS to transfer theadat
the resultant query Q.

Step 14: The query Q which provides web user dasa h PP-Privacy Preserving; HTTPi-Hyper Text Transfer
been analyzed and responded. Protocol interface; Q-Query; Req Q-Requested Query;

Enc Q-Encrypted Query; CPC-Client's Public
In the response process, the response agent sendertificate; CPK-Client's Private Key; SPC-Server's

back the response with secure manner. The followingPublic Certificate, SPK-Server’s Private Key

process has been completed in the responding proces

The above steps are explained in diagram the forth 4. EXPERIMENTAL RESULTS

coming pages, the main purpose of proposed wott is

provide enhanced security in the requester side anq161

responding S'.de' The data is first encrypted W‘“"‘rwf‘d This kind of sites how it can be hacked the datd an
then only gives to requester agent then again th

e . L . .
dure for hacking WS like that Line by Line Wal
requester agent encrypt and the converted to SOAFProce ure for hactihg <€ hat -ine by Hine e

5 ) i through specified. The WSDL document message will b
message. Vice-versa the responding side also tuese  \jsiple and the attackers can easily hack SOAP agess

can be encrypting again encrypted by response agenynd it request sent by web user.
then converted to SOAP message. Hence these two HTTPs hacking tools release are happen due to
levels of encryption increase the security level.Nan  security issues. There are actually two vulneredsli
in the Middle attack is not possible. available. The first is that lots of sites do netre their
content via HTTPs past the initial login page. This
3. PROPOSED FORM COMBINATION OF allows an attacker to take their users cookies and
HTTPsAND HTTPi impersonate them on the local network whenever they
use the site. The second vulnerability is that msitgs
In this proposed model it has been combined thethat do use https past the login page but do nok thair
characteristics of HTTPi and HTTPs. The HTTPs is cookies as ‘secure’. This is what allows an attadke
considered as more secure protocol to transfer datanduce their browser to transmit these cookies over
one machine to another especially in WS, but itas unsecured, regular HTTP connections so they can
suitable for cache accessibility. Its throughput, observe them and impersonate the user.
response time and reply size are having open To overcome above mention problem, privacy
difference when compare to other protocols. The preserving techniques is proposed which providéliig
HTTPi is considered as very flexible protocol for secure and confidential. In this concept web userypt
cache accessibility and security. Though it is very the message before make a request to servicesdprovi
good protocol for transferring WS data it won't based on some cryptographic mechanism. While
provide confidential category security. It is sbi& comparing with other encrypted message it is dags n
for only social networks like twitter, facebook. have standard and structured format. For example,
It implies it worth for common accessible data like considered SOAP message which provide structured
news or blogs or any public information but not\pde format due to this vulnerable attackers easily hagk
any privacy for confidential data. So it has beenthe data using the Line by Line walk through

Nowadays, more vulnerable attackers are easily
cking the data in WS through installing some gool
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methodology but in privacy preserving they can hack

The SOAP message sends the encrypted data into

the encrypt message, it is invisible to observe thenext level i.e., application level or respondingeag
original message because in privacy preserving esom The responding agent decrypted the message and

cryptographic system has been used.
Initially, it has to encrypt the original data irsar
level itself then after encrypted data sends taiester

agent; again the requester agent encrypted bemr%rovided

again query sends back to the user encrypted format
So for the three level i.e., Application level, Mage
Level, Transport level, there are four level of ety

like  Authentication,  Authorization,

sending to SOAP message. So, when the hackers a8 onfidentiality, Integrity.

attacking in SOAP message level, may be they habik o

The below coding gives the explanation about

SOAP level or in requester agent data but Privacydecryption of the responding agent:

preserving data i.e., user level encrypted datanok
possible to hack, because only receiver only caswkn
that key others is not possible to break .The filhgy
coding gives explanation about encrypting in therus
level privacy preserving:

1. public static string Encrypt(string messageingtr
password) {

/l Encode message and password

2. byte[JmessageBytes=ASCIIEncoding.ASCII.Ge
tBytes(message);

3. Dbyte[]JpasswordBytes=ASCIIEncoding.ASCII.G
etBytes(password)

/I Set encryption settings -- Use password for bdai
and init. Vector

4. DESCryptoServiceProvider provider = new
DESCryptoServiceProvider();
5. ICryptoTransform transform =

provider.CreateEncryptor(passwordBytes,

passwordBytes);

6. CryptoStreamMode mode =
CryptoStreamMode.Write;

/I Set up streams and encrypt

7. MemoryStream memStream = new
MemoryStream();

8. CryptoStreamncryptoStream=new
ryptoStream(memStream,
9. transform, mode);
10. cryptoStream.Write(messageBytes,0,messageB
ytes.Length);
11. cryptoStream.FlushFinalBlock();
/I Read the encrypted message from the memorynstrea
12. byte[lencryptedMessageBytes=newbyte[memSt
ream.Length];
memStream.Position = 0;
memStream.Read(encryptedMessageBytes,0,en
cryptedMessageBytes.Length);
/I Encode the encrypted message as base64 string
15. string encryptedMessage
Convert. ToBase64String(encryptedMessageBytes);
16. return encryptedMessage; }

13.
14.
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1. public static string Decrypt(string
encryptedMessage, string password){
/I Convert encrypted message and password to bytes

2. byte[] encryptedMessageBytes =
Convert.FromBase64String(encryptedMessage);
3. bytel] passwordBytes =

ASCIIEncoding.ASCIl.GetBytes(password);
/I Set encryption settings -- Use password for bath
and init. vector

4. DESCryptoServiceProvider provider = new
DESCryptoServiceProvider();

5. ICryptoTransform transform =
provider.CreateDecryptor(passwordBytes,
passwordBytes);

6. CryptoStreamMode mode =
CryptoStreamMode.Write;

/I Set up streams and decrypt

7. MemoryStream memStream = new
MemoryStream();

8. CryptoStream cryptoStream = new
CryptoStream(memStream, transform, mode);

9. cryptoStream.Write(encryptedMessageBytes, 0,
encryptedMessageBytes.Length);

10. cryptoStream.FlushFinalBlock();

// Read decrypted message from memory stream

11. byte]] decryptedMessageBytes = new
byte[memStream.Length];

12. memStream.Position = 0;

13. memStream.Read(decryptedMessageBytes, 0,

decryptedMessageBytes.Length);
/l Encode deencrypted binary data to base64 string
14. string message =
Convert. ToBase64String(decryptedMessageBytes);
15. return message; }

In the experimental program it has been calculated
average response time, average throughput and segy
per request with different types of scenarios Ien
Secure, less Confidentiality (A), Highly Secure,nno
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supportable for cache proxies, confidentiality (Bgcure,  confidentiality. In the proposed model, it combinte
non Confidentiality, supportable for cache prox{&, HTTPs’s security and HTTPi's flexibility to providie
Combination of both highly securable and suppoetdbi ~ best WS (transport level). Moreover the user afdite
cache proxies (D). The graph is expressed below. self encrypted data (privacy preserving) in to ester
The below table shows that WS scenarios Vs averagégent, the requester agent again encrypt that in a
response time, average throughput and reply size peparticular data, it created two protections, oseself
request and protocols HTTP, HTTPs Vs Response timeprotection and additional one is agent protection
reply Size. It's clearly explains combinations of FPs  (application level). Suppose any hackers are stashe
and HTTPi provides more secure and most cachemoreover very complicated since the user is doelf s

accessibility in the WS. encrypting this will give more privacy. The request
agent sends the data to next level i.e., messagé e
5. CONCLUSION this message level (SOAP), the header informatam c

be self verified using SAML to avoid TPA. The resul
WS are extended their service to many of the fieldsof this proposal are compared with existing levatsl

like banking division, business division, educatibn got better throughput and response time. In futore
division. One part WS spreading to all the fieltise enhance the performance of the WS security
second part is security needed to providing welkdrac ~ combination of HTTPs and HTTPi.
So day by day have to be enhanced the security, leve In another experimental setup we maintain the
communication level (Protocol). Hence this study is configuration as 13 Processor with 4 GB memory, we
giving clear idea about new technology i.e., corabon conducted the performance test to analyze the HTTP
of HTTPs and HTTPi technology. So comparing all the protocol in various browsers such as Internet Eeplo
protocol the HTTP is providing enormous services, Mozilla Firefox, Google Chrome for throughput
HTTPs are providing security but it is not flexibier (transaction/seconds), average response timesg@aitinds)
example not allowing caches. HTTPi is a flexible bot and response size (KB) and the values are tabulated
much more secure like HTTPs for example not prowjdi  Table4 and the results are shown as gragfign7.

357

® [E response time
® [E replay size

® [E throughput

® MF response time
" MF replay size

# MF throughput

' GC response time

GC replay size

GC throughput

1 2 3

Fig. 7. Comparison of different measurement of HTTP ifiedéint browsers using 13 processor 4GB RAM

Table 4. Comparison of different measurement of HTTP inedéht browsers using I3 processor 4GB RAM
Internet explorer Mozilla firefox Google chrem

Intel3 processor
with AGBRAM Response time Replay size Throughpusf®ese time Replay size Throughput Response timeplaR size Throughput

HTTP 22 10 12 88 10 15 28 10 12
5 12 14 6 12 12 10 12 15
17 12 13 7 12 14 7 12 14
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