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ABSTRACT

Large number of low power, tiny radio jammers apagtituting a Distributed Jammer Network (DJN) is
used nowadays to cause a Denial of Service (Dd&)kadn a Distributed Wireless Network (DWN). Using
NANO technologies, it is possible to build huge temof tiny jammers in millions, if not more. The
Denial of Service (DoS) attacks in Distributed Wiéss Network (DWN) using Distributed Jammer
Network (DJN) considering each of them as sepdPaisson Random Process. In an integrated approach,
in this study, we advocate the more natural bightd random process route to study the impact of
Distributed Jammer Network (DJN) on the connectivif Distributed Wireless Network (DWN). We
express that the Distributed Jammer Network (DJi) oot a phase transition in the performance ef th
target network. We use Birth-Death Random ProdBBER() route for this phase transition to evalubate t
collision of Distributed Jammer Network (DJN) oretbonnectivity and global percolation of the target
network. This study confirms the global percolatmiDistributed Wireless Network (DWN) is definite
when the Distributed Jammer Network (DJN) is notergignificant.
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1. INTRODUCTION Miniaturization of jammers is possible, compared
to wireless sensors, due to the fact that jammars e
A manifestation of the development of radioOnly noise signals without requiring complex
technology is the transition from huge vacuum tubemodulations, filtering, scaling and other signal
radios to micro nanotube radios. This in its walkes h Processing functions. Distributed Jammer Network
ushered in radical changes in the design and usedig ~ (PIN) has many applications in the defense scemdrio

devices. Distributed Jammer Network (DJN) consists? country. New devices such as nanotube radio maly f

of a huge number of tiny low powered Jammersthe|r application in the jamming dust. Distributed

o L ! Jammer Network (DJN) forms a mirror image to the
Fj|str|l?uted inside a targgt n.etwork, W'.th the puspof Distributed Wireless Network (DWN). Distributed
jamming the target Distributed Wireless Netwo_rkjammer network can be deployed to form a low power
(DWN) (Huang et al., 2011). Recent advances in i horn jamming dust, to disrupt the communication
Mlcro—EIe_ctro Me.chanlcal System (MEMS) and NANO capabilities of an adversary, which is more advgesa
technologies (Otiset al., 2004; Weldonet al., 2008)  pecause the naked eye cannot even see the nanotube
make it possible to build sufficient number of NANO jammers, with much reduced effect on self-interface
jammers that the Distributed Jammer Network (DJN)The advantage of self-interface free jamming hasnbe
takes the form of a dust cloud in the air, callechining  amply and purposefully seen in the second Iraq agar
dust of micro sensors (Kalahal., 1999). reported in the Washington post.
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Civilian applications of distributed jammer network Denial of Service (DoS) attack in mobile ad-hoc
include the silencing of cell phones using jammiers network. This kind of attack consumes battery pqwer
restaurant, theatres and conversion halls in mangtorage space and bandwidth. Flooding the excessive
countries where it is legal. Although owning orngi number of packets ma degrade the performance of the
jammers is illegal in USA. In ltaly, jammers are network (Madhavi and Duraiswamy, 2013).
reportedly used in examinations centre to avoid Previous works on jamming concentrates on military
undesirable activities. Second nature of religiousapplications (Huanget al., 2011). Radio interference
services is preserved in temples and churches usingttacks are a serious threat to the operationsnifedess
jammers. Deploying a low-power distributed jammernetwork. Jamming attacks, it is important to untiers
network in the place of high-power jammers is digar the different threat models. The counter measunas t
preferable due to the health concerns. may be employed to defend against jamming atta@ks.

Distributed Jammer Network is different from , oo takes, Denial of Service (DoS) attacks in

tralgjtitionalhj_arrrmer? (thi.ChaEt” a: ZtO:éO) ;Jsgéttby thte Distributed Wireless Network (DWN) by Distributed
military, which are traditionaily located outsi argel - jammer Network (DJN) as a Birth-Death Random

distributed wireless network and produce inferebge rocess X (a) where ‘a’ is the area of analysis ‘ahib

beaming high-power radio signal over long distance he number of linked nodes. The Birth-Death Random

using directional antenna (Huarey al., 2011). As a , X
network with large number of tiny nodes, Distritiite Process (BDRP) confirms that the global percolation

Jammer Network (DJIN) in a huge network perspective?istributed Wireless Network (DWN). _
has a prominent effect on any Distributed Wireless This study is arranged as follows: (a). Materiatsl a
Network (DWN). Distributed Jammer Network (DJN) Methods are in section-2. (b). The Mathematicalsba
has simple redundancy, hard to detect ability, - selfBirth-Death Random Process (BDRP) is in sectio(eB.
interference  free capabilities and low powerResults are in section-4. (d). Conclusion and &iwork
consumption. Given that the total power consumpion are in section-5 and References follow in section-6
constant, the gain of using a large number of jararhas
been brought out in (Huaregal., 2011). 2. MATERIALS AND METHODS

The wide usage of the wireless medium leaves it
vulnerable to intentional interference attacks,idsfby 2.1. Random Process
referred to as jamming. This intentional interferemvith N )
wireless mediums can be used to introduce the Defiia ~ The theory of probability attempts to quantity the
Service (DoS) attacks on wireless networks. Typical chance of occurrence of an event of a random
jamming has been addressed under an external thregxperiment. In a context where the discussion dahao
model (Pelechrinigt al., 2011). The open nature of the restricted to one random variable, we are confabmiith
wireless networks, it has multiple security threatsa family of random variables.
Anyone with a transceiver can eavesdrop on wireless A stochastic process (also called a random process)
transmissions, inject spurious message or jaminegié  {X(t), teT} is a family of random variables, each of
ones. While eavesdropping and message injectiorbean \yhich is a function of time. The set of all valuég) of

prevented using cryptographic methods, jammingkéta he process constitute its state space. If at amjcplar
are much harder to counter (Proano and Lazos, 2012) point of time % is X(t) = 3, the process is said to be at

1.1. General Discussion and Related Work state x, at time t. The set of all time points ¢itate the
time space of the process.

Wireless networks have been used in many A random process with a discrete state space and
applications, such as home automation, military

! . . . continuous time space is called a discrete random
surveillances and entity tracking systems. The lesi®

. e : process. Birth-death random process is a discastgom
nodes have low computational capabilities and akly rocess where discrete state space representsiigen
resource constrained. Routing protocols of wireles P P

networks are prone to various routing attack, sash of connected transmitter nodes in the area ‘antérest
black hole, rushing and Denial of Service (Doé;uﬂu; (called bir_th) and death denotes the d(_emise tkeitirthe
(Ramachandran and Shanmugan, 2011). There is &H€a @ with respect to DWN/DJIN environment.

improved risk of security attacks, to defeat coteta If n is the number active linkages in an area ted &

attacks there is a necessity to authenticate botlesa N — %, as a— o then there exists the global connectivity
points and wireless stations (Moorthy andfor the Distributed Wireless Network (DWN) in-spibé

Sathiyabama, 2012). Flooding is one of the types othe Distributed Jammer Network (DJN).
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3. MATHEMATICAL BASIS 3.2. Linear Birth-Death Process

. If we assume a linear birth-death random process by

3.1. Birth-Death Random Process taking A, = N\ and 4 = ny, birth-death Random Process
Birth-Death Random Process (BDRP) is a discretequations are fori:

random process satisfying the birth-death postsilate

(Veerarajan, 2004; Abramowit al., 2012; Bruce and p SA=(n=INP(a -+ p R

Westwig, 2010) if Ra) = P{X(a) = n} = probability that +(n+1)uP.,( 3 (3.2.1)

the active links of Distributed Wireless Network\W) n

in an area ‘a’ is n, in a birth-death random preces

satisfies the difference-differential Equation: And:
I:)rn = )\n 1'n-1 —()\ + un) P+ H+1 ol form (311) I:yl‘l’l(a) = HH ")‘ (322)
(where' is derivative w.r.t ‘a’) and: It can be shown (Veerarajan, 2004), that the simple

birth-death random process:
P,=-AR+ PR forre ( (3.1.2) .
P.(a)={1-a( 3} 18( #{B( B form (3.2.3)

where \,, U, are the mean birth/death rates when n active

nodes are in the Distributed Wireless Network (DWN) With:
Figure 1 shows, when a birth occurs, the process
goes from state n to n+1l. When a death occurs, thpo(a) =a(9g (3.2.4)

process goes from state n to n-1. The processfigubci
by birth ratesk, where n = 0.0 and death rates,u
where n = 1. .

Solving (3.1.1) and (3.1.2) we get(® [r>0] which
gives P{X(a) = n}, the probability distribution &f(a).
If P'n is small andn =2 and pn = then (3.1.1) gives: E{x(a)} = & (3.2.5)

Also the mean and variance of popular size in a
linear birth-death process X(a) are given by:

URHZ _()\+ w n+l+)\ ' (313) And:

And this is a second order difference equation with A+
constant coefficients with the general solution [@1d  Var{X(a)} = L\ “} gwaf gwa_y (3.2.6)
C2 are arbitrary constants]: H

P = g™+ (3.1.4) Aggin, when no j_ammers_are present the process is a
pure link process with the difference-differentsgistem

where, m, m, are the roots of: (for the linear case) as:

P —(A+ ) meA = 0 (3.15) P.(a =(m3IxR(p-Xm B) (3.2.7)
Given by: For =1 and with the solutions:
1 A ~\a 2a\"t . )
m1,m2 =2T1[(A+u)i(x—u)]:1H (316) PR(ad = & (r &) = . (3.2.8)
where\ = U: Also for the simple birth process {X(a)}:
=(c+cgeé 317 E{x(a)} = & (3.2.9)
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Fig. 1. Birth-death rates for n active nodes

And:
var{X(a)} =¢° (3.2.10)

4. RESULTS

4.1. Birth-Death Random Process Analysis

The random process X(a) denotes the number ofm_f[ A+p) (A= p)]

active links in the DWN with a) = P {X(a) = n}, the
probability distribution of X(a), where ‘a’ is tharea
under consideration where n active links are prtesen

When %, and | are the birth and death rates, the
probability distribution of X(t) are governed byeth
difference differential system given by (3.1.1) and
(3.1.2). We propose to give the general solutiorhaf
system for several special cases.

If P, is small (B, = d—z can be considered as a

probabilistic measure of the rate of change ofwrr't ‘a’
and when R is small, we can interpret it as that the DIJN
effect is not significant).

We get the difference Equation:

MPri—(A o+ 1) P+ R = @ e (4.1.1)
And:

P,= AR+ uR (4.1.2)
The general solution of (3.1.1) is:

P.(a) = AE™ +8%° (4.1.3)

where, m, mp, are the roots of:

HoooM —(A 1+ Hyy) MEA = C (4.1.4)
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_ 1 ()\n+1+ “n+1)
2u”+2 i\/()\n+1+ “n+l)2_

(4.15)

N(A, Ky 2)

and when the discriminate is positive.
In the special casg =A, W, = W for all n, (4.1.5) gives:

=1 (4.1.6)

':\>‘

With:

P = A¢ +Bé
And:
X(a)=Y. nP,— o in general as a» «

Hence global percolation of DWN is definite when
the DJN effect is not more significant.
4.2. Linear Model Wheni, = N, 4, = Ny

In this case the random process results are;

E{ X (a)} =02 (4.2.1)
Var { X(a)} :Riﬂ é““)a{ grwa_ }1 (4.2.2)

Case 1A >,

Then (4.2.1) gives that as-a «, E{X(a)} — .
Hence whenever the jamming rate is less than lgkin
rate global percolation of the DWN is definite.
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Case 2. = |, M’ = (S+A+ 1) mA=C (4.3.6)

Then E{x(a)} = 1 irrespective of the value of a.
Hence for equal jamming and linking rates global  With:
percolation of the DWN is impossible.

Also: "
m:E[S+)\+ u],“— (4.3.7)

)\I'_tu}Var{X(a)}=)\L_t“}(A + u)ﬁtu:la - 1} =2au= 2@

With general solution;

Indicating large variance as-a « and is interpreted s
as hugely dispersed link less isolated Distributed | -paet +B* (4.3.8)
Wireless Network (DWN) nodes. !
Case 3:p > where, A, B, , 1" are constants.

E(x)=e®"* 5 0asa> Taking Inverse Laplace Transforms (ILT):

Hence the Distributed Wireless Network (DWN) dies 1 W
out crashing due to superior jamming effect of the p =A3(a+=)+ Be'd( 3 (4.3.9)
Distributed Jammer Network (DJN). Jamming of H

communications in enemy territory is done due to a
powerful Distributed Jammer Network (DJN) let loose where,$ is the direct delta function. Using (4.3.4) one
on their Distributed Wireless Network (DWN). can compete E{X(a)} for this model, numerically or

4.3.Model with & = p for Any Value of n, PYSimulation.

General Case. 5. CONCLUSION

The difference differential Equation is: ) ) _ o
The Denial of Service (DoS) attack in Distributed

P,=+A\P, A+ ) P+ up, ; & (4.3.1) Wireless Network (DWN) by Distributed Jammer
Network (DJN) as a birth-death discrete random @sec
; : X(a) where ‘a’ is the area of analysis, where E{X(a
IEZEIace transforms solution (Widder, 2010). the mean number of linked nodes of Distributed W&se
Network (DWN) when A, and |4 are the mean
LP, =L, (S) (4.3.2) linking/jamming rates per unit area when n linkexties
are in the area ‘a’.
Then: The difference differential equation for,(R) =
P{X(a) = n} has been analyzed with E{X(a)} and Var
LP'n:SLn[Where B P ﬂ) Whena (4.3.3) _{X(a)} for various case of Ay, Mn yalugs and
interpreted. The quantified results of this Birtleddh
Random Process (BDRP) mathematical model,
confirms the theoretical hypothesis that the global
percolation of Distributed Wireless Network (DWN)
is definite when the Distributed Jammer Network
(DJN) effect is not more significant.
Hlpoo =(S*A+ 1) Ly +AL,= 0 (4.3.5) In future, analyze this study using, the topology
employed in the network, medium used for data acces
This is a second order difference equation with and data transfer rate (time) rather than linkedeso(n)
constant coefficients, with auxiliary Equation: and area (a) that is in our approach.

On taking LT, (4.3.1) gives:

(S*A+U) L, = AL+l (4.3.49)
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