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Abstract: Problem statement: Distributed Denial of Service (DDoS) was a seritdhieat to the
internet world that denies the legitimate usersnftweing access the internet by blocking the service
Approach: In this study, we proposed a novel approach, Gebgeal Division Traceback (GDT) for
efficient IP traceback and DDoS defense methodol®dyoS attack was one of the most serious and
threatening issue in the modern world web becatige notorious harmfulness and it causes the delay
in the availability of services to the intended ngséResults: Unless like a traditional traceback
methodology, GDT proposes a quick mechanism tatifyethe attacker with the help of single packet
which imposes very less computational overheatherrouters and also victim can avoid receiving
data from the same machine in future. This mechari IP Traceback utilizes the geographical
information for finding out the machine which wassponsible for making the delay was proposed.
The IP packet consists of the subspaces detailshioch the path denotes. It helps to make sure
whether the packet travels in the network and falthin any one of the subspaces. The division of
subspaces leads to the source of attack sys@uwnclusion/Recommendations. This method
possesses several advantageous features suchyasrae@ssing to the attacker and improves the
efficiency of tracing the attacker system.

Key words. network security, distributed denial of serviceR traceback, packet marking,
Geographical Division Traceback (GDT)

INTRODUCTION AD and PAD principle determines the attacker and
throttles the incoming traffic in the divide andhquers

Internet is highly used in the most of our daylay fashion. It appli_es a “divide and_ conque_r” strateagy
life applications. It is a very essential resoufimeevery ~ Separate attacking hosts and filter their trafflthe
one of us. It is our duty to secure this importantAD/PAD integrates the concepts of pushback and
resource from all the threats. One way of ensuring@cket marking (Al-Duwairi, 2006). AD/PAD’s
internet security is making the internet servicailable ~ framework is in line with the ideal framework of BB
to the end user all the time. But DDoS is an attadlich mitigation schemes in which the attack detection
makes the web server incapable of providing normamodule is placed at the victim end and the filtgrin
services to the authenticated user. So the welerseill  module is placed close to the attack sources. It is
not available even for the legitimate users. Hehde  capable of tracing back and mitigating attack icaff
very critical to identify a standard mechanism f&r from multiple attackers simultaneously, thus
traceback and defending against the DDoS attackenabling it to handle large scale attacks (Ghamadi
Traditional IP traceback mechanism will identifyeth Hassan, 2011). It performs both the IP traceback an
attacker with the help of source address fieldhef P defends against the attacker. But this approacls add
header. But possibilities are there for the attadke additional overhead on the routers.
change the address resides in the source addrless fi Another approach for DDoS attack mitigation and

To overcome the above mentioned problem, manyttack detection is the Directed Geographical Toack
traceback mechanisms were proposed. One suc(rDGT) (Gao and Ansari, 2005). This DGT principle
principle was “Attack Diagnosis (AD) and Parallel requires a direction field in the IP header thatsists
Attack Diagnosis (PAD)” (Chen Rt al., 2007). This  of g sub fields that denote 8 possible geographical
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directions. The internet path length can't be mibi@n  the increasing in the accessing of the networkuess
32 bits and is required to encode each directionPy an outside unauthorized user. These users ame fr
Therefore 40 bits are required for all directions.different geographical regions and different coiestr
Therefore, when a router forwards a packet usin his makes the traceback process difficult in thal r

DGT, it first decides the next hop then decreasts T ime situation. The information transmitted fromeon
by 1’ and adds 1 to the corresponding direction su outer consists of the source address and thendésti

. . : ddress along with the information content.
field. Irrespective of the source IP address whdah g

VS ] - The advantage of our method is, it will split the
be spoofed, victim can locate the relative locatdn  entire network into various sub-networks helps to

the attacker from the direction field when a packetdentify the attacker in an easy manner with the o
arrives towards it. existing geographic information. The geographical

But the DGT approach has some limitations. Thisinformation helps us to trace the system of soufce
principle will not work well if the router has mothan  attack resides in the network. In this study, we
8 interfaces.DGT cannot handle spoofed marking. Nopropose the assumptions should be made before
only the DGT, spoofed marking cannot be handled byreceding the traceback process followed by the
the IP traceback mechanisms. Hence a very efficienmethod which is used for tracing the source ofcétta
traceback and attack mitigation mechanism issystem. Finally the result is compared with theeoth
required to overcome the limitations in the aboveeXxisting traceback schemes.

mentioned two approaches. Hence we propose a fa tssumptions: We assume the entire network path as
convergence IP traceback mechanism calle

N ; o , imilar to the continents of the earth. We cantgpi
Geographical Division Traceback” (GDT). earth into four equal pieces like dividing the nmajo
problem into sub problems using the divide and
conquer problem solving principle. This idea leads
The Distributed Denial of Service attack is a majo the system to follow the divide and conquer appitoac
threat to the modern network community. In the enes  for identifying the system in the network. This tmed
generation, a DDoS attack poses more threat te largfollows the geographical traceback approach for the
number of organizations. The reason is, the nurober Victim identification process. This scheme bringe t
systems involved in accessing the internet is msirgg  fact that the path from one node to another is more
day to day in a rapid manner. Due to this, thditrand associated with t_helr _geographlcal locations. Our
the information access become difficult. The préwen f[racebac_k mec_hanlsm is related to thg geographical
measures against this attack is also a major diffic information mainly based on the direction of attack
task due to various reasons like increase in traffi paths. We can dete_ct the_att_ack source even when on
availability of latest technologies for packet of the routers is quiet. This information is veryetul
transmission and increasing the usage of intemena for IP traceback since one can counteract accdsding

the address used by the victim machine.
the people. To overcome theS(_a drawbacks, we hawe fo Earlier traceback works count on the target’s &P
basic countermeasures against the attacks name[!%es

q . N . d back erve against the DDoS attacks. As our method
etection, mitigation, prevention and TracebacksMo 'y 5iants marking information in each single packed

of the researches are carried out mainly in the tWe -a4 pe made used to discard the attack packachw
areas namely Attack Traceback and Attack Mitigation haye similar marking. Thus the victim can actively
This study focuses mainly on the Traceback of IPfiiter packets rather than inactively obtain tramet
addresses used for the information transmission anfihe network and traffic are assumed as follows:
attack process. It will be carried out after atacit
has been launched and it will prevent the forthecami .
attacks to the system.

Attack Traceback addresses the problem of ,

MATERIALSAND METHODS

An attacker may produce any number of attack
packets
Attacker may be conscious that they are being

collecting information about individual packet
forwarding agents and collating this data to obtain

approximate Internet router-level graph (attacketre.

rooted at the victim); whereby tracing the routjpath

traced
The attack packets may be small
Routing is not circuitous

that any packet has taken, provides sufficientsbfsi * /A router recognizes its direction with respectte i
attack attribution (attack tree leaves). The Attack adjacent routers in any of the coordinates involved
traceback is necessary for cleansing zombie attsacke In it

while also being of critical forensic value to law * Routing behavior may be unstable

enforcement. The major sources of attacks are due # Router should be static in nature
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Most of these assumptions are got from (Xi@hg Once it got divided, each quadrant will be assigwét
al., 2008) and (Savaget al., 2000). The first two two bit identifier as mentioned in Fig. 2.
assumptions are associated with the abilities ef th In the next iteration, each quadrant of 12751800
attackers like Packets with spoofed source IP a&ddre sq.km will be further divided into 4 quadrants @ich
that can be generated to decoy the operation 081879500 sq km and those four portions will be mgai
traceback. The third assumption makes us to impi¢me given identifiers 00, 01, 10 and 11.
mechanism that can deal with not only the floodedas If the packet originates from any machine, its
attack but also the single packet attack. The fosrto  oqgraphical information will be encoded in the IP

exhibit the internet measurement and is significant . - . .
the design of the IP traceback mechanism. Thgeader when it enters into the first router. Gepljical

traceback mechanism should have the power tbnform_ation i_s nothing  more _than the bit valu_e
differentiate if two packets from same source tmea associated with the corresponding quadrant. Conside

destination traverse in different paths. The fifth the following example information in the IP Header.
assumption is associated with the observation of
Subramanian (Burch and Cheswick, 2000; Snoeten
al., 2001) which depicts that as networks get richer 00 01
connections, Internet routes are less likely to be
circuitous. Finally we consider the routers. lvigal to

the feasibility of GT, the comparative direction af
router with respect to its adjacent routers cakrimvn 10 11
through network configuration. The routing informoat
should be updated periodically.

GDT principle: By combining AD/PAD (Cheret al.,  Fig. 1: Assigning values to the Quadrant
2007) and DGT (Gao and Ansari, 2005) Principles, we
propose a new scheme called Geographical Division
Traceback (GDT). As per our GDT Principle, the
attacker will be identified with the fast convergen
using single packet. Because whenever a malicious
program originates from a location, its geographica
information will be encoded in the IP header. To
perform traceback, victim does not have to usecur
IP address to locate the attacker. Because IP sxidre
can be spoofed. The steps involved in the proposed
Traceback scheme are as follows:

e Consider the Entire world as a grid

. Itis divided into various subspaces Fig. 2: Division of geographical locations

» Every subspace has two bit |den_t|f|er Table 1: Geographical information
* Repeat the steps 2 and 3 until the attack sourCReference Total area Total area of the
region is identified Variable of the world in world in sqr.
sqr.km (water+land) km (only land)
. : . 510072000.0 148940000.0
The value is assigned to the geographical quadrar@A,4 127518000.0 37235000.0
as mentioned below in Fig. 1. C=B/4 31879500.0 9308750.0
The entire geographical location can be covered=C/4 7969875.0 2327187.5
b i : ; =D/4 1992468.8 581796.9
y assuming the total area including the land an
. X ! =E/4 498117.2 145449.2
water. The details of the Geographical locations ar 5_g/, 124529 3 36362 3
as follows. H=G/4 31132.3 9090.6
The information’s mentioned in the below Table 1|=_H//4 7783.1 2272.6
are extracted from (Keromytit al., 2002). The entire f{:';;,r 12;2'2 fgg'g
world of 510072000 sq km will be initially dividedto L=K/4 121.6 355
4 equal quadrants. As a result, the world will bedéd  M=L/4 30.4 8.9

15.2 4.4

in to four equal quadrants each of 127518000 sq knd¥=M/2
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0 4 8 16 19 31 used for reassembling fragments. Since the fragrdent
Version | THL | 768 Total Length packets are very rare, ID field of 16 bits can bedufor
Identification | Flags [ Fragments storing the information (Gao and Ansari, 2005).
| Header Checksum But these 16 bits are not sufficient to encode the
Source [P address information about all the 13 times of division pess
and its quadrant value. Hence in addition to ttygie of
Option field (if any) service field of the IP header (Xiaegal., 2008) which
is of 8 bits and a flag bit can also be used tmdadhe

Destination IP address

IP Data . . . ]
information. So in total we have 25 bits (16+8+%) a
shown in Fig. 3.
Fig. 3: The IP header fields (darkened) utilize®RT The utilization of these bits for storing the

geographical location leads to the identificatidnttee
location to which the source of attack belongsTioe
information can be stored based on the order oftiie
division of the geographical region denoted in Big.

Assume that the entire world got divided into four
quadrants. First quadrant is given with the idémti00;
second one with the identifier 01, third with th@& and
fourth quadrant is 11. In the next iteration, each
quadrant is further divided in to four other quatdsa
and the same process got repeated four times as
shown in Fig. 5. Attacker’s location is depicted in
the below picture. The packet started from that
location will have the following information in the
ID field of the IP header.

The sample algorithm for tracing the source of
attack can be as follows:

/* Number of elements in the “FixVal” array to the
number of subspace of Geographic’G” */

FixVal:= allocated_mamory(G.tot_space);

For (i := 0; i <= FixVal ; i :=i+1)

For (j := 0; j <= FixVal ; j :=i+1)

Fig. 5: Subdivision of the Earth Routerval[i][j] := 0;
end For
Table 2: Performance evaluation of GDT with otlrecéback techniques Flag:=0;
Capability to mitigate end For

Techniques Scalability the effects of attack Routerval [ ][] =G Subspace.
il Cood Poor For(i := 0; i <= FixVal ; | :=i+1)
DGT Good Good T e v
GDT Good Best For(j := 0; j <= FixVal ; j :=i+1)

If(Routerval[i][j][==space_A)
Path_set][i][j] := Search_path(flag,i,j);
Flag:=Flag+2;

Else If(Routerval[i][j]==space_B)

In order to traceback the packet with the above
information, victim can directly trace the attackethe

first quadrant (00) of the world. In that first glrant, Path_set[i][j] := Search_path(flag,i,j);
tracing can be further confined by searching theket Flag:=Flag+2;

in the fourth quadrant (11) of the first quadrarracing Else If(Routerval[i][j]==space_C)

can be further confined based on the information Path_set[i][]] := Search_path(flag,i,j);
available in the next coming fields. Hence tracihg Flag:=Flag+2;

Else If(Routerval[i][j]==space_D)

attacker can be done quickly. Path_set[i][j] := Search._path(flag,i.))

Identification field of the IP header is usually

. : Flag:=Flag+2;
used to conduct packet marking (Xiasgal., 2008) Else
and (Al-Duwairi and Govindarasu, 2006). It is only Return Path_set;
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Break; CONCLUSION
end For . .
end For In this study, a new countermeasure GDT is

o ) proposed to defend an attack from any part of thddv
As per the GDT Principle not only the four times wth a single packet. “Divide and conquer” approéh
of division as that of in the above example, thejnplemented to detect the attacker and throttle the
division of space into the 4 equal subspaces Vvéll b jncoming traffic. This GDT principle is capable of

repeated 12 times.. Because of this divide an andling large scale attacks with several advastage
conquer approach victim will be end up with thefollows

location of 4.4 sq km. In that small area, only one,
router will be there using which attacker can be
easily traced. The performance evaluation of GDT
with other techniques is listed in Table 2. °

RESULTSAND DISCUSSION

This study helps to analyze the packet informationatta
and filter it based on the available informationfeleds
the information in the packet only once when itegst
into the first router in the network. The computatl
burden and scalability comparison with different
techniques is shown below in Fig. 6.

As a result, the GDT technique stands best among
the various other existing techniques.

It utilizes the available path information for ¢hag
the source system and hence the traceability is
improved. It enables the router to reduce the cath
in packet forwarding and hence the tracing is gasil

The Performance comparison based on the number
of router traced is shown below in Fig. 7. Theules
shows that the performance of the other existin
tehcniques reduces as the number of routers theepac
crossed increases.

info
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Fig. 7: Traceback capabality in GDT
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Fig. 6: Comparision among diferent Techniques
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Easy to detect the attacker with the single packe
information

Does not involve complex calculation
Easy to mitigate and prevent the further attacks

The future work involves the Thwarting of DDoS
cks and reduces the traffic by routing the
rmation packet as early as possible.
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