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Abstract: Many people consume multimedia content (imagessiecnunovie) on portable devices
like DVD player, MP3 player, Portable Multimediaakér and also through Internd®roblem
statement: The conventional algorithms such as DES and AEBnat be used directly in
multimedia data, since multimedia data are repéatedve high redundancy, large-volumes and
require real-time operations, such as displayingtireg, copying, bit-rate conversion and so foih.
block cipher is usually used to encrypt multimedantent because of its reasonable security and
performance Approach: In this study, we introduce a naive approach of edfitimultimedia
content encryptiorschemewhich uses a block of bits rather than bytes orlgixThe proposed
block cipher encrypts any type of compressed meltiia content by random substitution using
binary tree traversal, row shifting and column sh¢. Results: Experimental results show that the
new algorithm has better performance than DES dlgur encrypting multimedia content by
dividing the plaintext by block€Conclusion: The proposed algorithm is implemented for all type
of multimedia files like audio, video, images arektt data and this algorithm can be used to
multimedia data during transmisson through Inteorehrough any communication channels.
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INTRODUCTION * Integrity: Assuring the receiver that the received
In today's information age, data transmission play message has not been altered in any way from the

an important role which is contributed to the griowf original _

technologies. Electronic security is increasingly® Non-repudiation: A mechanism to prove that the
involved in making communications more prevalent. ~ sender really sent this message

Therefore, a mechanism is needed to assure thétgecu Digital Rights Management becomes important,

and privacy of information that is sent over the . . ;
. L . which controls digital content usage under wireless
electronic communications media is in need. Whether

the communications media is wired or wireless, bothenwronment. In a typical DRM model, a block cipkeer

can not be protected from unauthorized reception o#:ur‘zlgsgﬁggl éoszgﬁ?iipt ;]Léltlrr;(reg?m(;c:]r;t:n}tbigcalis:
interception  of transmission. While modem Y P ’

cryptography is a vast and complicated field, thsids users want long playtime and quick responsivenéts w

random access.

are easy to understand. In recent years, more @ne m
businesses make use of communication networkse shaMultimedia content protection: While using the
potential information and therefore sensitive de&ta multimedia content through standby devices and
located in communications network transmissions thathrough Internet, the end user wants a quick respon
are connected all over the world. This commitment t for playing multimedia data.In general user feels
data communication has increased the vulneralbifity uncomfortable if the response time exceeds onenseco
organization assets. Computer fraud is becomingobne Playing the multimedia data after full decryptiormyn
the most popular crimes in our days. not satisfy user’s requirement due to large sizdaté.

Cryptography is necessary when communicatingSo alternating with decrypting and playing data rbay
over any untrusted medium, which includes just &boua good method to reduce sensory activation time.
any particularly, the Internet. Within the contettany
application-to-application communication, there a
some specific security requirements, including:

reContent  protection by symmetric cipher: In
cryptography symmetric and asymmetric cipher aszlus
to prevent unauthorized access to multimedia coateh
*  Authentication: The process of proving one's idgnti illegal distribution. A symmetric key cipher usdset
» Privacy/confidentiality: Ensuring that no one cansame key for data encryption and decryption andires|
read the message except the intended receiver  two communication parties share the key. The eticnyp
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speed of symmetric key cipher is faster than tHat oTong and Cui (2008) proposed a new encrypting image
asymmetric key cipher. A block cipher takes fixeddth ~ scheme using the new compound chaotic function by
groups of bits termed blocks from plain text asuinpnd ~ choosing one of the two one-dimensional chaotic
performs permutation and substitution (Schenie®6)9 functions randomly. Zhi-Liangt al. (2011) proposed an
Finally, same length of block is generated as &erip image cryptosystem employing the Arnold cat map for
text. In CBC, encryption mode of block cipher emqtsy bit-level permutation and the logistic map for dsgion.
each plaintext block with an adjacent cipher tdgckh  (Ali et al., 2007) proposed a block-based transformation
and key. Therefore, it can decrypt any specifieatlbl algorithm based on the combination of image
immediately with key because all blocks are cifagt. transformation and a well known encryption and
decryption algorithm called Blowfish.

Video encryption algorithms based on secret key
and public key methods are formulated and public ke
cryptography is not applicable since the operations
require large amount of time which is not suitafde
video conferencing (Bojnordiet al., 2005). Video
encryption algorithms can be classified as follows:

The selective encryption: Multimedia data have
different characteristics from text data. It is not
necessary to encrypt data completely for protecting
huge multimedia file (Cheng and Li, 2000). In theaa
of multimedia security, “selective encryption” is
devised to protect multimedia content and fulftlet
security requirements for a particular multimedia~ "; : . . . .
application. Selective encryption is the technicafe Naive algorithm, selective algorithm, Zigzag algom,
encrypting some parts of multimedia content whileRC4 and AES. The idea of naive encryption is to
leaving others unencrypted. It may be a goodENCTYPt video streams as byte by byte. Naive algori
alternative to full encryption since it can cause®nCTypts every byte in the whole video stream &edd
significant loss of quality during playing. Some @lgorithms guarantee the most security level.
multimedia applications such as TV broadcastingireq However, it is not an applicable solution if thees
much lower level security. In selective encryptignis ~ Of the data is large. In selective algorithm, ftawels of
an important issue to determine which parts of tatae ~ Selective algorithms are suggested. These fourldeve
encrypted. Possible approaches are to encrypt son@e encrypting all headers, encrypting all headecs |
important parts of content; to divide content into (initial) frames, encrypting all | frames and alblocks
fragments and then encrypt every' Ktagment; or to in P and B frames and finally encrypting all franaess
encrypt randomly chosen parts. Only encrypting somé Naive algorithm to guarantee the highest segurit
important part can show performance improvementThe idea of ZIG-ZAG algorithm is basically encrygi
However, there are no general algorithms to seledhe video streams before compressing them. Explicit
important parts of content. On the other hand,ygrticrg ~ when mapping the>8 block to a k64 vector each time
every N fragment of content is practically useless. in the same order. We can use a random permutation
map this transformation of thex8 block to the %64
Related work: Many encryption algorithms are vector. Therefore, the concept of the encryptioy ke
developed for securing images itself. By applyihg t does not exist in the ZIG-ZAG permutation algorithm
principles of cryptography the images can beOnce the permutation list is known, the algorithifl w
considered as data blocks or streams. Another methmot be secure any longer.
of image encryption is implementing scrambling  Shi and Bhargava (1998) proposed a new video
algorithms for encrypting images by decomposing theencryption algorithm called VEA depends on dividing
original image into its binary bit planes. Zhetal. the video streams into chunks. These chunks are
(2009) proposed an image encryption algorithm byseparated into two different lists (odd and evets)i
performing XOR operation with key image, inverting Applying encryption algorithm like DES to the eviist
the components of bit planes and generate the giecty and the final cipher is concatenation of output of
image by selected scrambling method. Xiao and Xiancryption algorithm XOR with the odd list streams.
(2008) proposed an image encryption algorithm inRC4 is stream cipher structure in which it encrypts
which the position of images are shuffled and state plain text one byte at a time with variable lengtty
hyper chaos are used to change the grey scaleeof tRize from 1to 256 bytes (8-2048). RC4 is a symmetri
shuffled image. Amiret al. (2010) proposed an image encryption algorithm in which the same key is ufmd
encryption algorithm which encrypts 256 bits plain encryption and decryption. The algorithm is based o
image to 256 bits cipher image using cryptographiche use of random permutation. RC4 is the mostlwide
primitive operations and non linear transformations used stream cipher used in the SSL/TLS (SecureeBock
Yoon and Kim (2010) proposed a new imagelLayer/Transport Layer Security) standards that have
encryption algorithm using a large pseudorandonbeen defined for communication between web browsers
permutation which is combinatorially generated fromand servers in which it encrypts plain text onechgtt a
small permutation matrices based on chaotic mapsime with variable length key size from 1-256 bytes
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MATERIALSAND METHODS in each row. If the permutation sum is odd then
perform row wise left shifting M times otherwise
perform row wise right shifting M times

SStep 8: Perform column wise downward shifting M
times if the sum of permutation along column

Proposed algorithm: The objective of our scheme is
both to reduce the computational requirement
compared to encrypting a whole file with only adio
cipher and to strengthen security comparativelyhas N : .
of selective encryption. In our proposed algorittiva WISE 1S even, Othefw'se perform columr_1 wise
block of multimedia content is represented as lyinar upward Sh'ﬁ.mg M times. The resultant bits are
tree in the initial step and matrix format in siuEsiee termed as cipher text C

steps for row shifting and column shifting. ] ) ] o
Decryption algorithm: The cipher text C is given as
Encryption algorithm: The proposed algorithm input for the decryption:

encrypts the plaintext block by block and each kloc

contains 2" bits. As the first step of the encryption Step 1: Reverse the permutation P aBR...P;
process, each 22n bit plain-block is represented as giep 2:  Construct the binary tree for each blockef

complete binary tree. cipher text as the same way of encryption
Step 1: Arrange the block of bits of sizé™as complete  Step 3: Apply randomized substitution by choosing

binary tree. The successive bits of the plainteside in the nodex at the position Pof the binary tree
each level and the construction of complete birieeg ~ Step 4: Let ' in Eq. 2 denote the sum of bit valae
continues until for all bits of the plaintext. Déeahe all nodes, starting from root node, traversing
plaintext f = B (I, x), | denotes each level of thimary all levels until the node with the sum of all
tree and x would be the position of the node adngrth nodes of the sub tree rootedkat

the permutation position, the MSB is at root nodé the
consecutive bits are added as left and right ddtildach

|

level and the LSB is attached as leaf node andnthite Z':Z B(ix)+ > B(k,X) (2)

can be of left or right child of any node in theyious =0 Aok

level of leaf nodes. footdax

Step 2: A random permutation P is generated by keyStep 5: If z’=0, the value ak is replaced by O,
based permutation algorithm, so that P= otherwise the value atis replaced by 1.
{P1,P,,Ps..R.} is the subset of {1, 2...n}. Step 6: Repeat the process for all nodes at positio

Step 3: Apply randomized substitution by choosing P.,P..1Pn2...P. and the resultant bits are termed
the node x at the position & the binary tree. as pseudo plain text

Step 4: Let z denote the sum of bit values at all nodesStep 7:  Arrange Cinto logVn X logVn matrix A and
starting from root node, traversing all levels assign the permutation position. P.P, to each
until the node »with the sum of all nodes of element A Find the sum of permutation
the sub tree rooted at x and the value: positions for each row. Let M be the count of

1's in each row. If the permutation sum is odd
then perform row wise right shifting for M

|
z= JZ(; B(5.x) +ka”2 B(k,x) @) times otherwise perform row wise left shifting
o e for M times
rootedatx Step 8: Perform column wise upward shifting M times

if the sum of permutation along column wise is
even, otherwise perform column wise
downward shifting M times. The plaintext bits
are retained after decryption

where, B(j,X) in Eq. 1 denotes the value at a node
level j along the path from the root node to x &tk,x)
denotes the value at a nodkhe sub tree rooted at x:

Step 5: If z=0, the value at nodeis replaced by 0,
otherwise the value at nodés replaced by 1

Step 6: Repeat the process for all nodes at positio
P;,P,,Ps...B, and the resultant bits are termed
as pseudo cipher text, C

Propertiesof the proposed algorithm:
Property 1. The algorithm takes O (n), both for
encryption and decryption.

) : . Proof: The creation of binary tree takes O (n) time. The
Step 7: Arr_angc; Linto Iog\/_n X Iog_\/_n m;\tprlx A anﬂ generation of pseudo random permutation takes O (1)
assign the permutation position. P, t0 €ach — yime "Each substitution takes o (1) time. Sincedlare
element A Find the sum of permutation . glements to be replaced, substitution takes Qir(r®
positions for each row. Let M be the count of 1's 314 it is shown in Eq. 3:
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DISCUSSION

Security analysis. This section addresses the security
of the proposed encryption technique and analykis o
experimental results.

The pseudo random permutation which is
Proof: A node x in binary tree is taken and let x occupygenerated by the key value has no influence on the
the position Pin forward substitution. Let z be equal to plaintext recovered from the decryption processs It
the sum of all values at all the nodes startingnfthe  because the key is only used to determine the pseud
root node up to x plus the values at all nodeshefsub random permutation and never used to change tle val
tree rooted at x. of any other bit in the plaintext.

k(k +1)
2

i(1+ >My= + 2{1—71_) = 0(n) (3)

2k1

Property 2: The algorithm correctly decrypts the
cipher text C into the original plain text.

Case 1: If z is even the value a = 0 at noxldf already  Differential attack: To test the influence of one-pixel
a =0 the result b = 0, since z-a is even number=i1 change on the whole encrpted image, two common
at node x the result b = 0, z-a becomes odd. Imeasures NPCR and UACI are used. The Number of
decryption the value at b=0 at noxlés retained as b = Pixels Change Rate (NPCR) measures the differaat pi
0 = a, because z-b, z-a = even, if a = 1 therchdsged numbers between two images and UACI(Unified Average
to b=0,because z-b = z-0 = (z-a)+a is even. Sine® ( Changing Intensity) measures the average interity
is odd, b is changed to a = 1. differences between the plainimage and the ciplag@m
) ) For the calculation of NPCR and UACI, we have taken

Case 2: If z is odd, the value a=0 at node x is changedyq encrypted images ;Eand B and assume their
E(Z) 2):|15 (t)rt;zrfore z= z-a = (z-1)*1 = (z-a)+a, if amly  corresponding plainimages have only one-pixel difiee.

In decryption the value b = 1 at noxlés changed
to a=0,therefore z = (z-a)+a = (z-a)+l=even,b=1 is
changed to a = 0.If a = 1 then a is returned aszb=1
(z-a)+a is odd,(z-a) is even, z = (z-a)+1 is odd, bis
returned as a = 1.

RESULTS

The proposed algorithm is experimented for all
types of multimedia files (images, music and
videos).The multimedia content of any type is
converted into binary format and applied to endoypt
The encrypted image of lena image by Blowfish
algorithm and proposed algorithm is given in Fig-cl
The results for music and video files show thatlibth
encryption and decryption time for music and video
files are lesser than their play time, so playifigpath
the files are started parallel along with decryptio

The Table 1 and 2 show the experimental results of
encrypion and deryption time for image files, music
files and video files.

The results for music and video files show that th Fig. 1: (a) Plainimage), (b) Encrypted image by
both encryption and decryption time for music and Blowfish algorithm, (c) Encrypted image by
video files are lesser than their play time,so ipigyof Proposed algorithm
both the files are started parallel along with gption.

Table 2: Comparison of decryption time of propoa&gbrithm with

Table.1: Comparison of Encryption time of proposégbrithm with DES algorithm
DES algorithm Decryption time
Encryption time File File
File File - type size DES Proposed algorithm
type size DES Proposed algorithm Tmage (jpg) 4.3 MB 45 min 11.14 sec
Image(.jpg) 4.3 MB 4.3 min 9.56 sec 4.7 MB
Audio(mp3) 4.7 MB (play 4.4 min 7.44 sec Audio (mp3)  (play time 4.8 min 9.98 sec
time:6 min) :6 min)
76MB(play 18.48 min 1.56 min 76MB (play  25.48 min 2.43 min
time:3 min) time: 3min)
Video(mp4)  255MB (play 45.37 min 7.13 min Video(mp4) 255MB(play 52.37 min 11.28 min
time:15 min) time:15 min)
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Fig. 2:(a) Histgram of Plain image,(b) Histogram
Encrypted image by Blow fish algorithm,(c)
Histogram of Encrypted image by proposed
algorithm

Let W and H are the width and height of image dwd t
gray-scale values of the pixels at grid (i,j) ofdbd & are
labeled as Hi,j) and E(i,j) respectively. Define a bipolar
array, D, with the same size as imagesafid E. Then
D(i,j) is related to i,j) and Efi,), if E4(i,)) = Ex(i,j), then
D(i,j) = 1 else D(I,]) = 0. The two measures NPQRI a
UACI are defined in Eq. 4 and 5 are given below:
PISICH)
W.H

NPCR= *100

(4)

1, 2, B ) - E2(,) 100
255

UACI =

®)
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Tests have been performed on the proposed
algorithm, taking randomly a pixel of the original
image and make a slight change on the gray-scedt le
of this pixel. The encryption algorithm is perfortnen
the modified original image and the two measure€NP
R and UACI are computed. We obtained NPCR =
99.85% and UACI = 33.58%. The results show that a
slight change in the original image results in aagr
change in the encrypted image implies that the
proposed algorithm has a good capability to retist
differential attack.

Histogram analysis. An image histogram illustrates
how pixels in an image are distributed by graghi
the number of pixels at each color intenkitel.
The Fig. 2 gives the histogram of plain images and
encrypted images. We have calculated and analywed t
histograms of the several encrypted images asaseéts
original images that have widely different contefle
histogram of the cipher images from proposed algari
are shown in Fig 2. The encrypted images bear no
statistical resemblance to the plainimage. It éaclthat
the histogram of the encrypted image is fairly ommf
and significantly different from the respective bigams

of the original image and hence does not providg an
clue to employ any statistical attack on the prepos
image encryption procedure.

Correlation analysiss We have also analyzed the
correlation between two vertically adjacent pixeiso
horizontally adjacent pixels and two diagonally
adjacent pixels in plain image and cipher image,
respectively. The procedure is done by randomly
selecting 100 pairs of two adjacent pixels from an
image. Then, the correlation coefficient is calteda
using the following formulas in Eq. 6-9:

r, = cov(X,y) 6)
\Dx* Dy
1& .
E(x)=—z Xi @
D() == 3 (x, ~E()’ ®)
cov(x,y)== Z (x = ECO(y — E(y)) 9)

Correlation coefficients of randomly chosen 100
pairs of two adjacent pixels have calculated fairpl
image, cipher image encrypted by Blowfish algorithm
and the cipher image by proposed algorithm. The
correlation coefficents of plain image and encrgpte
images are given in Table 3.
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Table 3: Correlation coefficients of images performance speed. The scheme is more secure for
o Plain Encrypted image Encrypted image  differential attacks, known plaintext attack, chwose

a're_Ct'on | g":ng (oB(I)os\AzllelSh) (grgﬁ;‘;d) plain text attack and able to encrypt large dats wéth
orizontal . . . o] H H <

Vertical 0.9858 0.0898 0.04912 fefflmenlttgnd sec:gret\./vay. So, our algorithm is pigbng

Diagonal  0.9712  0.0548 0.00348 or real-ime applications.
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