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Abstract: Problem statement: Piracy in the presence of internet and computerggs to be a biggest
damage to the industry. Easy editing and copyingr@ges yields a great damage to the owner as
original images can be distributed through intenreaty easily. To reduce the piracy and duplicity of
the digital multimedia files, digital watermarkirtgchnique is dominating over the other available
techniques. There are certain methods or attackshvelie used to damage the watermark. One of the
major attacks is histogram equalization and redutie number of histogram equalized levels. Thus,
there is a need to develop a method so that thermatk can be protected after histogram
equalization.Approach: A blind digital watermarking algorithm is presedtwhich embed the
watermark in frequency domain. Firstly, DWT is dpglon the original image and then DCT on the
4x4 blocks to target the particular frequencies efithage for embedding the watermark which does
not have more effect after histogram equalizatideo, to enhance the security of the watermark dual
encryption technique is deploye®Results. Algorithm applied to four images which are Lena,
Cameraman, Baboon and Peppers. The evaluatior @ldlrithm is calculated in terms of peak signal
to noise ratio and non correlation. The resultsverthat the algorithm is robust to histogram
equalization attack up to 2 grey leveGonclusion/Recommendations. The developed algorithm
proved its performance against histogram equatinabiut the algorithm can also be checked for the
other attacks which can be addition of white noGayssian noise, filtering.
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INTRODUCTION 2

Due to busy lifestyle, the only source of 15 -
entertainment is television or computers. But, if
someone is getting the entertainment on computgr ju 1 -
like television then it will be great option for
everyone. The digital representation of media files 05 =
possesses advantages of portability, efficiency and
accuracy of information content. This is the raaso
that piracy is in full swing. Everybody wants ldates
images, audio files or video files and they ardiggt
it on the internet, free of cost. The penetratidn o
internet in the wolrd population is shown in Fig. 1
The original producer of the file even doesn’t knowDigital watermarking is intended to complement
that the file created by him/her is available foeef  cryptographic  process  (Bloom, 1999) and
through internet and even if knows, nothing can beSteganography. A specific code or mark is embedded
done. Here is the point, when the need of som@ermanently inside a cover multimedia file which
method comes in so that the actual producer caremains within that cover invisibly or visibly evafter
prove that the file belongs to him/her. decryption process. Watermark must have the

There are many solutions for this problem likecharacteristics  like  Imperceptibility,  Security,
Steganography, cryptography and digital watermarkin Robustness, Adjustability and Real-time processing.
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There are several methods of embedding then gray level images, which is based on DCT transfo
watermark. The watermark can be embedded in spati@nd spread spectrum communications technique.dn th
or frequency domain. Generally, frequency domainmethod, they achieved higher because of embedhéng t
watermarking is more robust than the spatial domainwatermark in low frequency. In addition, higher
DCT and DWT are the methods by which an image cafmperceptibility was gained by scattering the
be converted into frequency domain. In some of thevatermark's bit in different blocks. In the studydng

techniques, watermark is embedded by using combine® @., 2008), during the embedding of the
DCT and DWT methods. watermarking, discrete wavelet transform is dorstlfi

and extracted the low frequency part as the embgddi

) ) . field; then the chaotic sequence was used to enhtingp
Related works: There are certain techniques which \yatermark and transform the encrypted part ancheitr
uses DWT to convert the cover image into its fremye  the |ow frequency; finally, authors embedded the lo
domain. In paper (Ghannam and Abou-Chadi, 2009)equency part into that of the original image. Rars
authors implemented their algorithm on contourletayiracted the watermark non-blindly. In study (hta
transform as well as wavelet transform and fourat th al., 2009), authors used a watermarking sequence
their algorithm is robust in the former case. Authof encrypted by Arnold transformation with secret keys
(Shenet al., 2009), uses liting wavelet and Henon afterwards “embedded into the DCT transform
chaos for the encryption of watermark. Chaos hagoefficients according to Just Noticeable Differenc
irregular movement which looks like random and 3ND) model. The watermark is extracted without the
occurs in a deterministic system. Although chaos is original image. The authors in (Al-Haj, 2007),
deterministic describing system, its behaviour isgescribed an imperceptible and a robust combined
uncertain. The method is invisible and robust agfain pwT.pCT digital image watermarking algorithm. The
some usual attacks such as JPEG, cropping, addingqorithm watermarked a given digital image using a
noise and filtering. Based on DWT, DCT and SVD, combination of the Discrete Wavelet Transform (DWT)
authors (Wang et al., 2009) proposed a new gng the Discrete Cosine Transform  (DCT).
watermarking algorithm for digital images. Their performance evaluation results show that combitiieg
results show that the algorithm combines theyyo transforms improved the performance of the
advantages of these three transforms. It can patisf \yatermarking algorithms that are based solely @ th
imperceptibility and robustness very well but fef  pwT transform. The authors in (Zhaet al., 2008),
attacks like jpeg. In another paper (Jianshen@l.,  proposed a perceptual image hashing scheme that the
2009), information of digital watermarking whichsha spowed secure and robust to visually insignificant
been discrete Cosine transformed, is put into iigé h changes but fragile enough to detect and precisely
frequency band of the image which has been wavelgbcate malicious attacks. The proposed image hgshin
transformed. Then, distils the digital watermarkimth — method was based on the outlines of one-dimensional
the help of the original image and the watermarkingsjgnals re-arranged from the 8x8 DCT blocks. Thalfi
image. In the study (Mohamed al., 2009), authors jmage hash was obtained by applying binary quditiza

verified that the combination of the two transformsig the pWT coefficients of the obtained 1-D signals
improved the watermarking performance considerably

when compared to single watermarking technigques. In MATERIALSAND METHODS
general, combining more than one digital watermmayki

technique; especially in transformed domain, highly  the proposed scheme is made up after concluding

improves  both  robustness ~ and ~ capacity Ofthe literature survey. It utilizes the advantagds o

watermarking. In another paper (Yang and Jin, 2009)
authors proposed a watermarking algorithm for Clolouwavelet transform, Arnold Transform and Chaoss. Two

image based DCT and DWT. A binary image aséncryption techniques are used to enhance theisecur
watermark was embedded into green component or blu@f the watermark.

component of colour image. The algorithm can satisf

the transparency and robustness of the watermarking/avelet transform: Discrete wavelets transform is a
system very well. In the study (Joshi and Darji020)  method of signal analysis theory which has arigen i
the proposed algorithm has been developed to tak@cent years. It is a frequency domain analysishatet
advantage of both spatial as well as frequency @oma . can localize frequency domain and has widelsd

properties. This is due to the fact that spatiahdim . . L
watermarking has advantage of less computatiorst! con many fields (Yusheret al., 2010). The basic idea of

and frequency domain watermarking provides mord®WT is the detailed frequency separation of signal,

robustness. Authors in (Taherinia and Jamzad, 2009)amely multi-resolution decomposition. The hostgmés

presented a blind low frequency watermarking schemeecomposed to four sub-images in size of one quarte
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(2D-DCT) can be calculated as given in Eq. 1. After
applyying Eqg. 1-2-D image blocks of size 8X8 pix&€
component will be alligned to one corner and réshe
THL AC components will be alligned to the rest of thech in
3LH | 3HH the zig-zag fashion:

3LL 3HL

F(jk) = a(j)a(k)filf (mn)co%%ﬂ

co{(2m+ l)kT[:|
2N

Arnold transform: Arnold transform is commonly
known as cat face transform. Arnold transformation
defined by Eq. 2 is a one-to-one transformatiomntr
the view of sampling theory, digital images can be
Fig. 2: Three level wavelet decomposition viewed as a matrix of 2D discrete points derivemivir
sampling according to a certain interval and aabert
One low frequency approximating image and threemethod:
medium and high frequency detail sub-images in

(1)

1LH 1HH

horizontal, vertical and diagonal direction. Theeth X' 1 1\ x
level decomposition of discrete wavelet transfoisn i ( ]:Hl 2][ ]modl} (2)
shown in Fig. 2. y

On the basis of discrete wavelets theory and human
visual characteristics, we know that the embeddablex 1 1)(x ‘
watermarking capacity will decrease with the inseea Ty-]:{[l 2]( ]mOd N} GYH 0L N ®3)

of layer numbers. The high frequency part of dicre

wavelets represents the edge, outline and texture i :

information and other detail information (Yusheh ~  Equation 3 is used to transform each and every

al., 2010). Embedding watermark is difficult to be Pixel coordinates of the images. Where (x, y) ie th

detected in these parts, but it is easy to beag=trand  location coordinates of the original image pixetsla

has a poor stability after image processing. The lo (X, ¥') is the location coordinates of image pigehat

frequency part concentrates the most energy of éag after transform  When all the coordinates are

the amplitude of coefficient is larger than the mfe transformed, the image we obtain is scrambled image

detail sub-graph. In addition, when one digital image is transforntgd
The brightness masking on human visual modefirnold transformation, the transforming process ban

shows that the larger the background brightness, thachieved continually. At a certain step of iterafidf
more the just noticeable difference of embeddabl he Image we achieve reaches our anticipated fasget
signal (Yushenet al., 2010), which means low ave achieved the scrambled image we need. The

¢ imate i b bedded bdecryption of image relies on the transformation
requency approximate image can be embedde eriods. The periods change in correspondenceeto th
more  watermarking capacity, provided that

: L size of images. The iteration periods is 96 for a
embeddable watermarking capacity is lower thamogyxq2g image; 48 for a 64x64 image. Here the

JND, as human eyes cannot suspect the existence Qfimber that images are scrambled is used as an
signal. Some common attacking to low frequencyencryption key and modulated by binary pseudo

coefficients are almost invariant, even if som@@s random sequence, which further strengthens the
have more effect on low frequency coefficients, thesecurity of watermark. Due to its pseudo random and

host image is also destroyed. So it is good to @mbethe pseudo random of binary sequence, attackers can
watermark in medium and low frequency. hardly detect the watermark without first knowirfee t

pseudo random sequence.

Discrete cosine transform: Discrete Cosine Transform
(DCT) have the advantage over the other domain€haotic encryption: Chaos signals are a kind of
like, spatial and DWT. It is more robust against th pseudorandom, irreversible and dynamical signals,
attacks specifically jpeg lossy compression becausehich process good characteristics of pseudorandom
of its energy compaction property (Rao and Yip,sequences. Chaotic systems are highly sensitive to
1990). Two Dimensional Discrete Cosine Transforminitial parameters.
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The output sequence has good randomness, corrglatio

complexity and is similar to white noise. Chaotic Watermarking embedding algorithm: The flow

sequence has high linear

complexity and nordiagram of embedding process is shown in Fig. & Th

predictability. The model (Wangt al., 2008) here is steps in the process of embedding are follows:

chaos 1-D Logistic and is shown in Eq. 4:

p*x (n)* [1-x(n)] (4)

where |€ (0, 4); x (n)e (0, 1). By initializing p and x
(0), we can get the required chaotic signal. Ranvs®
will be maximum with values of p between 3.7 to.
3.99. In order to get chaotic sequences, the chaoti
signal x (n) must be transformed into binary
sequence s (n). So quantized function T[x (n)] is.
used and can be given by Eq 5.

x (n+1) =

°
2m1

0 x(n)Ou
2: 1O 2|< (5)

T[x(n)] :{
1 X(MOUizo 12kes

Where m is random integer and should be greater tha
0.(I3,17,.......)is continuous equal interval in [0, 1] and
the interval is divided by If the value is in the odd
interval of the quantized function, the quantizedue

is 1, or else, the quantized value is 0. The binary

Xw =

Take the original image and resize it to 182d24
image. Make three-level wavelet decomposition of
the original image and the frequency band HL3 as
the embedded domain, the wavelet coefficient of
HL3 extracted as CH3

Take the DCT of sub sizex4

Take the watermark and resize it tox32 bit
binary image

Then apply the Arnold transformation to the
watermark

After the Arnold transformation, apply the Chaoss
transformation to the output of Arnold transformed
watermark

Perform the embedding of the watermark in the
original image as given in Eq. 6.

0 ifwk =1

a

° (6)
9 ifwk =0

a

sequences generated were of good pseudorandom

sequence characteristics. Chaotic key sequence ap@here, Xw is the watermarked image before inverse

XORed by binary image, generated the encrypte®WT. Wk is the watermark bit at k'th position and k

watermark image. =0,1,2,........ 1023.6° is the standard deviation of
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the original image ando is the depth of the viues of the pixels are 8-bit binary then R will B85

watermark to be embedded. and if pixels values are having range 0-1 thenevalfs
Take the inverse DCT and then take the inversg will be 1.

DWT to get the watermarked image and resize it 0 The quality of the extracted watermark is evaldate
256x256 image. using term Normalized Cross-Correlation (NC). The
ideal value of the NC is 1 which means the origarad
the extracted watermarks are exactly the same wkich
given by the Eq. 10:

Watermarking extraction algorithm: The flow
chart for watermarking extraction algorithm is show
in Fig. 4. The steps involved in extraction alglnit
are given below:

. o Do 2o WG )W G )

* Take the watermarked image and resize it toNC=——————x e———
1024x1024 image \/Zi:o Zj:olvv(l’ J)Z \/Zizo ijow'(l’ ) ’

e Then take the DWT up to 3 level decomposition
and mark the frequency band HL3 as CH3 to
extract the watermark

» Take the DCT of sub sizex4

e Extract the watermark from CH3 as given in Eq. 7

(10)

where, W (i, j) is the original watermark and W, jji is
the extracted watermark.

RESULTS AND DISCUSSION

below:
Wk =1 ,if Xw(i +4,j+4) =0 The image used is 1028024 Lena, Cameraman,
k :{Wk=0 if Xw (i +4, ] +4) <0 () Baboon, Peppers and the watermark image used is a

32x32 binary image shown in Fig. 5a. Encrypted
watermark after Arnold and Chaoss encryption is

where, Xw is the pixel where watermark was - nin Fig. 5b.

embedded. wk is the extracted watermark bit:

» Take the inverse Chaoss transformation of the
extracted watermark

e Take the inverse Arnold transformation of the
reverse Chaoss image to get the desired extracted
watermark

Performance evaluation: The performance of the
watermarked image can be evaluated on the basis of
Peak Signal to Noise Ratio (PSNR) in decibels (dB)
as given in Eq. 9. Higher the value of PSNR beiter
the quality of the watermarked image. PSNR more
than 30 dBs is considered to be the acceptable
qguality image in which watermark is making no
alteration to the quality of the image:

MsE= L3S 16D K6 T ®
PSNR= 10log, % I ©)

Where, MSE is the mean square error of the

watermarked image and the original image and nien a

the number of rows and number of columns. | ande& a

the watermarked images. It can be given as in Etf. 8 Fig. 5: (a) Original Watermark (b) Encrypted Watarkn
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Table 1: PSNR and NC without attack -
- - -
Image PSNR (dB) NC - _ = . 0 -
[ .- B ® . "
Lena 43.03 0 . 1 = _
Cameraman 40.92 0 - L. ™
] L -
Baboon 35.68 0 = " s "= =
Peppers 42.70 0 a - - " a® =
" = [
- " R L -
Table 2: PSNR and NC values for Lena image ] L.
= - N - .
Gray levels PSNR NC . T . L
256 19.26 1.000 = "= - =
128 19.19 1.000 - " " -' .'5 " =
64 19.01 1.000 - I as =" a
32 18.65 1.000 @
25 18.45 0.999
20 18.25 0.999
16 17.97 0.999
15 17.86 0.998
14 17.72 0.997
13 17.60 0.998
12 17.48 0.993
11 17.22 0.993
10 17.10 0.992
9 16.85 0.981
8 16.54 0.972
7 16.14 0.972
6 15.62 0.957
5 14.88 0.931 ()
4 13.84 0.930
3 12.10 0.894 Fig. 6: (a) Arnold Encrypted Watermark (b) Chaoss
2 8.82 0.894 Encrypted Watermark

Fig. 7: (a) Original Lena image (b) Watermarked &émage (c) Original Cameraman image (d) Waterntarke
Cameraman image (e) Original Baboon image (f) Wadeked Baboon image (g) Original Peppers image
(h) Watermarked Peppers image
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We can have only Arnold or only chaoss encryptisn a much reduced. After such a great reduction in tydhe
shown in Fig. 6a and b. The values of PSNR and NQvatermark is still present in the image.

without attack are given in Table. 1. The origiaald Figure 9 a-h Histogram equalized image of the
watermarked images of Lena, Cameraman, Baboon angatermarked Lena image with specified grey levels,
Pepper with value of alpha = 0.5, are shown inFig:h.  histogram of the histogram equalized image ancaetetd
Many attacks which can be performed on watermarkegvatermark from histogram equalized Lena image.

image so that the watermark can be extracted fiem t The results after histogram equalization attaek ar
image. But after attacks, the image becomes uselss represented in Fig. 10 and 11 as PSNR and NC values
the noise can be visually seen. One more spedificla

is there which cannot be visually seen in the ahiti
stage but becomes visible when deepen furtherfaatd t
attack is histogram equalization. It is the precées
which intensity of the pixels are reassigned inhsac
way so that all the values available for assigrargray
level are utilized. This technique is generally duse
enhance the image, so it can be a attack for tlagém
watermark. We performed the histogram equalization
attack on our watermarked image of Lena. We used
to restrict the gray levels from 128-2 levels which
were initially 256 levels. The result for Lena is
shown in Table 2 in terms of PSNR and NC values.
The original histogram of the watermarked Lena ienag
is shown in Fig. 8. The Lena image after histogram
equalization, extracted watermark and modifiedolgistm

are shown in Fig. 9. It is visible seen that asgeeon  Fig. 8: Histogram of the watermarked Lena imagewit
reducing the grey levels, the quality of the Lemage is 256 grey levels

(©

5

®

© o a @ o O]

Fig. 9: Histogram equalized image of the watermarkena image with specified grey levels, histografthe
histogram equalized image and extracted waterman thistogram equalized Lena imada) 128 Grey
levels (b) 64 Grey levels (c) 20 Grey levels (d)@@y levels (e) 5 Grey levels (f) 4 Grey level} 3gGrey
levels (h) 2 Grey levels
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PSNR
[ =

8 . .
10° 10! 10? 10°
Gray levels

Fi

g. 10: Values of PSNR with histogram equalization

1 T T

098

0.88

10° 10! 10% 10°
Gray levels

Fig. 11: Values of NC with histogram equalization
CONCLUSION

In this study, we proposed a robust blind
watermarking algorithm based on Arnold-Chaoss
encryption and combined discrete wavelet transform-
discrete cosine transformation. The pseudo-random
sequence generated by Arnold and chaos system
possesses feature of very high randomness, so t
watermark become more secure. The parameter
embedding the watermarg, is introduced with inverse
property. Which means that lower the value of alpha
more will be the depth of the watermark and vicesae
So the contradiction between transparency an
robustness can be settled easily, which brings the
algorithm  higher application oriented. The
watermark embedding algorithm can efficiently
resist the histogram equalization attack up to
guantization of grey level to 2.
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