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Abstract: Problem statement: Flaws either in users’ implementation of a networkn the standard
specification of protocols has resulted in gapg tow various kinds of network attack to be
launched. Of the kinds of network attacks, denfadeyvice flood attacks have caused the most severe
impact. Approach: This study reviews recent researches on floodclkdtaand their mitigation,
classifying such attacks as either high-rate floodow-rate flood. Finally, the attacks are compiare
against criteria related to their characteristioethods and impactResults: Denial-of-service flood
attacks vary in their rates, traffic, targets, goahd impacts. However, they have general sinmdarit
that are the methods used are flooding and the paipose is to achieve denial of service to the
target. Conclusion/Recommendations. Mitigation of the denial-of-service flood attackmust
correspond to the attack rates, traffic, targetsa)ggand impacts in order to achieve effectivetgmiu

Key words: Denial of service, high-rate flood, low-rate floddistributed Denial of Service (DDoS),
flood attacks, International Telecommunication Urso(ITU), Time-Out (RTO), Active
Queue Management (AQM), UDP flood attack

INTRODUCTION and important terms used in this study. Result and

] o . . discussions reviews and compares high rate flood

Flooding distributed denial of service attacks areattacks and low rate flood attacks, respectively.
the attacks launched by multiple attackers throtigh  conclusion concludes the study.

action of flooding, i.e. sending traffics in a qtignthat
is able to bring a network or a service down. MATERIALSAND METHODS
Distributed denial of service (DDoS) flood attadkesre
been among the most frequently occurring attacks anDistributed denial of service: The most direct
badly threaten the reliability and usability of the definiion of DoS comes from International
services of the Internet. Hence, DDoS flood attackselecommunication Union's (ITU) recommendation
(hereafter flood attacks) present severe threats t¥.800as: “The prevention of authorized access to
individuals, business organizations and even paliti resources or the delaying of time-critical openadio
entities such as a country. Reported impacts of ®Do (ITU, 1991).
floods include disgruntled customers, losses ofriass In the context of information systems, a DoS #ttac
profits, disruption of critical infrastructures $uas happens when an attacker explicitly attempts toge
train operations and Internet disconnection of anty @ service from being used by its legitimate users
from the outside world. through many ways including by flooding a network
The problem of flood attacks has been studiedvith useless traffic to prevent legitimate netwanddfic
extensively in order to anticipate new attacks amd (CERT, 1997). Among the area affected by DoS astack
solve problems caused by the attacks. Studiesootifl are electronic information systems (Curran and dlgh
attacks also reveal that attacks are caused ngthynl 2005) and wireless sensor network (Hanapial.,
vulnerabilities in network implementation, but alby ~ 2009).
flaws in protocol specifications and in the Intdrne A DoS victim will be more affected by the attack
system architecture. This research triggers evere moif the amount of flood traffic is bigger. An attaak
research on improvements and innovations to theewur achieves this through launching the distributed DoS
network mechanisms in order to prevent flood aack  attack. DDoS attack is a DoS attack that employs
This study reviews recent publications on floodmultiple attacking entities to achieve denial of
attack research. Flood attacks are categorized intgervice at the victim site (Jelena and Reiher, 2004
high rate flood and low rate flood. This study is called zombies (Xia, Lu and Tang, 2010), bots
organized as follows: Introduction introduces thpi¢ ~ (Michaelet al., 2010), or slaves (Sa&t al., 2008).
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Slaves good clients from the request alone, the victiml wil

waste its resources by processing the false rexjgest

by the army of attackers until it gets overwhelmed

(Michaelet al., 2010). The attack process is a relatively

simple, yet very powerful technique to attack the

Internet resources (X al., 2010).

Although it seems that bigger amount of flood will

Victim cause more severe impact to the victim, the more
sophisticated attackers have devised other flooding
techniques which require smaller amount of flood
traffics. These flooding techniques are known as lo
rate flooding. Due to this, this article classifiB®0S
flooding as high rate flood attack and low rateoflo
attack as illustrated in Figure 2 and further etabed in
the following topics.

Fig. 1: Distributed denial of service attack

TCP flood High rate flood attacks: Originally, flood attacks are
high rate flood. This is accomplished by generating
traffics from many machines, which may number
thousands, distributed all over the world. Bombautls
—_— the flood packets from the attackers will overwhéim
LoRDAS target hence degrading its performance to the exten
— rendering it unusable.

The high rate flood attacks reviewed in this study

UDP flood

Shrew are the UDP attacks and TCP attacks. They are
" Induced categorized as high rate flood attacks because the
shrew attacks are launched by flooding a massive amotint o
—_— TCP or UDP datagrams to overwhelm the victim.
Quiet Li et al. (2008), quantitative behaviors of flood

attacks under different protocols and intensitiesev
studied through simulations using ns2. Quantitative
behavior of the attacks become the focus inelal .,

. : . 2008) in order to describe the attacks quantithfive
The zombies, bots or slaves are multiple hostschvhi due to the scarcity of traffic data of the realaakt

may be hundreds or thousands of Internet-connected : :
: events. The reason is that in many events of astack
computers located anywhere in the world. The

employed army have earlier been compromised 0Fhey will only be reported after the target macisine

. Iready overwhelmed and traffic data is lost.
commandeered by the attacker (master) to direct’® 2
massive traffic to overwhelm the victim without ihe The study observed that both types of TCP and UDP

own awareness (Let al., 2009), (Michaelet al., attacks carried out d_id not affect UDP clients vetre
2010). Figure 1 illustrates the DDoS flood attack. able to cause TCP cllen_ts o drop legitimate packet .

A DDoS flood hence is launched to deny The connecpqn-orlenteq nature of the TCP <_:I|e_nts
legitimate users or significantly degrade the Means the receving end V\.”” _mform th_e transmissio
performance of service rather than breaking in® th node_ to redl_u_:e Its transmission rate i |t_excelwls
victim’s site (Li, 2006). receiving ability. This make_s the TCP clients to be

more vulnerable to bandwidth attacks compared to
UDP clients.

While UDP-type attacks aim at consuming the link
Flood attack: From the introduction, it is known that bandwidth, the TCP-type atta_ck_s are usually laudche
flooding is the method used in order to launch aoBD (O €xhaust resources at the victim site. Understrae
attack. The distributed nature of the Internet atiter ~ attack intensity, UDP attacks are more severerimde
distributed systems such as openness, resourciagharOf its ability to cause more degradation of legétm

and accessibility gives unfair advantages to ttecker ~ traffics (Mirkovic et al., 2009), (Li et al., 2008).
(Li et al., 2009). As the Internet servers process alHowever, TCP attacks are more common because 80%

queries without being able to recognize bad cliénist  of Internet traffic is based on TCP (Macia-Fernéande
1219

Fig. 2: Classification of DDoS flood attack
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Diaz-Verdejo and Garcia-Teodoro, 2009). Hence, moreach flow into account (Mahajamt al., 2001),
than 90% of DoS attacks exploit the TCP (Chen andandomizing the fixed minimum RTO in TCP
He, 2008), (Ywet al., 2008). parameter in to make the synchronized attack more
difficult, router-based detection using auto-catien,
Low rate flood attacks. Contrary to the high rate flood, fair resource allocation, detection at edge routers
low rate flood uses carefully crafted attack pask&he halting anomaly with weighted choking, frequency
attack traffic rate is adjusted in order to makenth domain spectrum analysis, wavelet-based approach,
undetected by the traditional flood detector whichShrew attack protection techniques based on signal
regards high rate of incoming traffic as attack. analysis (Yu, Kai and Yu-Kwong, 2005), (Xiapu and
Four low rate flood attacks are reviewed in thisChang, 2005) and simple priority-tagging filtering
study: Low rate DoS attack against application eeyrv mechanism (Chang al., 2009).
(LoRDAS) (Macia-Fernandezt al., 2009), Shrew
attack (Changet al., 2009), Induced-shrew attack Induced-shrew attack: Unlike the Shrew attack in
(Kumar et al., 2009) and Quiet attack (Shevtekar andwhich the attacker sends direct flood, the Indusieeiw
Ansari, 2009). attacker, as a master, controls a remote hostslas@, to
be the source for launching low rate flood attadise
Low Rate DoS attack against Application Servers  slaved remote host must be a TCP sender such as the
(LOoRDAS): LoRDAS (Macia-Fernandeet al., 2009) is  |nternet web and ftp servers (Kunetal., 2009).

an evolution of low rate DoS attack against iteati The attack is made possible by the shortcomings in
servers which extends its ability against concurren he standard of TCP congestion control process in
systems. Taking advantage of the capacity o%

e S . which it is the TCP receiver who controls the data
application servers, the attack traffic is intedingly sent N I f d patt t lack of sha
in order to make the server busy attending theestgu ransmission rate and pattern, yet lack of a mashan

of the attacker, hence reducing its ability to radteo to ensure that the receiver obeys the standard. _
legitimate clients’ requests. To launch the attack, an attacker establishes a

This attack exploits the servers’ capacity toconnection with a slave e.g., a web server andfex,
forecast the instance at which the responses arimy ~ €.9., a file download through the normal three-way
requests for a given service occur. handshake. After receiving the first data packké t

attacker (TCP receiver) starts sending optimistitkA&
Shrew attack: Shrew attack (Aleksandra and Knightly, to the slave (TCP sender). Optimistic ACK is a
2003) is designed to stealthily deny bandwidth 3iGP  mechanism done by a greedy receiver to extract data
flow. An attack burst, which is a short pulse ofti from the sender faster than a standard receiver. In
intensity traffic, gives illusion to TCP that th@k is  optimistic ACKing, the receiver sends ACK to data
highly congested. The target router buffer is dillep;  which the sender is expected to send in responite to
causing packet drops (Kumat al., 2009). If within @  previous ACKs. The receiver sends a series of ADKs
window of transmitted packet a certain amount ofyhich the ACK number of successive ACK packets is
packets are dropped, the transmission is suspdoded  jhcremented. The overall traffic is maintained lbw
Retransmission Time-Out (RTO) period (Fall and Hloy sending the ACKs in batches with high inter-batep.g

1996). After the RTO expires, the next retransrarssi the optimistic ACKing done by the attacker made the
however will encounter another attack bursts as th?esponse traffic from the web server will flood its

S:r?;]/ agigl:hg‘:%rr\gal '_Sl_r?.);ncqlr %r;zegr;[%gr‘snRggﬁa Internet access router with low rate flood. As aPTC
using P THIS Wi PP INUOUSIE 4\ 5 nsmission is controlled by the receiver, thacker

successful Shrew attack until the throughput isiced .

S as the receiver now controls the sender as thekatta
to almost zero or the session is closed or reset.

: slave. The TCP sender starts, stops and change
The strength of the Shrew attack is the rate ef th L :
transmission rate as instructed by the attacker.

attack flow is low enough that it can escape dietediy "
traditional DoS detectors. As for the attack timeival, To .mlt_lgate the Induced-shrew attack_, RTO
randomization can also be used, as applicable to

it can be easily synchronized to the RTO of the TIOR '
, 2009). Other proposals include a

because most TCP implementations use fixed minimurrew (Kumaret al. :
RTO value (Changt al., 2009), (Kumaet al., 2009). challenge-response mechanism by the TCP sender to

Among the works proposed to mitigate the Shrewthe TCP receiver to validate. incoming ACKs (Savage
attacks are using Active Queue Management (AQMJE! al., 1999) and the cumulative nonce scheme (Kumar
(Aleksandra and Knightly, 2003), taking drop higtof et al., 2009).
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Table 1: Comparison of flooding DDoS attacks

Attack name UDP flood TCP flood LoRDAS Shrew uced-shrew Quiet
Attack rate High High Low Low Low Low
Attack traffic ~ UDP flow TCP flow No info TCP flow ftimistic Short-lived
ACK packets TCP flows
Attack target  UDP or UDP or Application Routers in Internet access Routers in
TCP clients TCP clients servers TCP flows routers TCP flows
Attack goal Exhaust resources Consume DoS: redwgilahbility  Deny bandwidth DoS at Internet Reduce
at target machine bandwidth of servers to serve o TGP flows, access routers throughput
legitimate users close session

Quiet attack: The Quiet attack (Shevtekar and Ansari, Attack targets: Flood attacks reviewed here target
2009) is a stealthy DDoS attack that can signiflygan either client machines, servers or routers. While t
reduce the throughput of a TCP flow. It uses battet high-rate TCP and UDP attacks target network dient
launch short-lived TCP flows disguised as legitinat and the LoRDAS attack targets network application
traffics. As the short-lived TCP flows are injected servers, the Shrew and Quiet attacks target roiers
persistently undetected as attack, the victim KSPade  Tcp flows. Meanwhile, the Induced-shrew attack
to believe that the routers are in a real congestike  argets Internet access routers, as the attackéfeis

the Induced-shrew, the Quiet attack also originB®8 5 chine that receives the TCP connection assisted b
the underlying shortfall in the TCP specification, q15ved TCP sender machine.

specifically the end to end window flow control.

The Quiet attack is executed as follows: Attack goals. All flood attacks are aimed at causing

« Reconnaissance phase: decide a botnet, a targ@?mal of service at the targets by exhausting them
router. web servers and a network feedbackilgh-rate UDP flood attack exhausts the resourges a
mechanism client machines while high-rate TCP flood floode th

. Execution phase: a set of bots are instructed t@@ndwidth in the network of a TCP client. .
request web pages from web servers at an interval Low-rate flood attacks, in the other hand, still
T, a random number between 0-1s cause denial of_serwce at the target, even W_Im/\z_ar

« Using network feedback control, the attackerdegree of flooding. An application server whichthe

gathers network feedback from the target router aerget of a LoRDAS attack will not entertain clignt
every threshold (e.g., more than 1Kbps in 5 sec) t6€duests other than the attacker. A Shrew attacker

add more attack traffic cause session close and bandwidth deny by
continuously causes the router to drop packets

Experiments in (Shevtekar and Ansari, zoog)following injection of attack traffic at a partiaul
shows that the Quiet attack cannot be mitigated by terval. An Internet access routers attacked by an
mechanisms used to mitigate Shrew, Reduction ofiduced-shrew attack is overpowered by the TCP
Quality, TCP Vs TCP, typical DDoS, UDP flood, or sender and receiver that execute the attack, heiice
ICMP flood; due to the different properties of tittack route, _chang_e transmission - rate, or stop routing
(See the next topic for comparisons). Hence, botnedccording to instructions from the attacker. ThaeQu

mitigation such as better CAPTCHAs is suggested a&ltack causes reduction in the throughput of tra re
the defense strategy for the attack. traffic through injection of attack traffic in a mdom

interval, which in turn gives illusion of a real

Comparison between attacks The six attacks Ccongestion atthe routers involved.

introduced above are compared in Table 1 above in , )

terms of attack rate, attack traffic, attack targetack Attack impacts: All flood attacks cause severe impacts
goal and attackimpéct. ' at the victim side. In the high-rate flood attackse

UDP flood attack causes more degradation of the

Attack rates: The attack rates are categorized into two /€gitimate traffic than the same intensity of a Tifd
UDP flood and TCP flood are high-rate flood attacks attack. This is because the UDP flood attack exsaus
whereas other attacks reviewed in this study ave lo the resources at the target client machines duiésto
rate flood attacks. connectionless nature. As for the low-rate floadeks,

the impacts of each attack vary according to factor
Attack traffics: Most of the traffics used to launch the such as the intensity of the attack and attacktuura
attacks reviewed in this study are TCP trafficssept ~ As the goal of each attack also varies, compar@on
UDP flood attacks. This is due to the nature tlig6&f the impact of the attacks must be made based on the
all Internet traffics are TCP traffics. similarities of the goal each attack is about toiewe.
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CONCLUSION International Conference on Distributed
Computing Systems, June, 22-26, IEEE Xplore
This study has reviewed six flooding attacks Press, Montreal, QC, pp: 137-144. DOl
studied in recent years. Most of the flood attacks 10.1109/ICDCS.2009.9
reviewed in this study are the new breed of floodCurran, K. and Eric Nichols, 2005. E-Democracy. J.
attacks which are more stealthy yet cause morereseve Soc. Sci., 1: 16-18. DOI: 10.3844/JSSP.2005.16.18
impacts of denial of service, such as those attackgBall, K. and S. Floyd, 1996. Simulation-based
categorized under the low-rate DoS attacks. comparisons of tahoe, reno and SACK TCP. Rev.
Future works include more thorough studies of the ~ ACM SIGCOMM Comp. Commun. Rev., 26: 5-21.
flood attacks existing both in IPv4 and IPv6 DOI: 10.1145/235160.235162
environments in preparation for the transition Bw8.  Hanapi, Z.M., M. Ismail and K. Jumari, 2009. Prigri
A new technique to mitigate one of the flood attatk and random selection for dynamic window secured
to be proposed based on the research conducted. implicit geographic routing in wireless sensor
In order to carry out these tasks, experiments wil network. Am. J. Eng. Applied Sci., 2: 494-500.
be carried out both in simulation and test bed DOI: DOI:10.3844/AJEASSP.2009.494.500
environments. Details related to attacks and theitTU, 1991. Security Architecture for Open Systems
impacts will be collected, compared and analyzed. Interconnection  for  CCITT  applications.
Next, a model of attack mitigation will be International Telecommunication Union.
designed based on the characteristics of one attack http://net.infocom.uniromal.it/corsi/sic_tlc_riefi/
This model will then be implemented on a network spense/ITU_T_X_800.pdf
and will be tested thoroughly, where improvementsKkumar, V., P. Jayalekshmy, G. Patra and R.

will be made as needed. Thangavelu, 2009. On remote exploitation of TCP
sender for low-rate flooding denial-of-service
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