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Abstract: Problem statement: The algebraic expression of the Advanced EncrypBtandard (AES)
RIJNDAEL S-box involved only 9 terms. The selectedpping for RIINDAEL S-box has a simple
algebraic expression. This enables algebraic méatipns which can be used to mount interpolation
attack. Approach: The interpolation attack was introduced as a amyalytic attack against block
ciphers. This attack is useful for cryptanalysimgsimple algebraic functions as S-boxX@ssults: In
this study, we presented an improved AES S-box withd properties to improve the complexity of
AES S-box algebraic expression with terms increasm 255.Conclusion: The improved S-box is
resistant against interpolation attack. We can lkdgvthe derivatives of interpolation attack usihg t
estimations of S-box with less nonlinearity.
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INTRODUCTION In this article, we first describe the main pavfs
AES (RIJNDAEL) which consists of the individual
The interpolation attack is a technique for atiagk ~transformations and AES S-box. We will introduce th

block ciphers built from simple algebraic functios ~ Interpolation attack with considering of the poimts
block cipher algorithm may not include any algebrai weakness and strength in AES S-box. Finally, we wil

L g discuss the manner of doing interpolation attadkgus
property that can be efficiently distinguishablece an ) X
interpolation attack can be applied to such a bloclzhe different representations of AES S-box.
cipher which leads to the leakage of informatioowtb
the secret key.

: .Thi? mat_hematical p_roperty_ has_ effective AES cryptosystem (RIJNDAEL cipher): The
implications using a block cipher with a fixed s#cr | 3NDAEL cipher, designed by Daemen and Rijfilen
key. If the ciphertext is described as a polynomiath ;19938 is a successor of SQUARE. It was submitted
unknown coefficients-of the plaintext, and if thegdee e s National Institute of Standards and Techgylo
of this polynomial is sufficiently low, then a liked  (NIST) in response to an open call for 128 bit kloc
number of plaintext-ciphertext pairs is capable tociphers. It was, together with 14 other candidates,
completely determine the encryption functthn  extensively evaluated during two years, before NIST
Constructing this polynomial will not immediatelield  announced in 2000 that RIINDAEL would replace DES
the key. Actually this is a polynomial that emutatte  and become the new AES. Just as its predecessor
encryption function. It produces valid ciphertekism  SQUARE, RIIJNDAEL was specifically designed to
given plaintexts. resist differential and linear cryptanalysis.

It can be applied by constructing an implicit In RIJNDAEL  cipher, the individual
polynomial expression involving parts of the plaixtt transformations SubBytes, ShiftRows, MixColumns,
and the ciphertext. and AddRoundKey process the sthtéThe SubBytes

Now, we can check the polynomial against anothetransformation is a non-linear byte substitutioratth
value that was not used in the construction toitett ~ operates independently on each byte of the statg as
the polynomial produces the correct result, then wesubstitution table (S-box). AES S-box is preserited
have guessed the key bits. This allows the crypgana hexadecimal form in Fig. 1.
to encrypt and decrypt data for the unknown key-  Actually, S-box is non-linear substitution table
without doing any key-recovery. which used in several byte substitution transforomet
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and in the Key Expansion routine to perform a aore-f
one substitution of a byte value. This S-box ietible
and constructed by composing two transformations:

» Take the multiplicative inverse in the finite field

GF(ZE") d0 | ef| aa| fb| 43]4d[33[ 85| 45| 9| 02| 7f| 50| 3c| 9£ | a8
. . . 51| a3 | 40| Bf | 92| 9d | 38| f5 | be | b6 | da | 21| 10 | £f | £3 | d2
* Apply the following affine transformation over [*
GF(Z) 60| 81| 4f | dc| 22| 2a| 90 | 88| 46| ee | b8 | 14 | de | 5e | 0b | db
" e0 32| 3a|0a| 49| 06|24 |5c|c2|d3|ac|62)91|95|e4]| 79

b: =h u Qi +4) mod 8 u b(i+5)moclS|:| b(i+ 6)mod8|:| b(+ 7)mod14:| c (1)
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for 0<i<8, where band gare the'! bit of the b and c,

respectively. Fig. 1: S-box: Substitution values for the byte (ay
In Matrix form, the affine transformation element hexadecimal format)

of the S-box can be written as:

The modulus has been chosen as the simplest

[by] 1 00 01 1 1 qfh]| [1 modulus possible. The multiplication polynomial is
bl |1 10001 1 b 1 selected from the set of polynomials coprime to
b,| |1 11000 1 1fb, q themodulus as the one with the simplest description
b 1111000 1b q The constant is selected such that S-box has mal fix
3 3 H N “ H . H ”
Cl= + points (S-box(a)= aand no “opposite fixed points
b, 1111100 Qb Q —
bl {01 111104db||1 (S-box(a)= a.

b; 001111 140dhb 1 . . .

° ° Interpolation attack: The interpolation attacks depend

[b] (0001 1113k ][4 only on the number of S-boxes and number of roumds

the cipher. This attack is independent of the siddabe
The design principle for the RIINDAEL S-box is S-boxes.
influenced by linear and differential cryptanalysisd Based on the following theorem, Jakobsen and
also interpolation attacks. The designers consitlereKnudseff! introduced the interpolation attack in 1997.
these criteria:
Theorem 1: Let R be a field. Given 2n elements
* Invertibility X1,X2s -+ Xn[0R» Y1,Y2:---,Yn[OR, Where the ps are distinct.
* Minimization of the largest non-trivial correlation Define:
between linear combinations of input bits and
linear combination of output bits n
- Minimization of the largest non-trivial value ingh  f(X) :Zyi v
XOR table = EEE A
« Complexity of its algebraic expression in G§(2
«  Simplicity of description

X—Xj

()

Then f(x) is the only polynomial over R of degree
at most n-1 such that fjx= y; for 1<i<n. This equation
is known as the Lagrange interpolation formula.

Based on this theorem, in the cipher algorithm,
every ciphertext is describable as polynomial isisle
of plaintext, which its coefficients are the spicif

The affine transformation (1) does not affect the
properties with respect to the first 3 criteria,t bii
properly chosen, allows the S-box to satisfy thgh 4r

criterion. functions of the key. It means that the ciphertm be

W? have Chosef_‘ an affme_ mapping which has Ef'nterpolated by a polynomial in the plaintext angyk
very simple algebraic expression. It can be seen &ariables. i.e by Lagrange interpolation

?dodc?tl:cl)z;r' polynomial multiplication followed by an If the message length be m, and the describer
' polynomial of the cipher consists of nonzero
coefficients {n | n<Z}, then the interpolation attack is

done, with having n plaintexts and corresponding
(X" +x8+x°+x*+) modxe+ 1 ciphertexts.
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Actually, if the number of terms in polynomial be is less than 255. The computational complexityhis t
less, then we can get the coefficients of polyndmia attack is more than exhaustive key search attaci,is
instead of the key variables. If the number of mwoz not successful.
coefficients is n, then we can form an equatiorstesy
by n equations and n unknowns, with having n RESULTSAND DISCUSSION
plaintexts and corresponding ciphertexts. With isgv
of such system, we will find the coefficients ané w
will have a specific polynomial from input to outpu
Using this polynomial, we can recover the ciphdrtex
without the knowledge about key.

Jakobsen and Knudsen presented interpolation
attacks iff! as a reaction to ciphers using algebraically
constructed S-Boxes such as those proposed by
Nyberd®. In fact, interpolation attacks were the first
demonstration of successful polynomial-based aljebr

The performing of interpolation attack over AES S attacks against block ciphers. Interpolation ataekrk
box: Using the interpolation attack, SHARK DY expressing the relationship between the platraas
cryptosysted? was analyzed by Knudsen and ciphertext for a fixed key as either one or as etoreof
Jakobsef. This cryptosystem was designed by AESPOlynomials. o

designers, whereas they had enough informationtabolf the degree of these polynomials is low enougie, t
the interpolation attack. But this is not certagmson Coefficients of the polynomials can be interpolafiein
for resistance of SHARK against interpolation dtan & number of plaintext/ciphertext pairs. A key-degemt
this cryptosystem, a carefully chosen S-box impose§quivalent of the encryption or the decryption ity
most number of terms on the equations. Since in thEas then been determinedirupper bounds on the
polynomial representation of S-box, the all possibl data complexity-the number of required pairs for
terms will be with hamming weights 7.With forming o known-plaintext interpolation attacks-are given for

the equation for one round cipher, we have: selected examples. In general, this number incsease
exponentially with the degree of the polynomial
S(x+k)+k,=y (3)  function describing the S-Box, the number of rounds

and the number of elements in the internal state.

Since AES provides “full diffusion” after only two
rounds, so it can be considered resistant agalest t
interpolation attack.

X = Plaintext
y = Cipher text

which x and y are known but;dnd k are unknowns. CONCLUSION
Using extension (3), we can find a polynomial in
terms of x with 255 terms of degree 254, such dfiat We described the interpolation attack against AES

possible powers of x appear in it. So, the inteapoh  cryptosystem which utilized from algebraic propesti
attack is not possible. Since in the AES, S-boxatiqn  of AES. We also introduced the version of AES S-box
has the all possible terms with hamming weight#t 7, which was resistant against interpolation attackalfy
can be seen that all terms appear in the reprégentd  we illustrated the new directions for the futuregarch.
other rounds and the number of terms cannot be lesge can develop the derivatives of interpolatioracit
than 2", so the interpolation attack is impossible evenusing the estimations of S-box with less nonlirtgari
on one round. Also, one can speed up the attacks using the Newton
Now, we can express this question: Is interpatfatio interpolation instead of Lagrange interpolation.
attack possible using S-box estimation? As an el@amp
if we form the describer polynomial of one roundhgs REFERENCES
Sgs(X) estimation, then we will have 31 terms with
nonzero coefficients instead of 255 terms, namely, 1. C., Swenson, 2008. Modern Cryptanalysis. Wiley
can get the coefficients with using 31 suitabletgex Publishing, Inc., Indiana, ISBN: 13: 978-
instead of using 255 texts. Since the probabilftfrath 0470135938, pp: 222.
for every pair is: 2. Daemen, J. and V. Rijmen, 1999. AES proposal:
rijndael, AES algorithm submission.
http:// csrc.nist.gov/encryption/aes/aes-home.htm
3. National Institute of Standards and Technology,
2001. Advanced encryption standard, FIPS 197.
We thus need (31x3 = 93) pairs of plaintext and http://csrc.nist.gov/publications/fips/fips197 Kip
ciphertext for solving of this probable equatiorhieh 197.pdf
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