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Abstract: Problem statement: The adoption of mobile device technology can conte significantly

to enhance customers trust in online payment syst&pproach: The perceptions and preferences of
online shoppers are influenced by several key factdhich serve to both enhance and compromise
this trust and in turn affect a customer intenti@msl behavior in relation to use online payment
systems. The first part of the research was a gatim¢ study to investigate these factors. In the
second part of this research, a mobile payment hfodenline payment systems was proposed. In this
model, the customers do not need to trust mercltaming the transaction because merchants will not
act as an intermediary between customers and thairac Customers can therefore send their
financial details without concern of disclosure,pmtential misuse by the merchaResults: In this
study, the key factors influencing to adopt mopitggment systems were identify. The proposed model
was developed and an analysis of the model ar¢bhie@gainst conventional online payment systems
was discussedConclusion/Recommendations: The significance of this research comes from
providing a practical mobile payment model as ssjlids step towards increasing customer acceptance
of online shopping and increasing their trust itiren payment systems. The new model focuses on
enhancing the feeling of security of the use ofoaline payment system and satisfying the security
requirements.
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INTRODUCTION identification, authentication, authorization and
availability?. Trust has also been defined in the
Electronic commerce (e-commerce) has beemlectronic payment system as an important (subjgcti
growing at an exponential rate in recent years lzasl  security feature which PousttEti stated as the degree
become an essential tool for financial servicese Thto which a customer believes that using a particula
nature of the online interactions used in e-commercelectronic payment system would be secure.
systems, without the cues that face-to-face contact Hundreds of electronic payment (e-payment)
affords, requires trust for successful communicatio services as well as Internet banking were introduae
and secure payment. A fundamental requirement mustver the world by using mobile devices. Dahlbetrgl.”!
be that customers ought to have absolute trushén t questioned why Visa Electron and PayPal have
online system in which they participate. Theref@amy  succeeded while e-payment services using mobile
adoption of e-commerce must consider trust as adevices have not worked as well. Therefore, we nieed
important determinant of adoption behavior. At thecarry out more studies in order to attract custemer
outset it is appropriate to note several differentmerchants and banks to use mobile devices in online
understandings of trust which have been used in thshopping. An apparent conclusion is that theseicesv
literature, for example trust has been defined ths “ have failed to meet customers' payment nfleds
willingness of a party to be vulnerable to the @utsi of
another party based on the expectation that ther oth Related work: Several trust models have been proposed
will perform a particular action important to theigtor,  in e-commerce to deal with customers’ trust; susiha
irrespective of the ability to monitor or contrdiat  reputation modeld; mathematical trust mod@l and
other part{¥. Trust is the enabling of confidence that computational trust modéls Zhanget al.®®! proposed a
something will or will not occur in a predictable computational model ERS2G based on user’s attifudes
manner. The enabling of confidence is supported bypinions and motivations, which attempted to imgrov
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the trust level and to provide some insight foreliminating the possible security risk of storing
customers of e-commerce. They proposed a modelebit/credit card details at the merchant's serVére
based on the idea of reputation aggregation in Rizg  protocol provides user authentication and card ildeta
Games. Their model combines the concepts of a&onfidentiality based on GSM data confidentiality.
reputation system and the mathematical trust mbgel As result, the trust models have been proposed to
using a representation of the customer's direcsolve specific trust issues in e-commerce envirarime
experience, customer evaluations andwithout considering the relationship between séguri
recommendations, digital credentials and alscand trust”. A trust and reputation model largely relies
certificates and system guarantees, to provide taiane on customer feedback and focuses only on evaluating
for the trust level. and establishing a trust relationship without
Reputation models have also been used as methodensideration of the security requirements in their
to enhance trust in e-commerce environments and siesign. It was identified that customer trust irestn
help customers make decisions about who to tru$teén models is influenced by customer evaluation from th
future. Organizations such as eBay and BizRate havemount of experience customers have and the defjree
used aggregated feedback from many of their cus®meassociated satisfaction. However, these mecharisms
to enhance the trust of potential future custonmiars not guarantee protection for customers and cus®mer
them. However, these systems still encountemay therefore misinterpret cues which may be
significant challengé¥. For instance, feedback can be misleading. Furthermore, in reputation models, sit i
erased if merchants change their name and a dishongossible that some users may provide false feedtmack
participant can use this to build a new businesslase intentionally raise the reputation of a service.
their bad reputation. However, the first thing onsérs
usually think of in relation to trust is the questiof MATERIALSAND METHODS
security in electronic transactions. Therefore, itiast
security protocols currently popular are SSL/TLS The first part of the research is to investigate th
(Secure Socket Layers/Transport Layer Seciliitgnd  perceptions and preferences of online customers and
SET (Secure Electronic Transactiofl) There are still  their current use of mobile payment systems. &afits
some challenges and problems for its acceptance ito identify key factors influencing online custorser
credit card payments. One of these problems is thatrust and the capacity to adopt mobile paymenesyst
while SSL solves the problem of transmitting secureAn on-line survey developed using the insights gdin
information between the customer and the merchint, from the literature and a further discussion megtm
does not help with the rest of the transaction. $8% order to obtain the first part data. Structural &tpn
not been widely adopted for is& One of the most Modeling (SEM) with AMOS software was used to
important obstacles to SET implementation is that t examine the research data. The second part of the
protocol is very complex and confusing for its sser research is to present the design of a practicdlileno
On the other hand, with the popularity andpayment model for online payments.
availability of mobile devices such as, mobile pésn

PDAs (personal digital assistant) and laptop coemsut RESULTS
these devices have became effective for managing
payment and banking transactions by providing sgcur The online survey was advertised on various

and convenience advantages. Some solutions haveternet group websites and Blackboard sites at The
been proposed the use of the Global System for lglobi University of Newcastle, Australia. Participantse ar
communications (GSM) in e-commerce such‘asnd  directed to a web page where there is full disalesaf
Bottoni et al.** showed that mobile devices fulfill the the research (with a link to the research inforomati
security requirements and thus can be used as statement). There is a consent button making
personal trusted device. A proposal by Jatisl.*® participants aware that they are consenting to the
tried to enhance the security of e-payment systeyns survey. 118 cases in total were gathered overiace
combining the features of SSL/TLS with GSM. The of two months. There were 17 unusable cases due to
merchant can rely on the GSM network to ensure thewissing values or were inappropriate in nature.sThu
receive an authenticated payment from the customet01 cases were finally analyzed. The sample papulat
(via the network operator later on). The purpos¢hif  consisted of individuals with experience using e-
model is to use GSM as an extension to the Intdmet payment systems.

provide security and functionality. The payment For the initial assessment, we followed the
protocol proposed by Vorapranetal ' is focused on  instrument validation process suggested by Straub a
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Boudrealt®*®! ‘Internal consistency reliability’ is
tested first and then ‘construct validity’. Cronhac
alpha coefficients were used for assessing thalyiéty

The survey results indicate that: the shopper’s
ability to control their transaction; the secufityilt into
a mobile phone payment system; the prior perceptfon

of the items. Principal Component Analysis usingSecurity evidence; the perception that no persdatd
Varimax Rotations were used for assessing thdS sent through the merchant in a transaction; the
construct validity of the items. The resulting aph Perceived ease of use and the perceived usefulness;
value was 0.87. Josepét,al.?” suggests that the lowest Were all significant factors in affecting peopleadopt

limit for Cronbach’s alpha should be approximately

0.70. Therefore, all constructs in the researcldaoted
demonstrated acceptable reliability.

Most survey participants were aged
twenties or thirties with a high level of educatid3%

in their

the mobile payment model as a new payment system.

The results also indicate that the customer’s adiomutf
the mobile payment model will increase their ini@mt
to purchase online in the future.

Mobile payment model development: using the

of the participants were female, 57% were maleresults from the first part of the research, a reobi

Detailed descriptive statistics relating to
respondents’ characteristics are shown in Table 1.

the payment model is developed in which customers trust

in the use of online payments will be enhanceds Thi

The result of the survey shows that about 12% ofichieved by changing the traditional electronicrpest
the participants had experience using their mobildransaction processes between customers and m&chan

phone for the purpose of e-payment. From the 88% wh
had not used their mobile phone for e-payment leefor

through the use of a mobile device, where the @evic
participation in the payment processes gives custem
the feeling of being in control of the payment s

67% expressed their willingness to use their mobiler,o haw payment model allows customers to purchase

phone for online payments in the future, providestas
available a payment option over the Internet. [Dexta
statistics relating to the participants’ currene s e-
payment systems are shown in Table 2.

Table 1: Descriptive statistics of respondents’rabgeristics

Measure Iltems Percent

Gender Male 57
Female 43

Age 18-24 48
25-34 41
35-44 4
45-54 6
55-64 1

Highest educational level University student ordyiate 87
TAFE student or graduate 6

High School (HSC) or equivalent 7

Table 2: Descriptive statistics of respondents’rentr use of e-
payment systems

Measure Items Percent
Used a mobile phone Yes 12
for online payment No 88
Degree of used a 6 months or less 31
mobile phone for an Between 6 months and 1 year 38
online payment Between 1 and 2 years 8
More than 3 years 15
Degree of like using a Very much 62
mobile phone for Not much 38
online payments Not at all 0
Degree of Yes 62
recommend using No 38

a mobile phone for
online payments

services/goods from merchant’'s webpage and let them
authorize the payment by using their mobile devie.
webpage simulating a merchant's webpage was
designed. The merchant’'s details as well as the
acquirer’s details are stored in servers using l@rac
Database. The servers allow multiple clients agcess
concurrency control such as mutual exclusion
implemented as well as Multithreading using Web
programming environment. The customers can use any
Personal Computer (PC) to connect, browse andtselec
the goods/services from a merchant’s webpage. The
mobile phone in this model is implemented as a
program installed at a PC and it plays the
communication rules as a real mobile phone.

Model components: Six principal participants are
involved in the payment model as describe (Fig. 1):

e Customer (C): Holder of a payment card, in the
proposed model a customer is required to have a
GSM mobile phone with a Subscriber Identity
Module (SIM). This card has software installed by
an authorizer and this acts as a “credit card” ithat
recognized by the authorizer

e Merchant (M): Merchant is the organization sells
services/goods to the cardholder through the
Internet and accredited by a known trusted third
party

e Mobile Phone (MP): Any GSM mobile phone with
a SIM card. However, the mobile phone does need
some special capabilities
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Fig. 1: The payment model
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Fig. 2: Sequence diagram of the payment model

Acquirer (A): A financial institution which <« Merchant's bank: A financial institution that
processes payment card authorizations and makes receives the customer’s payment and deposit in the
payments. The Acquirer provides electronic merchant’s account

transfer of fun'ds to the Merchant’'s account from,vIodel time sequence: The sequence diagram (Fig. 2)
the Customer's bank account over a Secure‘éiescribes the time dependent communication involved
payment network in messages between the model components. It
Customer’s bank (Issuer): A financial institution jjjystrates how the customer, merchant, issuer thed
that provides payment software to install to theacquirer communicate with each other.

customer mobile device and is responsible for the  As shown in the sequence diagram, the system is
cardholder’s debt payment designed in two different phases:
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When the merchant receives the order information
they will send an order confirmation and the Paytmen
L order Information (PI) that has been Digitally Sign
Browse Our Books o (DS) by the merchant to the customer’s mobile devic
oo o The payment information includes details such as a
Book e oo kst i 5. transaction number, service ID, amount of monepeo
PaymentMethod |Using Mobile Phone Reaia secutypicy va— paid, merchant's ID and the merchant bank ID as
Your Order Summary:- % shown in Fig. 3b. The merchant stores details ef th
Your obile Number| ooy You Tansacton Number: X transaction in their transaction database to usm tim
Sonice D X2 some stage later. The transactions process can be
ot pric £ ¢ e summarized as:
Submit Clear Merchant 1D : X4

M->MP: [Ol, PI, DS]

Payment phase: Upon receiving the payment order
message (only readable message) from the merchant,
the customer will verify the order information,
especially ensuring that the price is correct.lllfoeder
information is correct, the customer forward the

Transaction [D:X1,

?e""li”.m:?(z' payment order information message via the payment

M:?;.f:,:e,;i;, software that is installed in SIM card by an auiren

To authorize the payment This acts as a “credit card” that is recognizedttoy

il W inetion authorizer. In order to authorize the payment, the
| ¥ia your payment system

payment software in the SIM card will request the
| customer to enter a personal PIN in their mobile
p
[ and this satisfies the customer authenticationerAtthie

Cigtion Back

o= ?;jlt_gj =3 customer authorizes the payment, the mobile phathe w
o= Al send an encrypted message with the acquirer’s gubli
L T i key (Kpu) that contains the validated Pl message
f ) e e e received from the merchant, plus Customer Inforomati
Ny (CD) such as the customer’s bank ID and customer's
®) bank account details to the acquirer and this fedis

data confidentiality. The process in the MP can be
) ) ~ summarized as:
Fig. 3: (a): Simulated merchant webpage; (b): Mobil
simulated (with payment software) Verify PIN
IF PIN is correct THEN
{MP > A: [[PI, DS], CI] Kpu}

Negotiation phase: in this phase a customer browsesELSE Terminate

the merchant’s website and selects item to buyirgur

this phase, the merchant and the customer reach an . .
I . When the acquirer receives the payment order
agreement upon a set of item’s information that

describes the purchase such as the item’'s price. Ressage from the customer it verifies the digital

customer selects the payment method from the&gnatures of both the customer and the merchant in

merchant webpage (in this case the customer wétse order 1o ensure _their authen_ticity. The gcquirelr 9o
the “Using Mobile Phone” method instead of Otherthrough a financial network if and only if that rsage

payment methods such as credit card) as shown from the merchant has been digitally signed by the

; customer using his mobile device. That means the
Fig. 3a. A customer can use any host computernd se customer has authorized the payment transaction and
the Order Information (Ol) to the merchant suctlihees pay

L S , . agrees to transfer the payment to the merchant. If
selected item’s description and the customer’s faobi :
; : . : successful, the acquirer then decrypts the receiata
number but without any financial details. The

. . ) to obtain the payment information and goes thraiingh
transactions process can be summarized as: ) . . S
financial network to obtain payment authorizatidhe
acquirer informs the customer’'s bank to reserve the
C>m: Ol payment to the merchant and the customer bankewtif
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the acquirer that the payment has been reserveithidor means that there is no need for the customer and
merchant in order to transfer it to the merchant'smerchant to trust each other, they just need ft the
account in the merchant’'s bank if the acquirer estm1  use of the correct public keys, which should beusst
that later on. by the certificates issued by a trusted Certifaati
The acquirer sends a confirmation message to botAuthority (CA). In the case of a dispute they camify
the merchant and the customer’s mobile device tdhe digital signature of both customers and mershan
inform them of the success or failure of reserving by a Judge where the financial level of the tratisac
payment. When the customer and the merchant receiwgarrants this. Furthermore, in the model the mobile
these response messages from the acquirer, both dévice acts on behalf of the cardholder and plags t
them check the digital signature of the message toole of the customer in the payment transactiom wie
ensure that it comes from the acquirer. In addjttoe  acquirer, by sending the validated message received
merchant checks the transaction number and timgstanfrom the merchant, plus customer information to the
to ensure that the receipt message correspondseto tacquirer. The mobile device encrypts all these ildeta
original transaction stored in their transactiotabase. with the acquirer’s public key and this satisfiestad
If all of these processes are completed succegsfult  confidentiality. In these processes the customersdo
merchant then releases the services/goods to th®t need to ensure that the merchant is trustedusec
customer and sends two notification messages.ifdte f in the model the merchant does not act as an
message is to the acquirer to inform it that theintermediary and the information that is transmnditte
goods/services have been released to the customéne merchant is not sensitive. Incidentally, thetemer
When the acquirer receives this message, it verifie ~ knows that the purchase will be done through aetus
digital signature of the merchant to ensure itsthird party and knows that it is the responsibitifythe
authenticity. The second message is to the custemeracquirer to verify that the merchant is accredivgda
mobile device to inform the customer that theknown trusted third party. Therefore, the customir
services/goods have been released. Therefore, thieen not feel reluctant about being involved in the
customer can use the service. In the case of theayment transaction. In these processes the acquire
purchase begging goods, the customer can colleot th ensures that parties cannot deny the payment meses
from the merchant shop or from the merchant'sto improve the non-repudiation. Furthermore, the
deliverer. In the two previous cases, the merchant, customer authorizes the payment transaction by
the merchant's deliverer, verifies the merchant’'sentering a personal PIN in their mobile device #rd
signature from the merchant's message that informedatisfies the customer authentication. Therefooepme
the customer that the goods had been releasete If tcan complete the payment process except the person
signature is valid, the merchant delivers the goods who has both the personal mobile device and thed®IN
When the acquirer receives the merchant'she same time.
message for releasing the services/goods to the

customer then the acquirer can inform the custasner’ DISCUSSION
bank to transfer the reserved money to the merthant
bank and then the customer’s bank informs the aequi The first part of the research aims to identify key

that the payment has been transferred to the mat'sha factors that may influence online customers trust i
account in the merchant’s bank. If the processfail adopting mobile payment systems. It closely examine
some stage such as if the merchant does not infoem whether the adoption of a mobile phone which presid
acquirer to release the services/goods to the m#sto security of payment details, would influence custosn
after a period of time, then the acquirer inforrhe t trust to use online shopping in the future. It also
customer’s bank to cancel the money being held investigates perceptions and preferences of online
When the merchant’s bank receives the payment, itustomers and their utilization of current e-paymen
sends a confirmation message to inform the acquiresystems. Results demonstrate that the six vagaple
that the customer has paid for the goods. shopper’s ability to control their transaction; ety
When the acquirer receives the message from thbuilt into a mobile phone payment system; prior
merchant’'s bank, it informs the merchant that theperception of security evidence; perception that no
customer has paid for the goods. personal data is sent through the merchant in a
transaction; perceived ease of use and perceived
Model analysis and comparison with a traditional usefulness) have a significant direct effect on the
system: We note that crucial messages from bothadoption of mobile devices. This in turn gains
customers and merchants are digitally signed. Thisustomers trust in online payment systems and thus
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increases their utilization of online shopping. Theincreasing their trust in online payment systemise T
results indicate that there is a positive relatigms proposed model developed based on the results of a

between the use of a mobile device for onlinequantitative study. The new model focuses on
transactions and a customer’s trust in the traifwadin ~~ enhancing the feeling of security of the use obaline
other words, the results demonstrate that the &mopt payment system and satisfying the security

of a mobile device has a significant and directetfon  requirements by using a mobile device and changing
customers trust. the traditional online payment transaction procgsse
The first part of the research also discovered thabetween customers and merchants. In the model
there is a considerable lack of people experierined customers do not need to disclose their financial
using their mobile phone for online payments. Frominformation during the transaction and the merchant
those participants sampled who are not experiented will not act as intermediary between customers thed
mobile payments, expressed a willingness to use theacquirer. The model has more advantages compared

mobile phone for online payments in the future.afTh with a conventional e-payment system by providing

is, provided it was available as a payment optisero high security, low cost and convenience, whichlag

the Internet.
This study proposed a mobile payment to solve

factors to make the mobile payment more usable.

The model has been simulated as apart of current

problems in a conventional e-payment system. Fiream t research. Future research will evaluate performande
survey results, there are six variables that haaenb acceptance of the model with people using the
identified as key factors that may influence onlinesimulation.

customers trust in adopting mobile payment systems.

The proposed a mobile payment has been developed to

provide these factors.
The analysis of the proposed model provides stronq

support for the using of a mobile device for online*

transactions. The model has more advantages
compared with a conventional e-payment system,

which makes the model more usable. For instance?-

some customers may be unfamiliar with the trust
solutions used by a website, such as trust evaluati

a trusted signature. A false website might couaterf 3.

these and so customers may be the victim of a
‘phishing’ attack. Moreover, this model has an
additional advantage in that it combines the pebkon

computer with a personal mobile device and useg.

existing infrastructure and technologies to minienilae
extra cost of a new e-payment method. While the SIM
does initially require additional software from the
issuer, this solution provides mobility which istno

possible in the conventional solutions where soféwa 5.

has to be installed in any PC participating in a
transaction, as in the SET case. The use of a mobil
phone and SIM can offer a more economical, secure
and more flexible solution than conventional e-pagin

systems. Using any available personal computehén t 6.

navigation phase is more comfortable for a buyanth
using a mobile phone, with its limited navigationda
display capability, for the entire transaction.

CONCLUSION

7.

This study has presented the design of a practical
mobile payment model as a possible step towards
increasing customer acceptance of online shoppidg a
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