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Abstract: Techniques which assist in recognizing various access patterns and interests of the Web
users are normally referred to as an application of Web usage mining. The application provides useful
insights to address crucial peints such as user interests into a particular page, server load balancing,
Web site reorganization, clustering of similar browsing patterns, classification of user profiles, content
caching or data distribution and replication. In this study, we provide an updated focused survey of
major aspects and problems related to the task of modeling the user behavior. We also point out some
recent advancement in areas related to autematic Web navigation and implicit capturing of user
interests in regard to a particular page. Main future directions are also cutlined in the conclusion.
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INTRODUCTION

Explesive increase in the use of the Internet has made
aufomatic knowledge extraction from varicus web log
files a necessity. This can be used to improve the
effectiveness of the web sites by adapting the
information structure of the sites to the user behavior.
The ease and speed with which business transactions
can be carried out over the Web has been a key driving
force in the rapid growth of e-commerce. Specifically,
e-commerce activity that involves the end user is
undergoing a significant revolution. The ability to track
user browsing behavior down to individual mouse
clicks has brought the vendor and end customer closer
than ever before.

Service providers can now clearly recognize user
visiting patterns to their sites and pages and hence can
reorganize their site structure as per the interests
exhibited by their users. For example, by automatically
analyzing the interests of the users in various links on
the their main index page, vendors can reorganize the
structure of that index page by placing popular links
towards the fop portiens of the page, hence making
their services more easily accessible.

Through the ability of autematically capturing users
interests in particular pages, site cwners can easily get
implicit ratings about their pages and use such
information in page reorganization or relecation.
Moreover, with the advancement in Automatic Web
Navigation [36], now it is possible to discover user
access patterns from the log files and construct an
overall model about the user. This model can be used to
perform Web surfing on the behalf of the user by
pre-fetching pages included in the user model (see more
examples in section 4}. To sum it up, it is now pessible
for a vendor to persenalize his product message for
individual customers at a massive scale, a phenomenon
that is being referred to as mass customization. The
scenarios described above are some of the many
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possible applications of Web Usage mining, which is
the process of applying data mining techniques to the
discovery of usage patterns frem Web data [8, 31],
targeted towards various applications.

WEB MINING

Web servers use the log files to record an entry for
every single access they get. As the complexity of the
web site or application increases, simple statistics give
no meaningful hints on how the web site is being used.
Moreover, the log files of popular web sites may grow
of several hundreds of megabytes per day, making
analysis tasks awkward. See [8, 31] on description of
techniques for mining information and knowledge from
large databases. Web mining refers to the application of
such techniques to web data repositories, to enhance the
analytical capabilities of the known statistical tools. An
early taxonomy of web mining has been proposed
in [3].

Web mining involves three tasks: (1) structure mining,
(2) content mining and (3) usage mining. Web structure
mining refers to the process of information extraction
from the topelogy of the Web and aims at extracting
data which describes the organization of the content.
Intra-page  structure  information  includes  the
arrangement of various HTML or XML tags within a
given page. This can be represented as a tree structure,
where the hsml tag becomes the root of the tree. The
principal kind of inrer-page structure information is
hyper-links connecting one page (o another.
Alternatively, web structure mining has application in
categorizing web pages. In [32], a method is described
to discover authority sites (authorities} for the subjects
and overview sites (hubs) peinting te the authorities.
Web content mining is the process of extracting useful
information from the web sites and the pages they are
composed of. One of the main challenges is the
definiion of what the web content is. Web content is
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composed of multiple data types: text, images, audio,
video, metadata and hyperlinks and multimedia data
mining has become a specific instance of web content
mining. As the greatest percentage of web content is
unstructured text, great relevance is given to knowlaedge
discovery in text [33, 15, 2]. Itis worth noting that Web
structure mining projects such as [39, 40] and Web
content mining projects such as [41, 42] are beyond the
scope of this study.

Web usage mining is devoted to the investigation on
how people use web pages they access and on
recognizing their navigational behavior. It involves
automatic discovery of user access patterns from one or
more Web servers or clients. Web usage mining is
based on the analysis of secondary data describing
interactions between users and the Web. Web usage
data include data recorded in Web server access logs,
proxy server logs, browser logs, user profiles,
registration data, user sessions and transactions,
cookies, user queries, bookmark data, mouse clicks and
scrolls and any other data derived from the above
interactions [4]. As it can be easily understood,
boundaries between these three categories are blurred
[4, 34]. As our main concern is with user access
behavior, in this study we mainly concentrate on the
usage mining as a mean to track the behavioral pattems
of users surfing either a web site or a page.

WEB USAGE ANALYSIS

Web usage analysis relates to the development of
techniques for discovering andfor predicting the
behavior of a user interacting with the web. The data
to be analyzed are (see Fig. 1) data logged by the
user client (e.g. web browser) or server side (web
server, Proxy server, application server). Data logged
at different locations represent different navigation
patterns: client side data describe, in general,
single-user multi-site navigation, server side logs
describe  multi-user  single-site interaction and
proxy server logs describe multi-user multi-site
interaction. Widely adopted log file formats are
described in [29, 30].

Server side logged data include client IP address
{machine originating the request, maybe a proxy), user
ID (if authentication is needed), time/date, request
(URI, method and protocol), status (action performed
by the server), bytes transferred, referrer and user agent
(operative system and browser used by the client).
Since this information is incomplete (e.g., not showing
hidden request parameters automatically downloaded
using the POST command) and not entirely reliable, the
information should be integrated using packet sniffers
and, where available, application server log files. Client
side data collection has been implemented using remote
agents (Java applets, HTML embedding Java script
code) or adhoc browsers. Recently, especially
tailored browsers have been used to implicitly and
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Fig. 1: Various Data Sources

Fig. 2: Phases of Web Usage Mining

automatically capture users inferests in a particular page
and provide an overall rating for that page (45, 46].
Proxy server data describe, on one side, access to
cached pages and on the other, access to sites from
actual clients seen as a single anonymous entity frem
the web server. In [5] web usage mining techniques are
analyzed. Three different phases, as shown in Fig. 2,
are identified: pre-processing, pattern discovery and
pattern analysis.

Pre-Processing: In this phase, abstraction data may be
built representing, as examples, users (single actor
using a browser to access files served by a web server),
page views (the set of files served to the browser in
response to a user action such as a mouse click),
click-streams (a sequential series of page views
requests), user sessions (click stream for a single user
across the Web) and server sessions (set of page views
for a user session on a single web site). See [9] for more
definitions of the terms relevant for web usage analysis.
A particular stress is given to data preparation and
preprocessing. As stated earlier, data may be
incomplete (especially when client side logs are
unavailable) leading to difficulties in user identification
and difficulty to detect the user session termination
(a 15 and 30 minute default time is normally assumed
(10, 43] for session termination).

Depending on the data actually available for the
analysis, typically known problems in user behavior
reconstruction  include: multiple server sessions
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associated to a single IP client address (as in the case
of users accessing a site through a proxy); multiple
[P addresses associated to multiple server sessicns (the
so called mega-proxy problem); user accessing the web
from multiple machines; and a user using multiple
agents to access the Web. Assuming that the user has
been identified, the associated click-stream has to be
divided into user sessions. As expected, the first
relevant problem is the identification of the session
termination. Other relevant issues are the need o access
applicaticn and content server information and the
integration with proxy server logged information
relative to cached resources access. Related to the usage
preprocessing is the content preprocessing. Page views
might be classified or clustered depending on their
intended use and the results of this process be used to
limit discovered usage patterns.

Pattern Discovery: Techniques adopted for this phase,
stricfly depend con the aim of the analysis. Methods
available draw upon several fields such as statistics,
data mining, machine learning and pattern recognition.
Statistical analysis is in general applied to discover
information such as most accessed pages or average
length of a navigation path through a web site [35]. Use
of association rules to find correlation between pages
most often referenced together in a server session with
a support value exceeding a given threshold is
discussed in [33]. The results may find application in
developing marketing strategies for e-business sites as
well as for providing hints for restructuring a web site.
Clustering is used to group items having similar
characteristics.

In this case clustering may be used to group users
exhibiting similar navigation behavior (usage clusters)
or groups of pages having a related content {(page
clusters}. In the first case, the informaticn is again
relevant to marketing scopes while, in the second one, it
might be used by search engines. Classification
techniques are often used to associate navigation
behaviors to groups of users {or prefiles). See [36, 43]
for discussion on the application of sequential pattern
discovery techniques to identify set of items followed
by further items in a time ordered sequence. This is
relevant for marketing purposes, i.e. for placing
advertisements along the navigation path of certain
users. Dependency moedeling is also used with the goal
of developing a medel to represent significant
dependencies among various variables in the web (for
instance, modeling the stages a user undergees during a
visit o an on-line store). This is useful not cnly in
predicting the user behavier but also in predicting web
resource consumption. With Semantic Web [44],
pattern discovery benefits from semantics included into
web pages. This enables mapping Http requests to
meaningful units of application events. Ontelogy,
Resource Description Framework (RDF} repository and
user profile can be updated with new information. In
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addition to the relationships between concepts,
ontclogy also contains logical axioms that enable
inferring new knowledge. The meaning that is
constituted by the set of web pages accessed can be
captured and taken into account. Hence, usage pattern
can reveal semantic relationships that can help in
learning the ontology itself or ontology instances.

Pattern Analysis: The last phase deals with pattern
analysis. The aim is to filter out irrelevant information
and extract only interesting information from the output
of pattern discovery phase. One of the approaches used
in analyzing patterns is the use of visualization
techniques, such as graphing patterns, charts, diagrams,
coloring schemes and coordinated views. The goal is to
highlight overall patterns and trends in the data [8].
Relational databases have also been used for this phase.
See [18] for description on the modeling of the data in a
data cube to perform OLAP (On-Line Analytical
Processing) operations.

MAIN APPLICATIONS

According to [4], applicaticns of web usage mining
may be classified into two categories: those dedicated
to the discovery of user access patterns (behaviors)
and hence customizing the Web the site accordingly
[11, 12, 13] and those dedicated tc an architectural
(related to site topology) improvement of the web
site effectiveness [14]. These two applications are
discussed below.

Web  Site Improvement: Making dynamic
recommendations to a user based on his profile as well
as navigation patterns has great relevance to e-business
applications. Most of the sub-fields in this area are
based on applying seme sort of intelligent techniques,
which  include machine learning, knowledge
representation and avtomated reascning. See [37] for
knowledge discovery process to recognize markefing
intelligence from web data and uvse the information for
implementing automatic Web navigation on behalf of
the user, i.e. using information compiled from the user
access patterns, to automatically pre-fetch updated
pages without any manual interference from the user.
As stated earlier, ad-hoc browsers can also provide
local logs which can help in the discovery of the user
interests in a particular page. The logs are then used (o
infer user intention and hence provide implicit page
ratings. This is done through recording the user actions
in terms of mouse clicks and movements, scrolling and
elapsed time [45]. Other browsers provide more
sophisticated indicators such as add to bookmark, print,
forward, number of visits {visit frequency}, save and
more effective total wvisit time calculations [46].
Popularity of the links in relation to their functicnal
locations in the web page is ancther application which
is atfracting more attention within the e-Business
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community. Systems incorporating such feature not
cnly analyze links as per their popularity but also
suggest an optimal page design based on the frequency
of the wvisits and the fime spent on the links,
hence adding a novel improvement to adaptive Web
systems [46].

Moreover, the analysis of the web site usage may give
important hints for site redesign, so as to enhance
accessibility and attractiveness. Web usage mining may
also provide insight into web traffic behavior, allowing
to develep adequate policies for content caching and
distribution, lead balancing, network transmission and
security management.

In [6] an appreach is described to the problem of the
user navigation pattern reconstruction from the analysis
of the logged data. This is relevant both for customizing
the content presented to the user and for improving the
site structure. Two techniques are identified: mapping
the data to relational tables and then applying data
mining algorithms or direclly applying analysis
algorithms to logged data. See [38] for an interesting
method about modeling disk [/O as well as network or
web traffic {in general, everything that can be described
by Bursty and Selfsimilar sequences) starting from data
mining techniques.

Performance Improvement: Anocther important
application of Web usage mining deals with improving
the Web Performance. Here toe we need intelligent
systems techniques to identify, characterize and
understand user behaviors. In fact, users navigation
activity determines network traffic and, as a
consequence, influences web server performance.
Resources of the server are concurrently accessed and
consumed and performance metrics must be
continuously tuned in order to make services available
and reliable. In [16, 17] pre-fetching is preposed in
order to improve Web latency. Of course, this technique
is useful if pre-fetched object or page is the target of the
next request of the user.

So, pre-fetching must be subordinated to user browsing
activity prediction. Browsing strategies need to be
classified and in [24] client-side traces are analyzed.
Here, according to commen sequences size, Users are
categorized. Pre-fetching from the server side is
considered in [16]. In [17] time-series analysis and
digital signal processing are used to moedel web users.
During a session, when a resulting threshoeld is reached,
pre-fetching starts. Anyway, as pointed out in [25], the
number of clicks per session exhibits strong
regularities. The cbserved distributicn showed to be
inverse Gaussian. The authors discuss how this limits
pre-fetching strategies. The goal of improving Web
performance can be reached if the Web workload is
well understood (see [23] for a survey of proposed Web
characterizations). The nature of Web ftraffic has been
deeply studied and analyzed. The first set of invariants
has been processed in [21] and in [20] a discussion
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about the self-similar nature of Web traffic is given. A
workload characterization could be also used to create
synthetic worklead [22], in order to benchmark a site, a
monitoring agent checks the resource usage metrics
during the fest to search for system and network
bottlenecks. In  [26] two important models
characterizing user sessions are infroduced: Customer
Behavior Model Graph (CBMG} and Customer Visit
Models (CVM). Unlike traditional workload
characterizations, these models are  designed
specifically for e-Commerce sites, where user sessions
are represented in terms of navigational patterns.
Moreover, these models can be obtained from the
HTTP legs available at the server side. The CBMG is a
state transition graph, in which the ncdes correspends
to states in the session. A state can be viewed as a
collection of web pages semantically related {e.g.,
browsing, searching, paying, etc.). The arcs in the
CBMG correspond to transitions between states. As in
the Markov Chains, probabilities are associated with
transitions. In [19] K-means algerithms are used fo
obtain clusters of CBMG with similar patterns. A CVM
is a more compact model than the CBMG. It represents
sessions as a ccllection of session vectors, one per
sessions. A value in a session vector is the number of
times that each of the different functions {(i.e., state in a
CBMG} were invoked during the session. In [27] fractal
clustering is used to find similar patterns in a collection
of CVMs. Such workload characterizations fit well the
nature of web fraffic, allowing performance analysis
and observations about user common behaviors.

CONCLUSION

The area of Web usage mining is still in its preliminary
stages, as a consequence, related issuves need further
exploration and research. Some important peints that
need special attention include: (1} as the content served
by a web server becomes mere and more dynamic, the
need of integration in the analysis process of the data
coming from sources different from Web servers
become mandatory. In particular, as multiple
applicative services are able {and have to) to identify
single user sessions, the user session reconstruction
might become relatively  straightforward, (2}
development of advanced tocols to deal with highly
structured content such as XML, which requires more
than just text mining, (3} development of techniques
which would improve autematic Web navigation and
page pre-fetching on the behalf of the users, (4} use of
overall user interests discovered to design future theme
based search engines as opposed fo current key word
based engines and (3) establishment of more robust
procedures for reconstructing user behavior patterns
while visiing Web sites and pages. In the Web
performance application field, an inferesting research
direction is represented by the generation of
representative synthetic workload that cannot rely on
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For instance, to benchmark an

e-commerce site, different user behaviors must be taken
into account. In [28], synthetic workload is created
from CBMGs. More versatile user session models are
needed to characterize security parameters; many web
services provide server and/or client authentication as
well as ciphered communications (e.g., HTTP over
SSL). This important aspect of the Web strongly

influences

performance and it is widely uvsed in

e-commerce. In such context, site topology must be
carefully structured and analyzed to let different users
to easily surf towards functions which contribute
towards placing purchase orders.
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