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Introduction

Stegnography is a method of hiding secrete
communication; so that stegnographic system embed
data n unrecognizable cover media which is not visible
by eavesdropper. In earlier days people use invisible
inks to convey secret message but in computers it is
implemented by stegnography. Basically hiding
message concept originates from the cover image’s
duplicate bits (those that can be modified without
destroying that medium’s integrity) (Anderson and
Petitcolas, 1998). In embedding process, data is hide in
those duplicate bits in cover image. So that presence of
secrete message will not be detected by eavesdropper.
Even hidden message may not revealed by cover
images but there are some statistical changes in cover
image so these are detected by eavesdropper which is
known as statistical steganalysis. This paper will
discuss about stegnograpgy and the various methods to
detect it by statistical steganalysis. We can also hide
information by watermarking or else provide an
overview of detection algorithms (Petitcolas et al., 1999;
Fridrich and Goljan, 2002). Here, 1 present recent
research and the various detection algorithm to detect
distortion in cover image.

The Basics of Embedding

Three different criteria in information-hiding systems
combined with each other: Capacity, security and
robustness (Chen and Wornell, 2001). Capacity means
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that how much data is to be embedded so that it will not
detect by eavesdropper and robustness means that
amount of modification is done by system. Information
hiding generally done by watermarking also. A
watermark system has one main motive is to provide
robustness, so that no body van come to know about its
secret information unless until after degrade the image.
Stegnography can provide high embedding capacity and
security but sometimes large amount of hidden data may
cause distortion in cover image. A classical
steganographic system’s security relies on the encoding
system’s secrecy. An example of this type of system is a
Roman general who shaved a slave’s head and tattooed a
message on it. After the growth of hair then slave will go
to convey the secret message (Johnson and Jajodia,
1998a). In this technique there is a problem that we can
shave anyone’s head so here is a lack of security.
Modern steganography attempts to be detectable only if
secret information is known-namely, a secret key
(Petitcolas et al., 1999). This is similar to Kerckhoffs’
Principle in cryptography, which based upon
cryptography key based techniques (Kerckhoffs, 1883).
For secret message to remain undetected so we must
secure the cover image area which is not used in
embedding so that difference will be calculated.

Information theory allows us to be even more
specific on what it means for a system to be perfectly
secure. Here I m going to present model which shows
that how we can protect hidden message from
eavesdropper (Cachin, 2002).
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Fig. 1. Modern steganographic communication. The encoding step of a steganographic system identifies redundant bits and then

replaces a subset of them with data from a secret message

In the above illustrated model adversary know about
the complete encoding system but unaware about the
secret key. His or her task is to devise a model for the
probability distribution of all possible cover media and
all possible stego-media. Only then eavesdropper will
come to know about the cover image which contain
secret content and which is not. If system come with
any decision rule then that system is perfectly secure.
Stegnographic system can determines that how a secret
message is encoded. Suppose Alice needs to send secret
message then he used to send message along with his
secret key. So by key we can embed message in
redundant bits. So when bob receives that message
which is send by Alice then he used shared key so that
he will come to know about the message. Figure 1
shows an overview of the encoding step; as mentioned
earlier, statistical analysis can reveal the presence of
hidden content (Westfeld and Pfitzmann, 1999;
Johnson and Jajodia, 1998b; Farid, 2002; Lyu and
Farid, 2002; Provos, 2001).

Hide and Seek Approach

Though setgnography can be implemented in any
digital object either image, audio or video but here we
deal with only jpeg format images. People generally
use internet to transfer the images to one end to another
end so jpeg is most popularly used format. Moreover
system used jpeg images and they are generally not
affected by visual attacks (Westfeld and Pfitzmann,
1999) (Visual attacks mean that you can see
steganographic messages on the low bit planes of an
image because they overwrite visual structures; this
usually happens in .BMP images). In this study I
presented pallet based system which is less affected by
visual attacks (Johnson and Jajodia, 1998b). Let’s look
towards some algorithm that can covert image in
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detectable way. I compare the different systems and
contrast in between their relative effectiveness.

Discrete Cosine Transform

Color images uses discrete cosine transformation so
that we can convert 8x8 pixel blocks of the image into
64 DCT coefficients. The DCT coordinates F(u, v) of an
8x8 block of image pixels f(x, y) are given by, where
C(x) = 1 when x equal 0 and C(x) = 1. Following is the
equation which actually shows the quantization of the
process:

(2x+1)ur

27:27: f(x,y)*cosT

x=0 y=0

=

Fluy) = C()C(v)

v >
2x+1)vr
COS————
16
FO(u,v)= \‘F(M’V)J
O(u,v)

where, O(u,v) is a 64-element quantization table. We use
LSB in order to embed secrete message. The

modification of a single DCT coefficient affects all 64
image pixels. In some image format like .giff the image
visual structure exist. Steganographic systems those
updates least-significant bits of these image formats are
generally prone to visual attacks (Westfeld and
Pfitzmann, 1999). This is false for JPEG type format. All
the updation in frequency domain instead of updating in
spatial domain, so that’s why there is no visual attacks in
jpeg format images. As in JSteg algorithm it generally
used to replace LSB of Discreet Cosine Transformation
with the message which is to be kept hidden and it does
not require and secret data.

Input: Hidden message, cover image
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Output: stego image

while data is to be escaped

do

get next of DCT coefficient from cover image
if

DCT #0 and DCT # 1

then

get next of LSB from message

replace LSB of DCT with LSB of message
end if

insert DCT into stego-image

end while

Sequential

Derek Upham’s JSteg was the first steganographic
system for JPEG images. In this LSB will be replace by
message’s data (see above algorithm) (Kelley, 2001).
The algorithm does not require a shared secret; as a
result, anyone who knows the steganographic system can
retrieve the message hidden by JSteg. Andreas Westfeld
and Andreas Pfitzmann noticed that

Changes in LSB will be detected by steganalysis
(Westfeld and Pfitzmann, 1999). They observed about
the information of large amount of data which is
embedded will change in the color frequencies in
histogram. It will change the LSB in image. The colors
are addressed by their indices i in the color table; we

refer to their respective frequencies before and after
embedding as ni and ni*. Given uniformly distributed
message bits, if n2i > n2i+1, then pixels with color 2i are
changed more frequently to color 2i + 1 than pixels with
color 2i + 1 are changed to color 2i. As a result, the
following relation is likely to hold:

[n2i —n2i +1| > |n2i *— n2i+1%

Embedding will reduce the difference between
consecutive pixels. The same is true in the JPEG data
format. Instead of measuring color frequencies, we
observe differences in the DCT coefficients’ frequency.
Figure 2, displays the histogram before and after a
hidden message is embedded in a JPEG image. I saw a
reduction in the frequency difference between coefficient
-1 and its adjacent DCT coefficient -2. We can see a
similar reduction in frequency difference between
coordinates 2 and 3.

Probability of secret message message will indicate
by evaluating the value of p. It will start at the beginning
of image and evaluating the incremental growth as in
Fig. 3, shows the message created by JSteg. Higher the
probability indicates the presence of secret message in
cover media and dropping in above graph will shows no
secret message.
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Fig. 2. Showing frequency histograms. Sequential changes which are presented in (a) original and (b) modified image’s Least-
Sequential Bit (LSB) of Discrete Cosine Transformation (DCT) coefficients tends to equate the frequency of adjacent DCT

coefficients in the histograms
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Fig. 3. The high probability in image showing large content of stegnography. With JSteg, it can be possible to calculate the

message length

Steganography-Detection on the Internet

Now the question arises that how can we use
steganalytic method in real world application for
example if somebody claims that there are various
stegnographic content posted on internet (Kelley, 2001;
McCullagh, 2001; Kelley, 2002)? So to find out such
type of claims we develop steganalytic framework
(Provos and Honeyman, 2002) that gets off jpeg images
those contain stegnography content.

Steganographic Systems in Use

To test the framework, I searched for three
stegnographic system that can hide information in jpeg
images and these are: JSteg (and JSteg-Shell), JPHide
and OutGuess. All are using Least significant bit method
for data hiding and these can be detected by statistical
analysis. JSteg-Shell is a Windows user interface to
JSteg first founded by John Korejwa. It used to encrypt
and compress before JSteg embeds the data. JSteg-Shell
uses the RC4 stream cipher for encryption (but the RC4
key space is restricted to 40 bits). JPHide is a
steganographic system Allan Latham first developed
which uses Blowfish as a PRNG (Schneier, 1993;
Latham, 1999). Version 0.5 (there’s also a version 0.3)
support extra compression in hiding messages, so it uses
different headers to store embedding information. Before
the content is embedded, the message will be blowfish
encrypted by the sender.

Detection Framework

Stegdetect is an utility that can hide messages by
using jpeg images with JSteg, JPHide and OutGuess
0.13b. Stegdetect’s output lists the steganographic
systems it finds in each image or writes “negative” if
there will be no any hidden content found. We collect
Stegdetect’s detection sensitivity against a set of 500
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non-stego images (of different sizes) and stego images
(from different steganographic systems). On a 1,200-
MHz Pentium III processor, Stegdetect uses web
crowler on a 10 MBit/s network. Stegdetect negative
rate will depend upon the capacity of embedded data.
Smaller will be the message, then it is harder to
detect. Stegdetect can easily capture those images
which contain stegnographic content be using JSteg.
For JPHide, detection depends also on the capacity of
embedded data and the compression quality of the
JPEG images. Furthermore, JPHide 0.5 minimize the
hidden message size by applying compression. Figure
4, shows the results of detecting JPHide and JSteg. In
JSteg W will not able to detect message smaller than
50 bytes. False negative rate is about 100%. Larger
the message size upto 150 bytes, false rate will be
lesser than 10%. But in JPhide both are independent
and the false-negativerate is at least 20%. For
Outguess false rate is about 60%, a high false-
negative rate, higher will be positive rate.

Finding Images

To improvise ability to detect stegnographic images,
so for this we need to find those images which contain
hidden messages. So for this I select images from
eBay auctions (due to various news reports) (Kelley,
2001; McCullagh, 2001) and discussion group from
Usenet for analysis (IABIL, 2001). To get images
from eBay auctions, a Web crawler that can easily
detect jpeg images is the obvious choice. When
research started there were no web crawler available
so many researchers develop Crawl, a simple,
efficient Web crawler that makes a local copy of any
JPEG images it stores on a Web page. It perform
Depth first and has two key features:

Images and Web pages can be matched against
regular expressions; then a match can be include or
exclude from the search.
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Fig. 4.Using Stegdetect over the Internet. (a) JPHide and (b) JSteg generate different results for different test images and

hidden messages

Table 1. Percentage of (false) positives for analyised images

Test Ebray Usenet
JSteg 0.003 0.007
JPHide 1.000 2.000
OutGuess 0.100 0.140

Minimum and maximum can also be a barriers which
can exclude smaller size images to contain hidden
messages. I was downloaded around two hundred images
linked to eBay auctions. To automate detection, Crawl
uses stdout to report successfully retrieved images to
Stegdetect. After processing the two hundred images
with Stegdetect, I come to know about 1% of all images
may contain hidden content. JPHide was detected most
often contain hidden messages (Table 1).

I augmented my study by analyzing an another one
hundred images from a Usenet archive. Most of them
are false positive. Axelsson (1999) applied the base-
rate fallacy to intrusion detection systems and
presented that high percentage of false positive can
impact on system efficiency. The situation is quite
similar for Stegdetect. I evaluated true positive rate, in
which images contain hidden content in real-as follows,
where P(S) is the probability of steganographic content
in images and P(S) is its complement. P(D|S) is the
probability that we’ll detect an image that has
steganographic content and P(D|S) is the false-positive
rate-which does not contain stegnographic content.
Conversely, P(D|S) = 1- P(D|S) is the false-negative rate.
To maximize the true-positive rate, I must maximize the
numerator or decrease the denominator. Increasing
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detection system is not possible by increasing false-
positive rate and vice-versa. We assume that P(S)- the
probability that an image contains steganographic
content- is very much less as compared to P(S), the
probability that an image contains no hidden content. As
a result, the false-positive rate P(D|S) is the dominating
term in the equation; reducing hence the best way to
increase the true-positive rate. The assumptions for false
positive rate also dominates the computational cost to
check hidden content. For the detection system to be
practical, keeping the false-positive rate must be low.

Conclusion

As Stegnography is one of the security technique,
which is used to hide secrets in plain sight. In this study I
represents stegnography by various types of cover
images like .bmp, .giff and .jpeg and out of them .jpeg is
concluded to be the best one because as far as security
concerns .jpeg is best cover media because when we try
to embed message in .jpeg cover image then quality of
image will not suffer at all i.e., image will not be
distorted. In this study I work on steganalysis also by
using various methods like JSteg, JP Hide and Outguess
and I take two properties i.e., negative or positive. This
will be ranked if and only if msg. is not detected or is
message is detected. Out of various methods of
steganalysis and JP Hide is prove to be the best method.
But sender needs to be careful regarding the length of
message because as far I judge if message is large
enough then it is easy to detect by any method so that’s
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why I prefer that message which is to be hidden it must
be of shorter length so that it is not easily detected. At
last ultimately I concluded from my research that
Positive rate is as low as possible just to make secure
communication between sender and reciver.
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