American Journal of Applied Sciences 11 (3): 381-390, 2014

ISSN: 1546-9239

©2014 Science Publication

doi:10.3844/ajassp.2014.381.390 Published Onling12014 (http://www.thescipub.com/ajas.toc)

THE MANAGEMENT OF UNCERTAINTY:
MODEL FOR EVALUATION OF HUMAN
ERROR PROBABILITY IN RAILWAY SYSTEM

Lombardi Mara, Guarascio Massimo and Ross Giuliano
“Sapienza” University of Rome, Safety Engineeringlyl

Received 2013-10-02; Revised 2013-10-16; Accepte@-2@130
ABSTRACT

The methodology of quantitative risk assessmenisiin the railway industry refers the RAMS apphac
as expected in EN 50126, to define the failurehef $ystem. From the probability of failure followse
evaluation of the failure consequence, the chedk®faccident occurrence and finally, the analgéithe
achievable accident scenarios to quantify the danaagesult thereof. In this approach, the centratept

is the failure phenomenon, i.e., the deviation loé proper performance of a function by a system
component. The case-study is referred to the maamee procedure, necessary to ensure safe use of
the railway infrastructure. The homogeneous treatmoé human behaviour in the proposed risk model
involves the definition of the function of relialty (or failure) of “human component” since the
maintenance procedure of railway system shows h pigbability of human error. The paper analyzes
a series of control checks for back analysis tgstif accident occurrences and highlights the
opportunity to perform quantitative risk analysisnparing alternative designs of railway system by
analogical analysis methods. In this analysis thaluation of human error according to combined
techniques of risk analysis and Ishikawa’s thearyelevant because in the railway industry orgathize
procedures of good practice usually have been eyeglo

Keywords. Contextual Control Model (CoCoM), Quantitative RisAnalysis (QRA), Reliability,
Availability, Maintainability and Safety (RAMS), Q@aparative Assessment, Uncertainty
Management, Safety Integrity Level (SIL), Humani&eility Analysis (HRA)

1. INTRODUCTION Although it may involve the interruption of the
movement on the rail track affected by the worle th
Functional reliability or safety, in case of faifyr  neighbouring rail track is operating.
are fundamental performance requirements of The rules on the protection of the maintenance
engineering system. The reliability and safety gsial ~ work clearly define the safety requirements, taken
are aimed, respectively, to provide methods for prevent an interference between the event “traofit
assessing whether a component or a system will bghe train” and “occupation of the rail track by the
operative for duration (or occasion) in which theeu  operator”, which would result in the accident.
requires it and otherwise, if the failure will caitste However, the procedures and regulations are not
hazard to people or material assets. sufficient to control the human behaviour.
The maintenance procedure, necessary to ensure the The interference of events can be due to sevartatrfa
usability and safety of the railway infrastructushows
particular risk factors. To these the need to cauy e Error of the engine driver (e.g., Signal Passed At
together the work and the movement of train is ddde Danger (SPAD))
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« Diversion of support guard, in the case of protecti The cold management provides: The activities are
system of sighting defined, the functions are planned, the roles sseyaed.
Stroke of support guard or worker The working procedure is often coded and described

« Lack of respect for rules and procedures with reference to engineering good practice.

The hot management provides: The execution in the

Maintenance  workers perform well known field is carried in a procedure compliant but aleay
procedures: The extreme habit determines thedifferent: The phenomenon is due to accidents,
undervaluation of risks and safety procedures. When  inexperience, minor errors. Sometimes the working
a worker fails a procedure without consequenceesios Procedure takes place so radically different frommatv

the ability to comply safety requirements. was planned. Often the workers, which implement a
dangerous degraded procedure, are well awaresof thi
2. SAFETY AND HUMAN FACTOR In the construction industry (the most important

working sector with the highest injury rate per em)
The homogeneous treatment of human behaviour irthe cluster analysis and multivariate analysis show
the risk model involves the definition of the fuioct of degraded procedures of work.
reliability or failure. According to know Reason’s Swiss cheese model,
The consolidated techniques of Human Reliability therefore, it is possible to define not random ciéfi
Analysis consider the human factor as part of theand therefore more properly failures of safety eyst
process, producing two types of errors: (Fig. 1).

« Analytical model: Difficulty of numbering the 3. SYSTEM SAFETY ANALYSIS (SSA)

possible behaviours in a limited and representative
group of events The algebra of graphs, as approach to the study and

«  Theoretical model: Loss of relationships between Management of complex systems, is justified by the
the individual worker and the work environment, effectiveness of link between decision-making strues

consisting of tools, equipments, colleagues, bso al @nd time variables.
individual and common meanings The graphic solution can be useful for the study of
the system, in order to make:

Frequently the best procedure of control and safety
does not ensure the standard of expected perfornanc®  Analysis “ex-post”, aimed at identifying the causes
if one has not guaranteed the effectiveness. Typica  that have created a given phenomenon or problem
deficit is the loss of control of the working prakee. e Analysis “ex-ante”, aimed at identifying the
It is not only predictive of major disasters busalof conditions that may lead to the achievement of
serious accidents. certain goals
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Fig. 1. Reason’s Swiss cheese model: Accident or failure?
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The idea at the base of graph, which represents the The algebraic solution of the risk analysis cossit
procedure of the railway infrastructure maintenaliE:m Sequentia| Steps of increasing Comp|exity: The
use basic connections to produce representations Ofnharacteristic variables are random variables.
complex system. _ The RAMS approach offers a set of consolidated

The model can describe: procedures resulting from the qualitative and

guantitative analysisHig. 3). The assessment involves
*  Thelogic interaction of relevant variables the identification of the Safety Integrity Level I[$
* The elements of the system sensitive to the action 5 the subsystem.
* The scenarios that originate from alternative  The jmplementation of the procedures requires the
hypotheses of evolution of the initial state evaluation of the elementary components reliabgitygl
] ) the realization of algebraic overall model thagrsig

The proposed approach fits well into the g,y the single performance, evaluates the effédhe
frame_vvork of analytical techniques commonly used in local-level system failure.
technical approach. I ) Whereas the RAMS attribution on the elementary

The —convergent use of reliability techniques .omhonents has a linearly increasing burden of

Reliability, - Availability, Maintainability and Saf¢  apalysis when the number of components increases,
(RAMS) and advanced analysis of Human Factor (HF)he logic flow explaining the system complexity

(Dhillon, 2011), included in the model of risk aysib  jhcreases exponentially: This results in a sigaific

structured according to the rules of graphic algebrg.  operational difficulties in the evaluation of SiLittv

2), allows to represent all configurations that dam  reference in complex technological systems, ground-

assumed by the system, all the undesirable outcdo®s devices and board-devices.

to degradation or deviations by the expected resuidt These evaluations require the analysis to discetgin

all resulting accident scenarios. between failure and accident, usually solved by the
Defined R the configuration of a working system FMEA/FMEA HazOp procedures, from which a finite

(i.e., that meet the needs of purpose under spdcifi set of major accidents is obtained.

conditions (the specified conditions are the safety Finally there is the need to manage the uncertaihty

working conditions)) and R* the failure conditioB,the  the accident scenarios models selected, that shueild

safety configuration (which does not express negati with parametric approach, the groups of achievable

effects to persons or property exposed (properly th scenarios, each of which is characterized by a eurob

safety refers to the state in which the risk (ithe significant parameters, numerable in the real field

probability of damage to persons or property) iweo The issue is to define a representative set ofyaisal
than a acceptability threshold)) and S* the riskditon,  scenarios numerable, finite and limited (able to
the analysis of the system safety level consists of summarize the set of achievable scenarios, eaaihich

is characterized by an order of infinity).

Furthermore, the evaluations are often based on
specific simulations or analogical reconstructiavisen
there are no reliable data inferred from the reaks.

This analytical construction gives a quantitative
indicator that cannot be reproduced through
alternative approaches, because of the variabdity

L o . . the model definition.
e Qualitative/quantitative risk assessment, aims to The compliance of the analvtical process does not
evaluate the results of R* configurations, P y P

considering the conditions of the fault solve the issue of the estimating random indicators
development towards S and S* states, through the Given the estimation error of certain parameters,
qualification or quantification of the final the evaluation can be affected by a significanbrerr
scenarios in terms of probability of occurrence (up to one or two orders of magnitude) due to the
and consequential damages, according toamplification in the analytical solution (producf o
Quantitative Risk Analysis (QRA) factors) of the graphs logic.

* Reliability assessment, aims to evaluate the
probability of the R configuration P (and
therefore of its complement; B 1-F), operating
according to RAMS approach with reference to
the reliability of technological components or
HRA approach with reference to the reliability of
human behavior
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Pf = I-PR

Fig. 3. Reliability and Safety flow chart

4. GRAPHICAL SYNTAX
CHARACTERIZATION: RAILWAY
MAINTENANCE PROCEDURE

The diagram is divided into two half-spaces: At the
top have been identified, for each elementary @gtiv
of railway infrastructure maintenance (EASHW,
2010), the consequences of a possible deviatioth (wi
respect to the standard procedure defined
accordance with regulations,
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common sense rules-green knot in the graph) on the
follow-up actions, which will be diverted.

In lower half-space was instead taken the omissfon
single elementary activity. Even in this case hheen
evaluated the consequences of the omission on
subsequent activities, potentially affected by erro

In some cases, it was found that deviation or domss
of the proposed activity results in error propawgatihat

instops at other elementary activities. Thus, thesereal
best practices andfail-safe knots for the analyzed activities: A wgaectivity
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will not produce the necessary inputs to the caioiuof » Execution of fallacious activity, that maintainseth

a subsequent activity, which will emphasize theklac potential hazard of omission or deviation,
allowing the worker to adjust it. propagating to subsequent steps of procedure

For example, the primary activity “Defining the
requirements of the workers” will be a fail-safeokror For example, the “the failure of lead time” affetie

the omission of the previous activity of “Selectiofi activity of “interference management”; if this sedo
required equipment”: If you do not define what &ne activity of the procedure is successful, showspttmary
necessary equipments to carry out procedures, whemmission. However is not assured that this is dg@se
should be defined the requirements of the workens y demonstrated by the analysis of really occurred
will highlights the omission, allowing the corremti In accidents) and the error could spread to the fatigw
the graphical representation, it was decided tovdf®e  gctivities. This negative effect of subsequent sthps

intrinsically safe knots with a black dot. been graphically transposed using a yellow dot.
When a deviation or omission occurs, subsequent Tpe procedural and graphical syntax is showffign4.
elementary activity may not be affected by theufail of The overview of the procedure, qualified only in

the previous activity. For example, if an errorursan the - :
S : L s omissions half-space Fig. 5 and 6), shows the
definition of the technical offices”, the next agty of exponential complexity of the graph.

“identification of human resources” is not affectegthe 0o - . .
itself error: The two activities are independerttisTstate 'I_'he attribution .Of transition prob_ab|l|ty can _b_etaubed
has been graphically transposed using the symbol “X _by literature data in the case of 5|m|c_JIe_ actlv,ltlderslt_are
Finally, a primary deviation or omission (red kot isolated, or by performanc_e charact_erlsncs o_frtel:ig|cal
the graph) can have an impact on one or moreSub-systems, where there is a technical function.
subsequent activities, leading to two alternatives: _ The ch0|c_e .Of the prok_Jab|I|ty O.f failure IS mainr fo
diverted activity, that is non-isolated, i.e., true

. Existence of error, allowing the correction andnthe degradations, represented by dotted red line tratects
going back on line “0” of the correct procedure all deviations/omissions.

Pictograph Logical attribute
Standard procedure A

Performance keeps intact the potential hazard
of omission/deviation or allows to verify the
existence of the error and its correction

UOTRIAY(C]

Error or original omission (failure)
Intrinsically safe knot
Activity

Not relevant activity to the considered
omission/deviation

UOISSILIO

Option to revert on line “0” of the standard
procedure

N-9@0OO

Fig. 4. Procedural and graphical syntax
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Fig. 6. Structure of the OMISSIONS half-space-Ishikawaagdam: Zoom of degraded procedure in the Ishikawléggram

% Science Publications 386 AJAS



Lombardi Mara et al. / American Journal of Appligdiences 11 (3): 381-390, 2014

@
@—R—0————R—0—-0—-0—-&—0—-0—-0
-O—RX—X—0
QXXX —X—R—X—0O
Q@ ——R—0— 00— R0~ —R—0O
@—O0—————0O0—0—0——R—0
Fig. 7. Exploded Ishikawa’s diagram-accident occurrencgilvay maintenance procedure

In any event, the degradation is a mode of pro@dur environment conditions. Workers have also restlicte
which is not randomly generated: The errors followe concept of the work and although receive adequate
another according to a distorted implementation of training, they commit “violation errors”.
working procedure. The assessment of the probgloifit The scenario of a procedure determines the dedree o
occurrence is referred to each working activity. cognitive control on to be performed action, whigh

The analysis of predictors of organizational turn will determine the probability of Human Error
discomfort (minor injuries, occupational diseasesl a (HEP) (Ying-Jieet al., 2010).
predictors of work-related stress) measures the The model includes the assumption that the comuitio
probability of the degraded working procedure ameht  of work are most important that the activity itself
the loss of importance of safety procedures. The cognitive model used in the CREAM is the

For this purpose it is appropriate to adopt an Contextual Control Model (“CoCoM”) (Suet al., 2012)
integrated approach for the quantification through which considers separately the connection of cognit
consistent and representative indicators, that uneabe  functions (“‘competence”) and the cognitive processe
level of safety by a complex system, composed bythat produce the evolution (“control”).
technological, organizational and human resources. This model includes four levels of control:

The purpose of the analysis is the risk manageofent
typical run over accident, by examining the intexfeee  «  Strategic: Represents the top-level of control, the
between ordinary operating management and  worker can “strategically” decide about the diffare

construction activities: The final part of the ghagal options

diagram has been schematized according to the @fgic « Tactical: The human performance follows a certain
event tree, in order to define the probability of rule or procedure

occurrence of incidental scenarios whereas thetramk « Opportunistic: The most relevant features of the
overall occupancy conditioned by the transit oftitaén. working site determine the following activity. Ofte

The exploded diagram that includes all possible the result is insufficient
omissions and deviations was recreated in the event «  Scrambled: The choice of the following activity is

railway maintenance procedurféig. 7). irrational or random. The cognitive level is veoy
and one acts according to a logic “trial-and-error”
5. COGNITIVE RELIABILITY AND the extreme condition of “zero control”
ERROR ANALYSISMETHOD (CREAM):
TRANSITION PROBABILITIESOF THE Initially the “Common Performance Conditions”
PROCEDURAL STATES (CPC) for overall performance are defined.

Nine factors represent the possible imposed
The maintenance procedure shows a high probabilityconstraints by the quality of the work site:
of human error because of human factors and viitiabi
of the working site, which is characterized by <+ Suitability of management
uncontrolled risk factors, i.e., noise, lighting dan *  Working condition
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* Adequacy of working support V6: Train in transit;
+ Availability of procedures and operational V7: Collision accident.
planning
«  Concurrent work goals The event tree on the working procedure “mainte@anc
e Available time on partial-protection of working site” represents the

possible combinations between these seven variables
according to the target of work, the protectiorthadf site
and the stopped working before the transit of thiet
The variables V1 and V2 have been considered
Each of these “Common Performance Conditions” INdependent. The variables V3, V4 and V5 have been
(CPC) is associated with an aim that qualifiesrien ~ considered dependent on the assumed value by the
effect on the probability of failure: positive efewill ~ Variables V1 and V2 according to a no standardiaed
decrease the HEP, negative effect will increasgdme  Which considers an attribution knot to knot.
CPC however depend on others: The model includes th ~ The variable V6 has been considered the main
used synergism by the secondary CPC and the megulti indicator of the danger flow, dependent on thealdéis
Change on the primary CPC. Vl, V3, V4 and V5 The dangeI’Ol..IS transit,
The outcome of the evaluation allows to associate t COMplementary to failure, is characterized by a
each component knot of the maintenance procedureProbability of occurrence equal to:
probability of failure on the range of values definby

* Time of day
» Appropriate training and accrued experience
» Partnership of working group

Hollnagel in the description of the procedure fbe t 2P,
development of the method (Groth and Mosleh, 2011).  P(t_p)=— 3 M)
The choice of the cognitive model “CoCoM” is
justified by the special attention that the modgbdses on The variable V7, finally, was considered dependent

environmental variables and the operating envirarime on variable V2.

The suggested range by Hollnagel varies, depending  The following tableshows the result of the event tree
on the mode of evaluated control: Given the un@efta  knot of level V6. The hazard index takes valuesaon
of the probability of human behaviour failure, tigsthe logarithmic scale (from the maximum value equal to
expected result. the minimum value equal to 19

In the Table 2 are shown the values of IP allocated to
6. RESULTS the events of the variables V1, V3, V4, V5.
The variable V6 equals 1 in the case of maintenance
a procedure in compliance with the regulations alibet
safety distance from operating rail track.

Probability values, resulting from the applicatioh
the model “CoCoM”, were normalized according to
qualitative approach (likelihood of omission or : | ,
deviation): Each considered event, that is reptesethe The variable V7, finally, was considered dependent
Ishikawa’s diagram, was evaluated according tongea ON variable V2.
of probability (Table 1) and dependence on the previous The following Table 3 shows the result of the event

knots (Suret al., 2011). tree analysis. The probability of hazardous and/or
The centred value has been associated with meaflangerous scenarios was evaluated by Equation (1).
value of probability, the extreme values of thegean The evaluation shows that:

were associated with “low” and “high” probabilityhe )
evaluation for halfway point was obtained by ® The proposed procedure of event tree analysis has

interpolating the extreme values with the meaneslu happened in safety conditions in 99.8% of cases

The variables for the Event Tree Analysis are: * In 0.2% of cases a transit under unsafe conditions

without consequences occurs: The failure of

V1: Protection System; protective measures in working procedures without,
V2: Safety distance from the adjacent rail track; however, injury for exposed workers
V3: Working procedure according to briefing; « In about 3 cases per 1@vork occasions (and in
V4: Compliance to technical rules; about 1 case per i@langerous transits) effective
V5: Empty rail track according to procedure; accident occurs
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Table 1. Probability depending on the control model of liilkeod

Low Medium-low Medium Medium-high High
Opportunistic 1x10 1,33x10* 2,55x10% 3,8x10*? 5x10?
Tactical 2,55%10° 2,55x10° 5x10°2 7,5x10° 1x10"
Table 2. Hazard Index Referring to the final considerations (both in teraf
Events V1 V3-V4 V5 validated innovative hypotheses and in terms dirtgs
1 1x10* 1x10* 1x10* of consolidated models) the research showed that:
2 1x10? 1x10° 1x10?
3 1x10* 1 1x10° e The graphs’ theory is the best logical structure to
4 1 1x10° 1 formalize

Table 3. Probability of hazardous and/or dangerous scenarios

(Safety distance from the adjacent rail track) o
P (safe transit) 9,976E-01
P (hazardous transit without collision accident) 36DE-03
P (dangerous transit with collision accident) 2 68B

Table4. Probability of hazardous and/or dangerous scemario
(V2 is not considered)

P (safe transit) 9,973E-01
P (hazardous transit without collision accident) 41®E-03
P (dangerous transit with collision accident) 268

The following Table 4 shows the results obtained *
using the same event tree for the evaluation ofcHse
of maintenance of active rail track, thus the Jagav2
(Safety distance from the adjacent rail track) was
considered. The probability of hazardous and/or
dangerous scenarios was evaluated by Equation (1).

The result is representative of the case of railway
maintenance activity used until December 31 20Dbiv(n
no longer allowed as result of the Decree Octolfdi02
Italian Authority Railway Safety). The probabilityf .
impact for work occasions seems to reproduce atayra
the accident rate recorded in Italian Railway Syste .
the years 2005-2011, with about an accident ragdte
on the average per year, compared with work ocoasio
approximately equal to f@naintenance works. .

7. DISCUSSION .

The explorative analysis has been applied on a
limited sample of incidents/accidents that occuretd
trains or workers involved in maintenance actigitie
through the application of multiple correspondences
analysis. This activity showed a comforting contert
the proposed models, which turn out to be appleabl
the analysis of Ishikawa’'s chains derived from
investigations of accidents.
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unavailability of failure, accident and
suggests that:

the procedures organized in phases
numerable and predictable, as is the analyzed afase
standardized working procedures in the railwayesyst
The multiple correspondence analysis shows the
existence of repeating failure patterns of safety
procedures, confirming Reason'’s theory

The indicators related to procedural failure sugges
considerable stability, that supports the hypothesi
of redundancy of procedures for railway safety: The
redundancy, however, shows a tendency to failure
when the activities are conducted in accordancle wit
procedural mode modified to good practice
compared to the theoretically predicted mode

The indicators related to the failure of the woskier

the context of the specific maintenance procedure
suggests a random failure without dragging effect:
The analysis has shown the existence of a reliable
assets of professional skill of maintenance workers
Thus the study,

although implicitly due to

injury data

The graphs’ syntax is applicable to the present
case study

It is possible to represent the space of events of
accident/incident that can be involved in the aafse
railway maintenance activities

The integration between the Ishikawa’s model and
Event Tree Analysis is possible and effective
Referred to the maintenance procedures the accident
rate derived from Ishikawa’'s model integrated with
Event Tree Analysis well approximates the rate
derived from analysis of available accidents. lis th
sense, the analysis may be considered predictive

8. CONCLUSION

The Ishikawa’'s model, developed in the complete

graph, shows clearly the relationship betweentappsof
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The future implementation of research involves:

* The evaluation of the applicability of the Ishikdsva
diagram to larger samples of injuries

* The application of the Ishikawa’s diagram to more
complex work procedures which are not rigidly
organized
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