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ABSTRACT

Internet Protocol version 4 (IPv4) would graduddly replaced by Internet Protocol version 6 (IP\&jhee
next generation of Internet protocol. The Neighb@covery Protocol (NDP), one of the main protodals
the IPv6 suite, comprises Neighbor Discovery fordPNDP is used by both hosts and routers. Itstions
include Neighbor Discovery (ND), Router DiscoverRlY), Address Auto configuration, Address
Resolution, Neighbor Unreachability Detection (NUDDuplicate Address Detection (DAD) and
Redirection. If not secured, NDP is vulnerable amious attacks: Neighbor Solicitation (NS) spoofargl
Neighbor Advertisement (NS) spoofing, redirectistgaling addresses, denial of service are exangbles
these attacks. Since its early stages of desigaintydevelopment NDP assumes connections between
nodes will be safe but deployment stage prove a@ssumption is incorrect and highlight the security
holes. This fact leads Internet Engineer Task F¢HE&F) to request solutions in order to overcoming
these drawbacks. SEcure Neighbor Discovery or SENEhen proposed, SEND solve a part of the
threats associated with NDP and request for mosearehes to find a better solution that manage to
forbid all these threats and ignore its limitatiombis study presents a new mechanism to avoidrigcu
threats for IPv6 NDP based on digital signaturecpdures. The proposed solution is manage to elimina
the threats because it do mapping and binding ket address, MAC address and public keys of the
nodes in the node’s neighbors cache, intrudersnatilbe able to spoof other nodes’ IP addresses.

Keywords: IPv6, NDP, NS, NA, Digital Signature

1. INTRODUCTION routers (redirect). In addition, it constitutes mpoys
nodes in an IPv6 network as a learning mechanistheof

There is increasing in number of hosts in internetlocal network to identify the IP and MAC addresaesl
expert expectations that IPv4 along with its asgted  the prefixes of the routers in addition to mappihg
protocols will soon be replaced in its entirety w6 local nodes address mappings [RFC 3756]. This is a
(Rosilah and Ahmed, 2013). One such protocol fromcrucial step in the last hop network access for6IPv
Internet Protocol Suite 6 is the Neighbor Discovery nodes. Hosts and routers employ Neighbor Discovery
Protocol (NDP) (Gelogoet al., 2011). Neighbor Protocol to keep a record of all reachable neighbor
Discovery (ND) perform a number of tasks includamgy ~ while detecting all changes in link-layer addresses
examination of the local link for the link-layer This allows rapid purging of invalid cache valuesiles
addresses of the other nodes, the discovery okrsut also enabling packet forwarding by detecting wlin
the detection of unreachable local nodes, resolvingneighboring routers. This function is important time
duplicate addresses and redirection to more apjtepr event of router failure, whereby functioning alizies
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are actively searched for. Neighbor Discovery siégur message structure. Messaging in ND consists of a
is necessary, especially for open network enviramse message header, composed of an ICMPv6 header and
wherein joining a local link requires minimal or no ND message-specific data and zero or more ND
link-layer authentication (Arkko et al., 2002). options.Figure 1 shows the format of an ND message
Protecting ND is important as it is frequently sdigd (Davies, 2012). ND messages consist of several
to attacks (Liu and Qing, 2013). Known to cause options that perform specific functions. These
disruption in the flow of IP packets. IP spoofingiah is functions provide additional information, such as
defined as a technique used to gain unauthorizegsac indicating MAC and IP addresses, on-link network
to computers (Hassaat al., 2014; Ahmedkt al., 2012) prefixes, on-link MTU information, redirection data
and Denial of Service (DoS) are examples of themobility information and specific routes. As Iddigd
outcome of such attacks. When this protocol isin (Barbhuiyaet al., 2013) all the messages that
disrupted, I[P traffic is threatened. NDP is a performs various functions pertaining to IPv6 ND:
particularly vulnerable protocol given that it che
accessed or manipulated via hosts and routershipere ,

- X . Router Solicitation
raising several serious security threats.

* Router Advertisement

2. NEIGHBOR DISCOVERY PROTOCOL ~ ©  Neighbor Solicitation
¢ Neighbor Advertisement

Consisting of a set of processes and messages & Redirect
defined by [RFC 4861], IPv6 Neighbor Discovery (ND)
is essentially a mechanism that determines how2.1.1. Router Solicitation
neighboring nodes relate to each other. ND was
constituted as a replacement for the limited fuorality

of IPv4. It works along with IPv6 and replaces Aekl tSheI'“'rt]k'E' IPv6 hosts are uset(_:i to Se!"d ta r?ulnczmttét
Resolution Protocol (ARP), Internet Control Message olicitation message prompting an instant resp

Protocol (ICMP) router discovery and the ICMP :5\/6 ro:\;[jers as opposed to waiting for an unsektit
Redirect message used in IPv4. outer Advertisement message.

Nodes employ ND as a tool to perform a range (_)f 2.1.2. Router Advertisement
tasks. These tasks include non-router or host Bpeci ) ) ) )
tasks, as well as router specific tasks. Among its When multiple routers are advertised on a links thi
general tasks are resolving problems associated wit c&n cause synchronization problems. To remedy this,
the neighboring node in regards to the link-layer unsolicited advertisements are sent at randomvialsr
address to which the IPv6 packet is being forwardéied ~Which prompt a solicited response in the form ofiRo
addition, it determines the reachability of a néiging ~ Advertisement messages, which contains various
node along with its link-layer address. As for hemecific ~ information demanded by hosts.
task_; ND is a tooll to discover nel_ghborlqg routers 54 3 Neighbor Solicitation
addition to performing an automatic configuratiofi o
addresses, routes and prefixes among others paramet IPv6 nodes send the Neighbor Solicitation message t
As far as routers are concerned, ND seeks for routediscover the link-layer address of an onlinkIPv@l@mr
alternatives for improved next-hop performance to to confirm a previously determined link-layer adsirelt
forward packets, in addition advertising routersprece,  typically includes the link-layer address of thencber.
configurations, routes and on-link prefixes. Typical Neighbor Solicitation messages are multi¢as
address resolution and unicast when the reachabflia

neighboring node is being verified.

There are five different types of ND messages, ; .
namely Router Solicitation (ICMPv6 type 133), 2.1.4. Neighbor Advertisement
Router Advertisement (ICMPv6 type 134), Neighbor In the event that a Neighbor Solicitation message i
Solicitation  (ICMPv6 type 135), Neighbor received, a Neighbor Advertisement message containi
Advertisement (ICMPv6 type 136) and Redirect that information deemed necessary for nodes to
(ICMPv6 type 137). All ND messages are formatted in determine the type of Neighbor Advertisement messag
a very specific way to operate within an ICMPv6 and the senders details is sent in return viaRwé hode.

As a means to discover presence of IPv6 routers on

2.1. Neighbor Discovery M essage For mat
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[Pv6 header next Neighbor discovery Neighbor discovery
Eoile =50 message header message options
(ICMPV6) E

Iﬂ—_\'eighbor discovery nlessage_l-l

Fig. 1. ND message format

At times, the same IPv6 node can send unsolicitedMTU option overrides cases reported by the interfac
Neighbor Advertisements as a means to track amdrmf  hardware of the IPv6MTU by sending Router
neighboring nodes of changes in the role playedhley  Advertisement messages. In cases of multiple MTUs,
nodes, i.e., in what pertains to link-layer addesss such as in a bridged environment, the MTU option

) indicates the highest IPv6 MTU supported by alk{in
2.1.5. Redirect g PP Y

layer technologies on the link.
The Redirect message is sent through an IPv6

2.2.5. Route Information Option
router to acquire the details for an alternativéigio P

better) first-hop address for a specific destimatio This options seeks to add to the local routingetat
Only routers can send this information, which isrth  enhancing hosting by means of specifying individual
relayed to the original host. routes. This is achieved by sending Router

. ) ) Advertisement messages as articulated in [RFC 4191]
2.2. Neighbor Discovery Options

2.2.1. Source and Target Link-Layer Address
Options There are several purposes behind message exchange

within an ND protocol. These purposes include:
The Source Link-Layer Address option employs the

Neighbor Solicitation, Router Solicitation and Rewut
Advertisement messages to indicate the link-layer
address of the ND message sender. However, it tfails ; o .
work in the event of an unspecified address (:9.fé¢ * Nelghbor_ unreachability detection
the Target Link-Layer Address option, it employ® th Router discovery

Neighbor Advertisement and Redirect messages to© Redirect Function

indicate the neighboring node through which thé-lin )

layer address is used to send IPv6 packets. 2.2.7. Address Resolution

2.2.2. Prefix Information Option Resolving the problem of Iir_1k-|ayer gdd.ress.of the
on-link next-hop address for a given destinatiequires
Information about address auto configuration ared th the exchange between Neighbor Solicitation and

prefix —addresses is acquired through Router Neighbor Advertisement messages. A multicast
Advertisement messages. This is achieved through th Neighbor Solicitation message is sent by the host
Prefix Information option. Multiple address prefxés  which includes the link-layer address of the segdin
indicated by multiple Prefix Information options. host in the Source Link-Layer Address option. Upon
; : the target host receiving the message, the neighbor
2.2.3. Redirected Header Option cache updates based on the source address and the
The Redirected Header option seeks to identify thelink-layer address in the Source Link-Layer Address
specific IPv6 packet responsible for causing theeoto option. A Neighbor Advertisement consisting of the
send a Redirect message. This is achieved by sendinTarget Link-Layer Address option is then sent bg th
Redirect messages. target node to the Neighbor Solicitation sender.ewh
. the target nodes receives this, the neighbor cathe
2.24.MTU Option the sending host updates with an entry for theetarg
Translational or mixed-media bridging configuration after which it is possible to send unicast IPvdfita
requires the IPv6 MTU for all links to be known.&h between the host and target.

2.2.6. Neighbor Discovery Processes

Address resolution
Duplicate Address Detection
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2.2.8. Duplicate Address Detection detection is used instead of the Router Lifetineddfito

. . . immediately select a new router from the list o§gible
Duplicate address detection occurred when duplicatejata it routers. It should be noted that the |Pe6ter

addresses on a local link is detected via meahteighbor di ;
A . . S iscovery mechanism erforms a number of
Solicitation messages, in which the Target Addfietd is y P

set to the IPv6 address for which duplication isndpe configuration.
detected, as described in [RFC 4862]. 2.2.11. Redirect Function
2.2.9. Neighbor Unreachability Detection We redirect routers for improved first-hop traffic

processing. In normal usage, there are two common
occasions wherein the redirect function is employed
Firstly, when there are multiple routers on a |ldoak,

the IP address closest to the targeted destinason

The issue of neighbor Unreachability is when falur
occurs in the receipt and process of IPv6 paclaiste
the neighboring node. However, it is not an absolut
determination that the sent packets did not arthee identified and traffic is redirected through it.

?es?_nated bd(atf]t|;1at|ton,das ? ne%gr]]hbc_)rmlg_] n%:; Caréecondly, when the prefix of the destination is not
unction as both Nost and router. This Impies jncluded in the prefix list of the host, this iscessary

ne|ghbor|ng nolde may not have been the targete.c{O match the prefix on the list. The IPv6 redirect
destination. This process seeks only to determine i

. NN . rocess consists of several steps. It begins bglisgn
the first hop to the destination is reachable. Tdas P P g glisg

a unicast packet to its default router, which then

be determined via a ur_ncast Ne|ghl_)o_r SoI|C|_tat|on processes the packet on the basis that the origgnat
message and the receipt of a solicited I\le"*:]hborhost is a neighbor and that the host and next-hop
Advertisement message. The Neighbor Advertisement

th licited t h abilibis T address share the same link. A redirect messatieis
message must be solicited fo prove reach a !ltys sent to the originating host. In this message s th
form of verification only works from Neighbor

Solicitation to Neiahbor Adverti ¢ dTarget Address field, which serves as the next-hop
olicriation to Teighbor Advertisement Messages andyyqress where the packet and all subsequent packets
not vice versa. Among the methods of ascertaining

h ability is d - he q § should be sent. When the Redirect message is exteiv
reach ability is determining the forward progress © the cache of the originating host updates the witstin

commu.nlcanon via the next-hop address. This is address with the address in the Target Address. fiel
determined when acknowledgement segments for sent

data are received. In the case of TCP, first h@zhe 3. EXISTING MECHANISMS
ability to the destination is communicated to thx6
in the form of TCP acknowledgments. In those Only a few and limited techniques have been
protocols wherein forward progress of communication introduced to eliminate threats within NDP. This
cannot be determined, reach ability is determinedlimitation because IPv6 itself is new and still man
through the exchange of Neighbor Solicitation and researches about IPv6 are undergoing. Followingvile
Neighbor Advertisement messages. highlights these techniques each of them indepdlyien
trying to shows limitations of every one.
As we knew IP Security or for short IPSec is
When nodes seek to determine the set of routers omnandatory for IPv6, so it is logic consequence $e u
the local link, this is called router discovery. the  |psec as a solution for the threats within NDP.d®S
IPv6 protocol, this process is similar to ICMP r@ut  athentication Header (AH) could be implemented
discovery for IPv4, as described in [RFC 1256]. The wh  NDP Neighbor Solicitation and Neighbor

ir:ajtﬁ; dg:éﬁg%?sgetg;ero beo(;h bmetglé)tﬂs Orfogéss(f;;\;e?Advertisement messages to secure the communication
ploy y P %etween the nodes. Because of the bootstrap problem

select a new default router when the previous defau = .
router is no longer available. In the IPv6 procdhs, arise when using Internet Key Exchange (IKE) tatee

time span for a default router is included in theuter ~ the Security Association (SA) of the IPSec; SA coul
Lifetime field contained with the Router o©nly be configured manually which is impracticaldan
Advertisement message. When the current defaulttedious task when the networks have large number of
router is no longer available, neighbor Unreaclitgbil nodes (Ferdouet al., 2011).

2.2.10. Router Discovery
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IETF introduce industry standard solution through more advanced the encryption algorithm, the more
SEcure Neighbor Discovery Protocol or SEND for shor gifficult it is to access the data. Where several
(RFC 3971). The main idea behind SEND is using encryption algorithms are used on a single system,
Cryptographically = Generated ~Addresses (CGA) 10 s is called a cryptosystem. There are sevenahgo
communicate between nodes. CGA for small machiritbs w of cryptosystems, one of which is private key

limited specifications is quite expensive (Castaig, encrvption  or conventional encrvotion  where
2004) and do increase the cost of address generatio yp yp

(Arkko et al. 2005). However SEND is not yet widely
implemented and the protocol itself facing DoS &itta

In addition SEND required overhead works and
modification of the original NDP architecture.

encryption and decryption are performed by using th
same key. Another form is asymmetric encryption or
public key encryption where a public and private ke

are used for encryption and decryption. Such method

(An and Kim 2008) suggest a mechanism for solving secure the data and prevent unauthorized access.

only a part from NDP threats, particularly DoS eltta

but the mechanism is relatively weak when using a

genuine working IP addresses.

A monitoring mechanism, NDPMon, to record NDP
behavior was proposed in (Beekal. 2007) based on
Address Resolution Protocol (ARP) ArpWatch tool.

4. CRYPTOGRAPHY
4.1 Encryption

Encryption is when data is transformed into a cipgbgt
to exclude unauthorized access to the data. Eremtypt
data requires decryption to return it to its orain

4.2 Digital Signature

According to (William, 2014) Digital Signature
defined as “Data appended to, or a cryptographic
transformation of, a data unit that allows a reeiiof

the data unit to prove the source and integritythef
data unit and protect against forgery”. A Digital
Signature is a virtual authentication mechanism in
which a code unique to the sender is attached ridyve
the integrity of the source of the sender (Katal.,
2012). It serves as a form of encryption in whible t
message carries the sender’s unique key, which the
recipient then unpacks, seBig. 2 Above. This

readable form. There are many layers of security toauthentication method is an NIST standard employing

prevent unauthorized decryption, one of which igifg
the correct decryption key. The decryption key s a

the secure hash algorithm. This mechanism is often
used for two purposes, signing and encryption and

algorithm that decrypts the encrypted message. Thelecryption and verification.

[ Message }

Message digest
function

> i Message l

Message
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Fig. 2. Digital Signature Procedures
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5. SECURITY THREATSAND
PROPOSED MECHANISM

In IPv6 Neighbor discovery protocol an attackingl@o
can cause packets for legitimate nodes, both harsts
routers, to be sent to some other link-layer addEsis can

be done by either sending a Neighbor Solicitathd®)(with
a spoofed source link-layer address, or sendingighor

the receiver already have, the receiver will dré t
messageAlgorithm 1 shows the steps for the proposed
mechanism anéig. 3 representing the logical diagram of
the proposed mechanism.

Algorithm 1

A, B network nodes;
A: Join a local link;

Advertisement (NA) with a spoofed target link-layer A: Multicast its public key;
address (Bectt al., 2012). If the spoofed link-layer address B: Join a local link;

is a valid one, packets will continue to be rededcthis is

also lead to Man-in-The-Middle attack. The othert jd
the attack is Neighbor Discovery DoS attack (Kueta.,

A: Multicast its public key;
A, B Update their cache with public keys new estrie

A, B Exchange messages according to their priveys k

2013; AlSa'deh and Meinel, 2012) in this attacke th 5n4 new entries:

attacking node fabricates addresses with the spioe#et of
the target network and continuously sends packetsein.

The last hop router is obligated to resolve theestds with
the Neighbor Discovery protocol. A legitimate host
attempting to enter the network may be unable taiob
Neighbor Discovery service from the last hop roatethe
router is already busy with resolving the bogusresiks
(Barbhuiya et al., 2013). The proposed mechanism is a
cryptographic based solution. It is working acoagdio the

digital signature procedure. The nodes (Router8)jostl
advertise their public keys once they are joindatal link
to all other attached link in the network in a fowh
multicast message. Nodes will update their caglegalith

IF

A send B and the keys are not matched;
THEN

Drop the packets;

Else

IF

B send A and the keys are not matched;
en

Drop the packets;

Else

Receive the packets;

6. EXPERIMENTAL AND RESULTS

the new entries, now the nodes have each othec fkalys.
In future any nodes receiving a message from anatide
will decrypt it with the sender public key theyesldy have.
If the message is spoofed one the nodes will delést
because the accompanied private key of the sensieiei
the message will mismatch with the sender publictkat

Simulation will be conducted based on Local Area
Network (LAN) topology consisting of many nodespes
Fig. 4. All nodes are running Windows platforms and
SendIP tool will be used to generate IPv6 traffic.

4) 1) Local link

Node A Link-layer addresses Node B

g 00:50:3¢:24:4¢:00™ ® 00:50:3e:e4:4b:0 '

“A /" FECO:1:.0:0:1:A FECO::1:0:0:1:B o J
I | 2) | | 3)

= Node A join a local link and multicast its public
key to all other attached links

= Source link-layer Address: 00:50:3e:e4:4¢:00
» Destination Address: FEC0::1:0:0:1:B

» Node B join a local link and multicast its public
key to all other attached links

« Source link-layer Address: 00:50:3e:e4:4b:01
* Destination Address: FEC0::1:0:0:1:A

A

Fig.3. Mechanism’s Logical Diagram
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2
Attacker

Victim

Node A

L1 O
y T T

Node B

Fig. 4. Simulation LAN

One node, attacker node, will execute network k$tac
using THC-IPv6 tool. Two scenarios will run base on
this topology, the first one representing the auirildDP

and second one representing NDP with the propose(ftj

mechanism. Spoofing, DoS and man-in-the-middle
attacks will be executed for both scenarios anchéterork
traffic will be captured for analysis in both ragag ends.
The proposed mechanism is manage to eliminatéteats
because of the binding between IP address, Publjcakd
MAC address of the node will not allow an attackeuse
another node’s address. Nodes will check theirecaelfore
replay to NDP messages to ensure the existencheof t
sender’s IP-Public Key pair. Results for both sdesawith
each kind of attacks will be analyzing and compaed
evaluate the efficiency of the proposed mechanism.
Currently the research is conducted at Network and
Communication Technology (NCT) Lab in Faculty of
Information Science and Technology (FTSM) at Ursitgr
Kebangsaan Malaysia (UKM). Evaluation of the resattd
comparisons will be published in future articles.

7. CONCLUSION

Neighbor Discovery Protocol is important in IPv6
networks for address resolution process. Because th
design of IPv6 NDP, have a default assumption that
communication link is safe and reliable, which ist n
correct in reality, the protocol facing high setyri
threats risk. Neighbor solicitations spoofing and
neighbor advertisements spoofing is one of theipless
security attacks that threaten NDP. The attackédcoe
used to execute subsequent attacks suck as Mahen-T
Middle attack, Denial of Service attack (DoS).

,////4 Science Publications 1478

Internet Engineer Task Force (IETF) request a malsdor
solutions in many Request For Comments (RFC) drafts
Many proposals have been introduced by researolerg
ifferent security mechanisms. Some are using e
and others are using cryptographic solutions ancesare
using Intrusion Detection Systems (IDS). In thiseaach
we proposed the use of digital signature to sedewé
neighbor discovery protocol. The mechanism was
introduced as a theoretical hypothesis and conakfpaime
work. The proposed mechanism is able to detect NS/N
spoofing, Man in The Middle (MiTM) and DoS attacBsjt
stil NDP have many other security threats. Router
redirection, Duplicate Address Detection (DAD) and
Neighbor Unreachability Detection (NUD) are some
examples of these threats. Future research aresteguin
order to overcome the limitation of the proposed
mechanism and to find a complete model to securie.ND
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