American Journal of Applied Sciences 9 (10): 16862, 2012
ISSN 1546-9239
© 2012 Science Publication

A Survey of Intrusion
Detection Schemesin Wireless Sensor Networks

Murad A. Rassam, M.A. Maarof and Anazida Zainal
Department of Computer Systems and Communication
Faculty of Computer Science and Information Systems

Universiti Teknologi Malaysia, 81310, Skudai, Maday

Abstract: Wireless Sensor Networks (WSNSs) are currently usemany application areas including
military applications, health related applicatioesntrol and tracking applications and environment
and habitat monitoring applications. The harsh andttended deployment of these networks along
with their resource restrictions makes their seégugsue very important. Prevention-based security
approaches like cryptography, authentication andrkanagement have been used to protect WSNs
from different kinds of attacks but these approachee not enough to protect the network from
insider attacks that may extract sensitive inforaraeven in the presence of the prevention-based
solution. Detection-based approaches are then pespto protect WSNs from insider attacks and
act as a second line defense after the failurehefprevention-based approaches. Many intrusion
detection schemes have been introduced for WSNhenliterature. In this article, we present a
survey of intrusion detection schemes in WSNs.tFiwg present the similar works and show their
differences from this work. After that, we outlittee fundamentals of intrusion detection in WSNSs,
describing the types of attacks and state the mwttim for intrusion detection in WSNs. Then, we
demonstrate the challenges of developing an idegaldion detection scheme for WSNs followed by
the main requirements of a good candidate intrudigtection scheme. The state-of-the-art intrusion
detection schemes are then presented based oectir@ques used in each scheme and categorizing
them into four main categories: rule-based, datsingiand computational intelligence based, game
theoretical based and statistical based. The apatyseach scheme in these categories is presented
showing their advantages and drawbacks. By the @heéach category, we state the general
advantages and shortcomings of each category. Uiveysends by recommending some important
research opportunities in this field for futuregasch.

Key words: Wireless Sensor Networks (WSNs), Mobile Ad-hoc Nekg (MANET), Intrusion
Detection Systems (IDS), Data Mining and Computeidntelligence (DM/CI)

INTRODUCTION Ad-hoc NETworks (MANET). These differences
include the following:
The fast advancement in communication

technologies introduces ~ cheap, low-power and,  The number of nodes in WSN is greater compared
multifunctional devices which leverage the ideatlod to MANET

sensor (Akyildizet al., 2002). Wireless Sensor Networks
(WSNs) can be defined as a kind of networks that is
formed by (ten to thousands) of tiny sensors wiich
densely deployed in an unattended environment. Thi$

The great capacity of nodes in WSN compared to
MANET
The high chance of sensor failures in WSN because

network has no predefined infrastructure and cark o of the deployment circumstances .

a structured or non-structured manner. The reseurcé The need for mobility causes the dynamic change

constrained feature plays the main rule in the whgs of WSN topology

WSNSs should work or deployed. e The high resource constraints of WSN in terms of
According to Akyildizet al. (2002), there are some power, storage, communication and processing

features that make WSNs different from other Mobile  capability
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Yick et al. (2008) categorized the WSN some measurements to decide if the data instance is
applications into two categories: monitoring aratking.  normal or anomalous.
Each category is further categorized into many sub Many techniques have been used to design
categories. A broad number of monitoring and tragki intrusion detection schemes for WSN. Rule-based
systems are already implemented and in the selvittee  intrusion detection schemes can be considered as
public or the industry. However, describing sucktem is  supervised anomaly intrusion detection schemesavher
out of the scope of this survey. a set of rules are defined before the detectiomgs®

Based on the differences from other networks andising assumptions, information, or experience known
because of the harsh environment in which they aradvance. These schemes compare the attributes of
deployed, WSN is very susceptible and vulnerable tmetwork behavior to these predefined rules. If the
many kinds of attacks either from inside or outside attributes passed this comparison it is considered
the network. It is also clear that most of the sé¢gu normal, else it is considered intrusions. Upon dieg
solution adopted for MANET cannot be directly usedof an intrusion, an alarm is raised to inform tlyetem

for WSNs for the same reasons (Akyildizal., 2002). administrator to take an action.
To protect WSNs against different kinds of Data Mining and Computational Intelligence
vulnerabilities, preventive mechanisms like (DM/CI) techniques are commonly used to build

cryptography and authentication can be applied téntrusion detection schemes in computer networks.
prevent some types of attacks. This kind ofHowever, the use of these techniques to build IDS
preventive mechanisms formed the first defense lingchemes for WSN is either in its infancy stage or n

for WSNs. However, some attacks like wormholesfylfilling the special requirements of IDS in WSN.
sinkholg, could not b_e detected using .this kind of  Game theory concepts are also used to design some
preventive ~ mechanisms. In  addition, thesejntrysion detection schemes in the literature. Hase
mechanisms are only effective to prevent fromgchemes, some game strategies have been used that
outside attacks and failed to guarantee the prément gjnjate the intrusion detection process as a game
of intruders from inside the network (Sihat al.,  pepyeen the attacker and the intrusion detectiemtag
2005). Because of that, it is necessary to use some Statistical based intrusion detection schemes are

meclr;]?rr:;:irgs g‘;;ggﬁg;}ogd;;erﬁgogbs) are considere ommon schemes used for general anomaly detection i
y SN. However, some researchers used them for

to act as the second defense line against netvitaika ion d : h h based iroui
that preventive mechanisms fail to address (Sl intrusion detection. These schemes are base rigui
', ._of the probability distribution of the traffic data

2005). An Intrusion detection system is defined in The contribution of this survey can be summarized
(Debar et al., 1999) as “A system that dynamically . . y
monitors the events taking place on a system antl’ the following:

decides whether these events are symptoms of ackatt .

or constitute a legitimate use of the system”. Heave ° Describes the fundamentals and challenges of

there are many challenges posed against the afiptica intrusion detection in WSN . _ .
of the IDS for WSNs. These challenges are due ¢o th®  Describes the requirements of intrusion detection
lack of resources like, energy, processing andagear in WSN

In general, IDS schemes are categorized into misus  Provides technique based taxonomy of the current
IDS and anomaly IDS. The former matches the new intrusion detection schemes in WSN together with
observations with the signatures stored in thebdat of an evaluation of their satisfaction of the
the IDS. The later detects the abnormal activitiem requirements
the predefined normal profile in order to idenfifyssible ¢ Introduces some opportunities to be considered for
attacks. Furthermore, Anomaly IDS schemes can be the future research
classified into supervised based, semi supervisasgd
and unsupervised based IDS. The supervised basétkisting surveys. The first comprehensive and most
intrusion detection schemes involve ftraining thecited survey in the field of WSN is introduced by
detection model which requires prior knowledge @bouAkyildiz et al. (2002). In this survey, the basic
what is normal behavior and what is anomaly. Tlmise fundamentals of WSNs were explored including the
supervised intrusion detection schemes require thpotential uses of these networks as well as theewev
knowledge of one class either the normal or theveyp  of factors that affect the design of the sensor
to help build the model for detection. The unsujgedy  networks and the communication architecture used
intrusion detection schemes do not require anyrprioby them. Other two surveys about the routing in
knowledge to build the detection model and instesel WSN have been proposed (Al-Karaki and Kamal,
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2004; Akkaya and Younis, 2005) however, they didknowledge in intrusion detection, is introduced by
not discuss the security issues. Faroogi and Khan (2009). However, this survey is no
Karlof and Wanger (2003) introduced an analysiscomprehensive and it does not §how the weaknegses o
of the security issues for routing in sensor neksor the schemes as well as the directions for futiseaneh.
They described many kinds of attacks on sensor From this point, we start to make this survey as
networks and suggest the suitable countermeashaes t Much as specialized and comprehensive on intrusion
can help to mitigate them. Many surveys have beefetection s_chemes for WSN. T_he main dlffe_rence
proposed for the security in WSN in general (ual., ~ Petween this survey and the published surveysag th
2008 Cheret al.. 2009- Christiret al.. 2010: Waltergt  the published surveys targeted the anomaly deteatio
al., 2007); however, all of them discussed only thegene(al Wherea§ th.'s SUTVEy IS very specmc f(H.th
re’vention’ based schemes as well as the secuiagout Ntrusion detection in WSN. The intrusion detection
P : 890U should be performed in real time but the anomaly
protocols. These solutions focused on protectirg thdetection could be performed after a bredefined
network from the outsider attacks and ignore ttsédier g P P
: . i threshold of time.
intrusions and compromised nodes.

The first survey about the anomaly detection iNg,ndamentals of intrusion detection in WSN: We
WSN was introduced by Rajasegagtral. (2008). In  inroduce the fundamentals of the intrusion detecth
this survey, the authors introduced the state efaft  \ygN \hich includes the definition of the intrusjon

techniques for anomaly detection in WSN and ; ; ; o
; : o ; types of intrusions/attacks in WSNs, the motivationl
described their characteristics that differ frome th need for intrusion detection and the challenges of

anomaly detection techniques in traditional network develobi d didate intrusion detectiomsh
Anomaly detection techniques in the mentioned surve €veloping a good candidate Intrusion detectiore
have been classified into statistical techniqueds raom- for WSN.
parametric techniques. The rule-based schemes ha
been introduced as non-parametric schemes.

Outlier detection in wireless sensor networks

he definition of the Intrusion/Attack: Heady (1990)
defines the intrusion as any set of actions that ar

. X attempting to compromise the main components of the
survey introduced by Yangt al. (2010) is a very security system: the integrity, confidentiality or

systematic and technical survey describes the eputli vailability of a resource. In the same work. thedder
detection techniques used in WSN. It explores tht?a y j ’

challenges of designing effective outlier detectioni;‘girveigourglswivsh:egkeed t?]i agctzgglwi?]u%eorir?trrﬂgi%n()f

techniques as to motivate researchers to find isokit Zamboni (2001) adds the statement of success 'or

for such challenges. The most exciting contribution failures of these actions so it also refers toatiacks

this survey is the technique based taxonomy ofieyutl against the computer svstem

detection techniques based on three main criteriaed 9 In the th P fy : I. twork. th

the nature of sensed data, type of outlier andlduygee n the theme of wireless sensor network, the

of outlier. This classification is very useful fonoosing concept stills the same since the intrusion alsgeta

the suitable technique based on the context ofy Of the components mentioned above. The nafure o

application and its criteria. WSNs and its special chara}cterlsncs like the harsh
The most recent survey introduced by Xdeal. deploym(.ent,. energy constraints and the_ media of

(2011) for anomaly detection techniques in WSNCOmmMunication makes them very susceptible to the

classified the detection techniques based on th#trusions more than other networks.

architecture of WSN into flat based and hierardibeaed ) ) )

techniques. Then, the anomaly detection methode werf YPes of attacks in WSN: Shi and Perrig (2006)

described for each structure. They concluded theirey ~ categorized the attacks on sensor networks inteethr

by analyzing the performance of the reviewed tempieé ~ Main categories:

based on some performance metrics and show the o

possible research directions in future anomalyatiete ~ Outsider versus insider attacks: based on the node
Although, the surveys (Rajasegamiral., 2008; that is launching the attack, if it belonging toeth

Yanget al., 2010; Xieet al., 2011) provide a systematic network so it is considered as insider attack, rotrse

and comprehensive description of the anomalyitis considered as outsider attack.

detection techniques used in WSN, they only apgroac

the problem of anomaly detection from the perspecti Passive versusactive attacks: based on the impact that

of anomaly in general. Attacks or intrusions areresults from an attack. Passive attacks just momito

considered to be a kind of anomalies becausedttff eavesdrop on the data packets, whereas the active

the normal behavior of the system. The only suthay  attacks do modify the data streams or reporteck fals

is available at the moment, according to the bésiuo  alarms to the base station.
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Mote-class versus laptop-class attacks: based on the Furthermore, the fact that WSN is composed of
capability of the attacker in compromising the retkev  numerous cheap and tiny devices and usually used in
In mote-class attacks, a few nodes with a similampen or harsh area, make them very vulnerable to
capability to the network nodes are used as afttacke different types of attacks (Rajasegamiral., 2008;
whereas in laptop-class, an attacker uses powdefutes Wang et al., 2006). For example, the security of the
like laptops with higher transmission range, pretes WSN applied to the battlefield is very critical tiie
power and energy to compromise the network. sensor nodes are invaded by the enemy.

According to the security requirements needed for  All the proposed security solutions in the literat
WSN, another classification of attacks is introdige  can be grouped into two main mechanisms: preventive
(Shi and Perrig, 2006) as the following: based and detection-based mechanisms. Preventive-

based mechanisms, i.e., encryption and authemtigati

« Attacks on secrecy and authentication: the standardan be considered as the first level of defensénspa
protection against this category is by using thesecurity breaches and can protect the network from
standard cryptographic techniques outside known compromises. Some of these preventive
«  Attacks on network availability: usually referresl a based mechanisms even fail to prevent from some

Denial of Service (DoS) attacks. This type couldoutsider attacks and cannot prevent from the inside

target any layer of the network attacks that is caused by some compromised nodes fr

. Attacks against service integrity: known as St@a"h the inside of the netWO-rk itself (SII\&I al., 2005) For
attacks that can fool the network and make itthose reasons, detection-based mechanisms are used

accept false data streams by Compromising a nod@ﬁer the preventive mephanisms fail to isolate the
and inject false data through it attacks and hence considered as the second level of
defense. The detection based mechanisms help to

Wanget al. (2006) used the classification work of protect the network from insider attacks as weflram
(Shi and Perrig, 2006) and go further in classifythe  the undetected outsider attacks.
DoS attacks that could target each layer of the WSN

summary of the Wangt al. (2006) classification is in 1 he taxonomy framework of intrusion detection
the following Table 1. schemes used in WSN: The straightforward method to

detect attacks in WSN is to build a profile of natm
The motivation for Intrusion Detection in WSN: pattern behavior of the data and then use thislenuf

Generally, the deployment of WSN in an unattendedl€tect attacks. The new observed patterns whose
environment and the use of wireless signals as theharacteristics are significantly different frometh
media for communication make it easy for eavesdzmpp normall profile |nd|_cate a possible l§|nd of attack.
to get the signals. Moreover, the limitations in/ccording to the prior knowledge available for aka
processing, storage and battery lifetime makegbarity ~ detection, these schemes can be classified inte thr
issues of these networks difficult. Different typeg Main basic categories: supervised learning based,
attacks against WSN have been explored in thatite unsuperwsed learning based and semi-supervised
like, attacks on sensed data, selective forwarditagks, €arning based schemes (Tan, 2007).

sinkhole attacks, hello flood attack and many more ] ] ] o
(Karlof and Wagner, 2003). Supervised learning based schemes: involves training

or any kind of prior knowledge in order to buildeth
Table 1: Taxonomy of attacks according to WSN laygkl-Karaki ~ normal profile during the training phase. In thetiteg

__and Kamal, 2004) _ phase, the new patterns will be compared with thilelb
Physical layer attacks . ;ni‘g“e’:‘i'r:‘g ;tt;acckkss normal profile to detect any deviation. The rulesdsh
Data link layer attacks Collision attacks intrusion dgtection schemes can be consjderedi$n th
Exhaustion attacks category since they are depending on a prior krihyee
Unfaimess attacks in the form of predefined rules. Their dependenay o

Network layer attacks Spoofed/alter routing infotioa | . h d . b d
Selective forwarding rules gives them an advantage over training base
Sinkhole attacks technigues; however, they have many drawbacks that
Sybil attacks will be discussed later in this review.

Wormhole attacks

Hello flood attacks . . . .
Acknowledgment spoofing attacks Semi-supervised based schemes: in this category, the

Transport layer attacks Flooding attacks training data has labeled instances of one classhwh
Desynchronization attacks the normal class.
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This feature gives them an advantage oveDifferent types of routing protocols. different types
supervised techniques and make them suitable foeso of routing protocols are used to meet the requirdme
kinds of applications that has an available onesscla of different types of WSN applications. Therefotlee
data (Chandolat al., 2009). According to the best of design of intrusion detection scheme for one kifid o
our knowledge, we cannot find any scheme based orouting protocols could not be fit easily for other
this category for intrusion detection in WSN and protocol and result in a very specific detectiohesuoe.
instead we found some schemes designed for general
anomaly/outlier detection like the one-class SVM Difficulty in building intelligent IDS models: because
scheme used for anomaly detection (Rajasegairalr,  of the lack of the labeled dataset that containth bo
2007; Zhangt al., 2009). normal profiles and attacks, the use of artificial

intelligence techniques that requires trainingiféadilt
Unsupervised based schemes: in these schemes, if notimpossible.
techniques do not require training data and instefad )
that they make some assumptions that normal behavid-ack of standards: According to the best of our
is far different from the anomaly. Their problerithis ~ knowledge, there is no intrusion detection modetgiz
assumption is not always true, it will suffer frdrigh ~ for WSN like other types of networks. The existenée
false alarms. The measure used for calculating th&Uch model will ease the process of standardizatieh
deviation from normal behavior in these schemess lik Make the evaluation of any proposed IDS scheme

distance measures are very computationally compIeI{eaS'bIe compared to other schemes.

and hence not always suitable for the restrictedrpq requirements of intrusion detection in WSN:
resources WSN. Some clustering based and datgfier clarifying the main challenges for designiagy
mining approaches are proposed for the intrusionps for WSN, we are ready to set up the basic
detection in WSN (Baig, 2011; Kaplantzet al.,  requirements that should be taken during the design
2007; Loo et al., 2006) and many more will be any scheme for intrusion detection in WSN. From the
described later in this review. literature, we found that, some important requiretse
should be taken carefully during any design foroady

The challenges of designing an IDS for WSN: There
are many challenges that make the development of an
ideal intrusion detection scheme for WSN non ttiia ~ *
the following, we state the main challenges thatugh

be considered when designing ideal IDS for WSN.
Resour ce constraints: Usually, in classical networks,
the IDSs are installed on powerful computers like
mainframes on which they can operate efficiently.
However, in WSN this is not possible because of theg
resource constrained sensors in terms of compatatio
memory and power consumption. Since WSN is
composed of numerous number of tiny and cheap
sensors and these sensors has very limited power,
limited storage capacity, limited memory, limited
power processing capability and limited signal
bandwidth, it makes it very difficult to design an *
effective intrusion detection system.

Dynamic topology change: the continuous change in
topology because of the movement of the sensor in
some WSN applications makes it difficult for theSD
to cope with this dynamic change.

IDS scheme as the following:

Generality: since most of the proposed schemes are
very specific, we need such general schemes that
can detect as many attacks as possible
Independent of prior knowledge: since the labeled
data is not available and the collection of suctada
and classifying it into normal and attacks is non-
trivial task

Distribution: because the collection of the audit i
distributive as well as the analysis together \liid
collaboration between the nodes, the implementation
of the IDS agent should also be distributed to évoi
the communication overhead caused by exchanging
the information between the nodes

Fast detection: to cope with the continuous
streaming of data in some WSN applications

High detection accuracy: this feature is a key
characteristic of any IDS for any kind of networks

In addition, according to Krontiris (2008) the gloo

IDS solution should fulfill some requirements that

include the following:

Continuous data streaming: huge amounts of data
streaming results in the need for an online intnusi
detection system to cater to this kind of dataséme
applications, the online detection of intrusionsvésy
critical and cannot be postponed.
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The partially collection of data will introduce the According to Xieet al. (2011), this scheme brings
challenge of increasing the false alarms a good framework to the class of rule-based indrusi

«  Minimizing the use of the constrained resourcesdetection. But, there is an important drawback hog t

the scarcity of resources in these networks make gCheme, which ‘is the ambiguity in determining the
difficult to design a lightweight and at the same number of monitoring nodes dedicated to the detecti

time efficient IDS. The limited power, memory, process, the way of choosing them and how to make

. . - ; sure that the way of selection will cover the entir
Ereogsﬁz;ggrzzpl?gg% 3235?:53 ?ﬁ;?nvgggr ShOUIOInetwork. In addition, this scheme is restrictedstane

. S ) types of attacks and the question which may risésu
» Ensuring the availability of services and resource yp 9 y b

Svhat if new types of attacks emerge? All these
all the time: this means if some of the nodes ar yp g

. g ; @rawbacks should be considered when designing any
compromised this should not stop the function ofyinq of intrusion detection scheme.

the network. The network should still provide its

services to the interested parties Malicious node detection in WSN: Pireset al. (2004)

- Fault tolerance even in the presence of the attackjresent a solution to identify the possible malisio
the IDS should ensure the tolerability and recovemode based on the received signal strength measured
from being attacked each node. They showed how to detect two kinds of

« Ensuring the real time response for any kind ofattacks called HELLO flood attack and the wormhole
attacks: because there is a huge streaming citack in WSN by building a rule that compare the

data over the time, a suitable real time solution€nergy of the received signal and the energy of the
is required same observed signal around the network. Although,

. I his solution was one of the first solutions in the
Supporting scalability: because some of the node omain, it still restricted to those two types ttheaks.
get damage and some others are needed to l?

dded f time to ti 5 addition, sometimes there are other reasonsrath
added from ime to time than attacks that may cause a change in the signal

. . . ) strength which make this solution impractical.
Rule-based intrusion detection schemesin WSN: Also

called specification based intrusion detection s@® In An intrusion detection system for wireless sensor
these schemes, the detection rules are first debigg  network: A novel intrusion detection scheme that takes
domain expert before the starting the detectiortgse. the benefits of neighboring node information toedét
Most of the techniques in these schemes followethrethe node impersonation and resource depletionkattac
main phases: data acquisition phase, rule applitati has been proposed by Onat and Miri (2005). In this
phase and intrusion detection phase (Sival., 2005). scheme each node can make a statistical profiiés of

In the following sub-sections, the key importartiemes ~ Neighbor’s behavior based on two features which are
in this category are explored. the received power rate and the arrival packet. rate

This scheme cannot to be generalized for a typical
wireless sensor network application in which many

Decentrallzed. IDS in WSN: S_|Iva e al, (20..05) types of attacks evolve continuously. In additiowd a
propose the first and the most cited rule-basedsidn similar to the scheme proposed in (Pieesl., 2004),

detection scheme for WSN to detect many differenne pyilding of the rules based on the receivederow
kinds of attacks in different layers. In this scleetthere  ate is impractical since there are other factowat t
are three main phases involved: data acquisitia@s@h may affect this feature.

in which the monitor nodes are responsible of

promiscuous listening of the messages and filtetitveg  Towards intrusion detection in WSN: Krontiris et al.
important information for the analysis; the rule (2007) introduce a lightweight scheme for detecting
application phase, in which the pre-defined rules a selective forwarding and blackhole attacks in WSN.

applied to the stored data from the previous phise, 'I;]he_ key_idr(]et? Or]: thgir scgerﬂe s to make_nodesbtmlonit
the message analysis failed any of the rules test, their neighborhood and then communicate between

failure is raised and the counter increased by tne: each other to decide if there is an intrusion tgilece.

) . . . i The scheme is further evaluated experimentally on a
intrusion detection phase, a comparison is takewepl

real WSN deployment.
between the number of raised failures produced from  1pis sc%e)r/ne benefits from the neighbors

the rule application phase with a predefined nunfer monitoring so that there is a kind of distributitivat

occasional failures that may happen in the netwtirk. will minimize the computation load on a detection

the total number of the raised failures is higher,agent node. However, there will be an increaséén t

intrusion alarm is produced. communication messages between nodes during the
1641
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collaboration for voting that will increase the Although, this scheme seems robust in
communication overhead and as a result will deplet@rotecting the network by using two layers of
the power of nodes quickly. It is clear that, thisprotection, there are some drawbacks that limit the
scheme lacks the generality that other schemelsein t ysefulness of this scheme. To begin with, the
same category. supervisor nodes could be sources of failure ifythe
have been compromised. Another drawback is
Intrusion detection scheme of sinkhole attack in  related to the generality which is a major probliem
WSN: More specific intrusion detection scheme tothe most rule-based schemes for intrusion detection
detect sinkhole attack was proposed by Krongtial.  Many assumptions have been made for designing this
(2008). This scheme is composed of four modulesscheme which caused inflexibility of application.
Local Packet Monitoring Module, Local Detection
Engine Module, Cooperative Detection Engine and,:uzzy logic intrusion detection scheme for directed
Local Response Model. The proposed scheme has beg[ffusion based sensor networks: Chi and Cho (2006)
implemented in the TinyOS environment Wwith propose an intrusion detection scheme based ory fuzz
MinRoute pl‘OtOCOl. A suitable detection rules haVe|ogic_ Some features of the traffic were extracted
been prepared to suite with the sinkhole attack. build the fuzzy rules which are: node energy level,
Generally, this scheme satisfies the distributionmessage transmission rate, neighbor nodes liseand
feature of IDS which is highly required on a lasgle  rate in the transmission. The scheme was constticte
and autonomous environment like WSN. The problenprevent and detect from the denial of service (DoS)
here still with the communication overhead betwd#®n  attack which always drains the resources of theesys
nodes to exchange useful information that helps inmrhe base station or some monitoring nodes will be
detecting the attack. responsible for collecting the information messages
from the neighborhood and the detection value bell
Neighbor-based intrusion detection for WSN: calculated by the fuzzy controller based on ther fou
Stetskoet al. (2010) present an intrusion detection features mentioned above
architecture based on collaboration between Itis notclear how to choose the monitor nodet an
neighbors. They evaluated their scheme for detgctinhow many nodes will be enough to protect the nekwor
three types of attacks: Hello flood, selective!n addition, the need for an expert or sufficient
forwarding and jamming attacks. Their scheme wagXPerience to prepare the rule causes unadapyadilit
implemented for Collaboration Tree Protocol (CTP)the scheme to detect new emerging attacks. Another
on the TinyOS environment. dravyback is t_hat t_he chosen monitor node can kwerd p
Although, the collaboration among nodes makesof failure if it is being compromised itself.
this scheme strong, the communication overhead is
problem. In addition, the extracted features that a
used to construct the rules like packet sending rat
and packet dropping rate caused a high false alar
for detecting attacks. Another drawback of thisdgtu
is that it did not consider the power consumptiater
related to the performance which is a very critical
issue in WSNs.

Euzzy logic intrusion detection scheme against
sinkhole attacks in directed diffusion based sensor
networks: Another fuzzy logic based intrusion
rHetection approach has been proposed by Moon and
Cho (2009) to detect sinkhole attacks in directed
diffusion based sensor networks. Two features edlat
to the directed diffusion protocols are used whach

the reinforcement ratio and the radius. The
reinforcement ratio is the proportion of the

Recently, a collaborative IDS scheme has beeﬁeinforcement messages transmitted in an areaeo th
proposed by Lemost al. (2010) to detect node number of sensing events from the nodes. The raslius
repetition  attacks This. scheme is based OI,geﬁned as the number of hop counts between any two
determining some nodes to be monitored nodes fof{?hOdeS '_ﬂ kt)he area. !nfthe caset of the sw;khf(f)_lez_latta
monitoring the behavior of other nodes in the nekwo theret\r/wv' € molre relr;)orcen&eph messat\)ge r? h'a"m i
based on satisfying set of predefined rules siatéd an the normal number and the humbver of hop coun
a specific attack type. These monitor nodes aterim will be smaller. The fuzzy_ logic controller vv_|II @s
monitored by special nodes called supervisor nodeghese two features as an input to generate itsubutp

which are responsible for correlating the evidenceé’\'h'Ch_IS the detection value_. If the r_esult detarcti
resulted by monitor nodes. value is greater than a predefined security thidsltioe

A new collaborative approach for IDS on WSN:
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controller will raise an alarm that a sinkhole ektdnas + The absence of standardized evaluation metrics: it

taken place in the area. Prior to the calculatibthe is obvious that most of schemes use different

detection value, the fuzzy rules should be set by a  metrics to evaluate the effectiveness of the scheme

expert according to the symptoms of the sinkhole

attacks. In the following Table 2 we summarize the rule-
Using fuzzy logic gives the flexibility of deteoti ~ based techniques analyzed above and show the sittack

sinkhole attacks since the input values are noagdw that are targeted and the performance evaluation
sharp values. However, the main problem of anyyfuzz Mmetrics used to evaluate them.

based scheme is the need for manual setting of.rule From the above Table 2, we can see that most of
schemes are targeted for detecting specific attables

Intrusion Detection based on Traffic Analysis and  can also see that different evaluation measures lge
Fuzzy Inference System in WSN: Ponomarchuk and different schemes which imply the absence of the
Seo (2010) introduced an intrusion detection schemstandards of evaluation metrics. Computational
for WSN by utilizing two main traffic features: the complexity is not important to be evaluated in thes
packet reception rate and the packet inter-artivad in ~ schemes because; these schemes are very simple and
a time window and then applies the fuzzy inferetcce not need high computational capabilities since they
decide whether an attack has taken place or no@nly compare with very simple predefined rules.
However, this scheme is based on fuzzy logic, so it o ) ) )

needs the rules to be prepared prior the detectioRat& mining and computational intelligence based
process. The dependence on the prior knowledgetwhicchemes: Data mining and Computational Intelligence
is the rules makes such schemes impractical for £2PM/CI) techniques have been used extensively in
continuous streaming environment like WSN. In building intelligent intrusion detection schemes in

addition, the authors did not specify certain asap ~ COmputer networks because of their ability to detec
be detected by this scheme. unknown attacks that the traditional signature dase

Advantages of Rule-based intrusion detectionschemes fail to detect. In WSN, the use of DM/CI
schemes for WSN: techniques for building IDS schemes still in eatiyges
because of the difficulty of employing such teclusg
+ Fast detection: because there is no trainingn the limited resources. The following sub-section
involved in these schemes. This feature fulfille th survey the DM/CI based intrusion detection schemes
need for online detection when there is aused to detect attacks in WSN.

continuous streaming of data in some WSN ] ] ) )
applications Clustering-based Intrusion detection for routing

« The computational complexity is not discussedattacks in WSN: Loo et al. (2006) propose a data
here: since the schemes use only simple rules fgnining-based intrusion detection scheme for WSN. In

detecting attacks this scheme, each node uses the fixed width cingter
« Higher detection accuracy: since it depends orflgorithm to build the normal profile from the node
comparison with some predefined rules, traffic behavior. This normal profile is used lat&r

detect abnormal activities caused by attacks. Therse
Shortcomings of Rule-based intrusion detectionis composed of three main stages: feature selestame
schemes for WSN: in which the most important features that charaagehe
network traffic have been selected; cluster fortiotg
» Detection generality: since these schemes deper@y applying the Euclidean distance metric to meathe
on the rules prepared by experts for specific &ttac similarities between the data traffic points anentifiorm
types, it cannot be generalized to detect othestyp the clusters; and the cluster labeling stage, iithwthe
of attacks because different attacks have differentesult clusters are labeled based on the assumibigan
symptoms (features) that will derive different sile  the number of objects in the normal cluster is mmcine
» Collaborative voting: most of the schemes based othan that number in the anomalous one.
collaboration between the neighbors that vote to  The authors claimed that, this scheme has many
decide about the occurrence of an attack. Thimdvantages including, the ability of detecting umkn
voting mechanism may increase the attacks since it is unsupervised. In addition, ibeber
communication overhead of features used to build the normal profile istahle to
» Assumptions: most of the schemes put manymake this scheme generic for detecting differepesyof
assumptions prior to the building of their detestio attacks. Moreover, the fixed width clustering aiton
agent. These assumptions make their applicabilityeduces the number of parameters required forecingt
difficult for different applications and requires only one pass through the traffic $esnp
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Table 2: summary of Rule-based schemes

Techniques Attacks Performance evaluation metrics

Silvaet al. (2005) -Negligence -Detection Rate (DR)
-Exhaustion -False Positive (FP) rate
-Blackhole

-Selective forwarding
-Content alteration

-DoS
-Wormhole
-Hello Flood
-Jamming
Pireset al. (2004) -Hello Flood -Malicious node detectiongeertage
-Wormhole -Malicious message detection percentage
Onat and Miri (2005) -Node impersonation (Sybil) rofPability of false alarms
-Power depletion (DoS) -probability of detection
- Average detection time
Krontiris et al. (2007) -Blackhole -False Negative (FN) rate
-Selective Forwarding -No. Of false alarms
Krontiris et al. (2008) Sinkhole -FN rate
- Neighbors with successful detection
Stetskoet al. (2010) -Selective Forwarding -Relation betweeraRE FN with a certain
value of detection threshold
-Jamming
-Hello Flood
Lemoset al. (2010) -Node repetition N/A
Chi and Cho (2006) -DoS -FP and FN rates
-Energy and detection rate with time
Moon and Cho (2009) -Sinkhole FP and FN ratios
Ponomarchuk and Seo (2010) N/A -Average DR

However, this scheme has many drawbacks thdintrusion detection in wireless sensor networks
make it unsuitable for the resource constrained WSNbased on multi- agent and refined clustering: A
The most important drawback is that, each nodetdas multi-agent intrusion detection scheme proposed by
perform its own IDS independently, so this will Huai-Binet al. (2009) to detect attacks in WSN. In this
consume the nodes’ power quicker because of thecheme the mechanism of detection is different for
clustering algorithm. Another drawback is that, thevarious functions: cluster heads are responsible fo
fixed distance threshold of the fixed width clustgr  monitoring all common member nodes in the cluster,
algorithm makes this scheme inflexible. while the common member nodes are responsible for

Detecting sdlective forwarding attacks in WSNs monitoring _the header of the cluster. Four types of
usng SVM: Kaplantzis et al. (2007) propose a agents are !nstalled on each sensor node to cdepera
centralized IDS scheme to detect selective forwaydi the dgtecnon. Each node W.'” execute dlffe_rent
and blackhole attacks based on one class Suppd? erations of detection according to its role eithe
Vector Machines (SVM) and sliding windows. This cluster head or common node. o
scheme uses only 2D feature vector which are Two clustering algorlthms are used in th_ls_ scheme
bandwidth and count hope for the classificationisTh N two stages. The first stage, Self Organizing Map
scheme is totally centralized in such that featuré\eural Network (SOM) is adopted for roughly
selection, processing and decision making areaied Cclustering. The result of applying this algorithnhioh
by the base station. is the number of clusters and the cluster centetken
The authors argue that this scheme is energysupplied for the second stage. The second stage
efficient because it is entirely centralized andr¢his  involves the K-Means clustering algorithms to refin
no involvement of the sensor nodes in the detectiothe clusters generated in the first stage.
process. On the other hand, the small number of The monitoring of the cluster heads on the nodes
features makes this scheme very specific and cammot and the monitoring of the nodes of cluster heads
generalized for different kinds of attacks. Althbupe  boost the security process. However, the
use of Machine learning techniques provides thecommunication overhead is increased by
scheme with the generality by training the normalcommunication between the nodes and their cluster
profile, this scheme only designed to detect twaety heads. Another important drawback, is the use of tw
of attacks. That means the choosing of the featisres clustering algorithms SOM and K-Means which
very important in making the scheme general tocause a very high computational overhead and
different types of attacks. therefore consume the node's power in a short time.
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Optimized intrusion detection using Genetic  factors which are the Energy, Age and Reliabilityhe
Algorithm (GA): Khannaet al. (2009) introduce a ant. The ants are classified into two main typesvérd
scheme to speed up the detection accuracy andingduc ants and backward ants. The forward ants report the
the false alarms by choosing the appropriate ndus information of the nodes in the path from the seurc
will host the detection agents. Genetic algorithmsw node to the destination node, whereas the backward
used to evaluate sensor node attributes and check iants make use of the collected information to updiae
ability to be the Local Monitoring Node (LMN) that routing tables of nodes on their path and analyee t
works as a trusted agent for the base station apabte  collected information to detect attacks.
of securely monitoring its neighbors. Some node  Every node in the network has a log table that
attributes are evaluated like packet statistictization  contains the information about their remaining gger
data, battery status and the quality of servicee ibde age of ant, the ratio of sent and delivered packidte
fitness is then measured based on these attrianttas  job of backward ants is to test values relatedhi® t
a result the GA chooses the node that is suitabte a stored values of the node and compares them with a
satisfying all these requirements to be the LMN. predefined threshold value to verify that the pah
The authors argue that, this scheme is extremelgeliable. The authors claimed that, different typds
appropriate to cooperate with any detection scheoes attacks that could be identified using this scheme
conserving resources usage and cannot be used alohglude sinkhole, black hole and jamming attackss |
for the detection. The main drawback of this schégne clear that the main drawback of this scheme ishtha
the high computational complexity of using GA Power consumption because of the ant's processing i

because of the convergence time needed when the scdWo directions at every node in the network. THioa
of the WSN is growing up. causes a high communication overhead and congestion

The store of the three statistics energy, age and
Ant-based intrusion detection schemes for wirdless  r€liability is not reasonable when the number ofsses

sensor networks: Muraleedharan and Osadciw (2009), S Very high and the number of ant used is alsh.hig
Banerjeeet al. (2005) and Juneja and Arora (2010), _ L _ _
propose intrusion detection schemes inspired byttie S¢if-organized criticality and stochastic learning
colony algorithm. The idea behind these scheméseis Pased intrusion detection system for wireless sensor
use of multiple ant agents in parallel search aigor ~ N€works: Doumit and Agrawal (2003) introduce a
to deploy pheromone values on nodes. The attacks ifjidden-Markove Model (HMM) based intrusion
the network are detected using these pheromonesalu détection scheme for detecting possible attacks in
The nodes in these models initially determine som&VSN. In this scheme, the normal behavior profile of
direct and indirect paths amongst their neighbafsen ~ the nodes is first stored in a knowledge base hed t
the ant detects any path, it communicates th&ompared v_V|th any suspicious activities (_)f the ntale
characteristic of the path through pheromone bitanc handle t_he_lncon3|stenC|es. The scheme is basdideon
to the other ants. After that, if there is any ifaipae in MM principle that states that the probability ohade
pheromone values, an alert is raised to inform th&®ing in a certain state depends only on its ptevio
administrator about a possible attack. state. Although this scheme offers the scalabiity
The main advantage of such kinds of schemes {8dding new nodes, it only tackles the problem fram
the self organizing principle that is based on theSingle node ‘view rather than a network ‘view.
probabilistic behavior. But, there are some _ )
drawbacks for such schemes include the higfAn Integrated Intrusion Detection System for
communication overhead caused by the congestiofluster-based WSNs: Wanget al. (2011) proposed an
and the high storage consuming. The source nodetegrated Intrusion Detection System (lIDS) scheme
sends ant packets to all nodes through all possibltor cluster-based WSN. This scheme is composed of
paths that make congestion which result in highthree level IDS components called Misuse IDS
power consumption. In addition, each node has taleployed with the common sensor nodes, Hybrid
store a very large list of pheromone values whichintrusion Detection System (HIDS) employed in the
utilizes the limited memory of the sensors. cluster heads and Intelligent Hybrid Intrusion &t
System (IHIDS) employed in the sink node. This
Design and implementation of EAR algorithms for ~ composition of the IDS components is according® t
detecting routing attacks in WSN: Junejaet al. different capabilities and probabilities that thestities
(2010) present an intrusion detection scheme fomay suffer from. The proposed IIDS consists of both
routing attacks in WSN based on EAR algorithmslt i misuse and anomaly detection modules to get the
an extension to their ant based scheme proposed Wgnefits of both approaches in increasing the tietec
(Juneja and Arora, 2010). This scheme is basetiree t accuracy and lowering the false alarms.
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The proposed IHIDS contains an anomalyShortcomings of DM/CI based IDS schemes in
detection module, misuse detection module, learninyVSNs:
module and decision making model. The anomaly
detection module can filter a large number of tcaff * Slow detection: because the data mining techniques
packets because the sink node has unlimited like clustering require learning the normal prafile

capabilites. The normal output traffic from the  they are slow and therefore are not satisfying the
anomaly module is passed and the abnormal traffic  Streaming feature of the WSN that requires a fast
forwarded to the misuse module in order to idertfiky solution or real time solution

type of the attacks. If the misuse module could not High computational complexity: because they
identify the type, it is then forwarded to the lsiag involve the use of some complex machine learning
module to learn the new attack type. The decision algorithms or some difficult clustering approaches

making module decides the type of attack and regort High false alarms: because they build the normal
the administrator. proflle_ for a dgta in a specific point of time and
The HIDS part which is employed in the cluster there is no quick update, the normal profile could
o . be out of data
heads is similar to the IHIDS except that this phres
not contain the learning mechanisms due to thetgoi The following Table 3 summarizes the mentioned
cluster head resources. Instead, it upda_tes thisise ~ schemes and shows their shortcomings.
knowledge base directly from the learning module in
IHIDS. Because the resource of the common sensagame theory based intrusion detection schemes in
node is very limited, it only contains simple misus WSN: The essence of the interaction between the
detection that matches the packets with the attackitrusion detection agent and the attacker can be
model to decide about any occurrence of any attack represented scientifically by a game between two
inform the administrator. players. In these games, different strategies eamskd
The advantage of this scheme is the suitable desig?y the intrusion detection agent in order to defend
of the detection modules based on the capabilities against the different strategies that attackeraydvwise.
S : . In the following, some game theoretical based sitm
the probabilities of getting compromised. However,

. detection schemes in WSN are presented.
there are many drawbacks related to the detaidesi P

the scheme. The use of Back Propagation Neurgheecting network intrusions via sampling: a game
network (BPN) in building the misuse detection medu theoretic approach: Murali and Lakshman (2003)
implies a high computational complexity to be used introduced a game theoretic framework for effective
common sensor nodes that have very limited ressurcedetection of network intrusions by developing anmek
In addition, the use of KDD’99 dataset to evaludiie  packet sampling strategy. In this framework, theuster
scheme is not common in evaluating the IDS scheme@ill choose the paths that minimize the chances of
for WSNs because of the different packet format andletection while packet sampling strategy is used to
special need of WSN. maximize the chances of_ detection _by_ the network
After analyzing the selected schemes above, th@Perator. The game theoretic problem is first idated
advantages and shortcoming of such schemes a d then the sampling schemes are developed stothat

. . . e optimal with the game approaches without exoeedi
presented in the following sub-sections. a given total sampling budget.

This framework is among the first attempts to
Advantages of DM/CI based I DS schemesin WSNs: tackle the problem of intrusion detection using the
game theory. The idea behind choosing the pathsreit
Less communicati L ffrom the intruder or the network operator leadsh®
. unication overhead: since most o

. . common routing issues specifically in the routing
schemes are based on the hierarchical structure Bfotocols that are based on the shortest path to

the WSN, so there is . _ determine its way to the base station. This adgsnta
. Qenerahty IS guaraaned: since the normal profileyould make this framework suitable for detectingiso
is not based on specific traffic features kinds of attacks in the routing layer that are basa

» Scalability is also guaranteed: because the normahe routing path information. However, this frameko
profile depends on the data and not on thestill needs extensive simulation experiments to/prits
architecture viability and effectiveness to detect attacks.
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Table 3: summary of DM/CI based intrusion deteciohemes in WSN

Scheme DM/CI technique used Shortcomings

Loo et al. (2006) Fixed width clustering High computationamplexity because of the use of IDS agents ih @acde

Kaplantziset al. (2007) Support Vector Machines (SVM) Centralizetltion cause high communication overhead

Huai-binet al. (2009) Clustering/ SOM +K-Means Very high compiataal complexity

Khannaet al. (2009) Genetic Algorithms (GA) High computatiokcaimplexity needed for convergence

Muraleedharan and Osadciw (2009) Ant Colony Higlmmunication overhead

Junejaet al. (2010) Ant Colony High computational complexitigh communication overhead

Doumit and Agrawal (2003) Hidden Markove Model (HNIM Nodes’ level processing rather than network view

Wanget al. (2011) Back Propagation NN (BPNN) High computasibcomplexity of BPNN to be use in misuse detectiocommon sensors

Adaptive Resonance Theory (ART)

Intrusion detection in sensor network: a non always stable and immobile adds unrealistic coimgga
cooperative game approach: Agah et al. (2004) to the application of sensor networks for someoait
proposed a non-cooperative game framework for thenvironments. Another unrealistic assumption ist tha
defense of nodes in WSN. In this framework, threethe node does not fail over time and this is notaghk
different schemes have been applied to findingtbset  true since there are many other reasons that maseca
vulnerable node in WSN and protect it. The firstthe failure of a node at any time.
scheme, an attack-defense problem is approached as
two players, non zero, non-cooperative game betweeAn intrusion detection game with limited
the attacker and the sensor network. The secorahseh observations: Alpcan and Basar (2006) presented an
uses the Markov Decision Process (MDP) to find thdantrusion detection game model based on the 2-playe
most vulnerable sensor node whereas the third sshenzero sum stochastic (Markov) approach. The model
applies node’s traffic as an intuitive metric teeusas represents the interaction between two players twhic
an indicator for protecting the node. The authorsare the potential malicious attacker from one sidd
claimed that the evaluation of their schemes revial the IDS from the other. The observations of thessen
effectiveness of successful defense against attacks  are captured and reported to the IDS as a finaeest
This study needs an experimental investigation tdMarkov chain. In this model, a numerical analyzs ha
prove the concepts of the three used schemes. A&nothbeen used to study the optimal strategic solutams
limitation of this work is that, the strategy onevhthe well as the evolution of player's cost under thenga
MDP should be applied and when the theoretic gamparameters. The model also considers the case that
framework should be used to gain high successhe players optimize their strategies with the latk
detection is not determined. information about the WSN characteristics by
involving the Markov Decision Process (MDP) and
Detection of denial-of-message attacks on sensor ~ Q-learning methods.
network broadcasts: A detection scheme of Denial of The main advantage of this model is the use of the
Message (DoM) attacks in WSN is introduced bydynamic learning methods with the lack of
McCuneet al. (2005). This scheme is designed for theinformation. This feature enables the players to
broadcasting protocols in which the messages argonsider the future costs for optimizing their sigaes
broadcasted to the nodes periodically. The schame PY the continuous learning about the potentialcitia
based on the Secure Implicit Sampling (SIS) methodOWever this model needs to be evaluated by
that enables the broadcasting base station to tditec S|frfnulat|on exp}err:mtleatsk In bord?jr”:;cs) va#dat;mqthe
failure of nodes to receive its broadcast in at ect|yer1|essc|> the a(ljr_ovh ase uat rather tien t
probabilistic manner. The idea behind the SIS & th numerical analysis used in the evaluation.
it works by extracting the authenticated

acknowledgments from an unpredictable and tunabI%SN: A framework using Zero-Sum game approach
subset of nodes per broadca_st so that it will MIDEN  and selective node acknowledgements in the forward
the acknowledgm_ent implosion on _the base stationysig path is proposed by Reddy and Srivathsan 2609
The game theoretic approach here is used to ewaluafjetect selective forwarding attacks in WSN. Théast
the SIS method in facing optimal attackers thattry provide mathematical foundations for ~ detecting
maximize the number of nodes denying themalicious nodes using selected points in the falvamta
broadcasting of network messages. path. They proved that selective acknowledgemenats a

Although this scheme is opening the door forvery useful to detect the malicious nodes through
research in this important area and as shown in thsimulations. However, like other game theoretical
study agrees well with the simulation scenariodia$¢  approaches, this framework need to be more inatstig
many limitations. The assumption that the nodes arexperimentally to prove its concept.
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Advantages of game theory based IDS schemes igroups using delta-grouping algorithm. In this
WSN: algorithm, each group of sensors that are phygicall
close to each other and has nearly the same sensing
» The game theoretical based IDS schemes do naapabilities are grouped together. Some monitoresod
need extra data to build the model and ratheare chosen to monitor each group alternativelyerAft
benefits from the routing information of the that a statistical distribution-based anomaly deiac
network algorithm is used to detect the anomalies caused by
« The techniques used in these kinds of schemes agtacks. According to the authors, this schemestake
lightweight since no training is involved and are consideration multiple attributes of the sensoresouh

depending on some strategies order to increase the accuracy of the detection.
Shortcomings of game theory based IDS schemes The high computational complexity of the
in WS: grouping algorithm and the statistical distribution

algorithm is the main drawback since the commosaen
« It is obvious from the reviewed schemes that thes@ode has limited resources. In addition, the mainito
schemes still concepts that need to be experimentgtpde becomes a point of failure if compromised.
extensively to prove their viability However, _this schem_e has many advantages including
«  The scope of the game theoretical based schemestle detection generality because of the use ofrakve
limited to some layers information like the routing typical traffic features over the network.
and application layers information because it liild o o i
the strategies based on some information from thétatistical wormhole detection in WSN: Buttyanet al.
network layer and application layers (2005) proposed two mechanisms which are the
Neighbor Number Test (NNT) and the All Distances
Statistical based intrusion detection schemes in  Test (ADT) for detecting wormhole attacks in WSN. |
WSN: The use of statistical techniques is common forthe first mechanism NNT, the increase of the nunaber
anomaly detection schemes designed for WSN. Thed#eighbors of the sensor is used as an indicatomena
schemes use the probability distribution of eitttee  links have been created by the wormhole attack. The
normal or abnormal data as an evidence of attacRecond mechanism, ADT, the decrease of the lemjths
behavior. The probability distribution model issfir the paths between the nodes is used as an indicator
built and then compared to any deviation of daaffir ~ the shortcut links created by the wormhole attattks.
generated later by the network. The following sub-2Ssumed that the sensor nodes send their neighbors
sections describe some key statistical based intrus information to the base station where the algoriism

detection schemes used in WSN. applied on the reconstructed network graph by the
received information.
An anomaly detection algorithm for detecting Both mechanisms have been investigated by

attacks in wireless sensor networks. Phuonget al. simulation and showed that they are effective in
(2006) present a new scheme based on the Cumulatigetecting w_ormhole attack with some limitationsated
Sum algorithm (CuSum) for detecting different kimds 0 the radius of the area that is affected by the
attacks in WSN. This algorithm is one of the changeVormhole. The authors reported that high accuracy i
point detection algorithm used to detect the chasfge achleve_d when the Wormhole_ radius is comparable to
the mean value of random sequence. In this schitme, the radl_us of the sensor radio range. However,ethes
CuSum algorithm is employed to detect the changes imechanisms only detect the presence of the wormhole
the number of incoming and outgoing packets as welfttack but they do not provide any mean for locaian
as the number of collisions. A set of monitoringles  Of the affected area. Another drawback is relatethe
is selected so that each sensor node is monitored b sending of neighbors’ information to the base oteti
least one monitor node. by the sensor nodes and results in intensive
This scheme's main drawback is that the monito/cOmmunication overhead and consumes the power of
node can be a point of failure easily since it isoamal  the nodes on the way to the base station.
sensor node. In addition, the implementation ofhsuc
algorithm in a normal monitor node is power consyni Malicious node detection in WSN using an Auto
regression technique: A strategy based on the
Group-based intrusion detection system in wireless  past/present values generated by sensor nodes is
sensor network: Li et al. (2008) propose a scheme in presented by Curiaet al. (2007). In this study, the
which, the sensor network is partitioned into manyoutput of each sensor at each moment with its
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estimated value is computed to a predictor based on
Auto Regression (AR) technique. If there is a big
difference between the two values in any sensam the
this sensor becomes suspicious and an action should
be done to mitigate its effects. The authors preskn

a case study to prove the effectiveness of their
concept with some assumptions that are set prier the
design of the AR technique. These assumptions are
common in other intrusion detection schemes for
WSN but limit the applications of these schemes for
different WSN applications.

Advantages of statistical based IDS schemes in .
WSN: The statistical based schemes are mathematically
proven and can be used effectively only if the aatzu
probability distribution model for normal or abnam
traffic is obtained.

Shortcomings of statistical based IDS schemes in

WSN:

e Usually the process of acquiring the correct
probability distribution is not easy especially whe
no prior knowledge is available about sensor
streaming data

» Many of statistical schemes do not fit well witketh
multivariate data

* The dynamic streaming of network data makes it
difficult to keep the probability distribution made
up to date

The integration between techniques from different
categories: as proved their success in other dafyigin
would be interesting to try such integration. itee
rule-based and the DM/CI based schemes can be
integrated together in such strategy of game thieory
get the advantages of all of them

Reducing the false alarm rates related to the
DM/CI: since these schemes depend on the labelled
data collected from the network, there is a high
false alarm related to the application of themislt
interesting to look for solutions to mitigate this
problem for the context of WSN

Distribution of the intrusion detection: because
there is no single point in WSN can be used to
install the IDS agent and because the log data is
collected in each sensor node, there is a need for
real distributed intrusion detection scheme that ca
also minimize the power consumption results from
the communication overhead with the base station
in case of centralized IDS installation

Unsupervised anomaly intrusion detection: in fact,
there is no labelled data set available for introsi
detection in WSN. In addition, the design of such
data set is not easy and costly task. It would be
interesting to focus on the techniques, especially
artificial intelligence and data mining techniques
that do not require prior knowledge

CONCLUSION

As the WSN becomes necessary and used frequently

Important future research areas. In order to satisfy
the requirements of an ideal intrusion detectidresue,

some important research opportunities open fohéurt
research:

» Detection generality: to design intrusion detection
schemes that can be used to detect different typ{sg

of attacks

» Detection speed: there is a need for a fast irdrusi
detection scheme that satisfy the dynamic an

continuous streaming of data in WSNs

» The use of the lightweight Artificial Intelligence
techniques: since these techniques have been us

for many applications, the need for securing themlso
increasing due to the nature of their deploymedtthair
resource restrictions. Cryptographic and authetitica
protocols have been proposed to protect these netwo
from outsider intrusions but fail to protect therorf the
insider ones. Many surveys have been published for
omaly detection but according to the best of our
owledge none of them tackle the problem of intnus
detection in specific. Instead, most of them foooghe

d’;momaly detection in general assuming that theisiun

Is kind of anomalies. In this article, we surveyszbut
the intrusion detection schemes in WSN. First, tes
the fundamental issues of intrusion detection inNNVS
gﬁeowing the types of attacks, the motivation ardribed

successfully for intrusion detection in traditional ¢y the intrusion detection in WSN and the taxonawhy
networks, it is expected that the use of them hergachniques used in the literature. After that, the
would enhance the anomaly intrusion detectionchallenges faced in developing an ideal intrusion

accuracy and generality

e The wuse of optimization techniques:

detection scheme were explored followed by the

theserequirements for a good candidate intrusion detecti
techniques could cooperate together with othescheme.

The classification of the-state-of-the-art

techniques for choosing the best strategies ointrusion detection schemes proposed for WSN is the

detection and the placement of detection agents

presented based on the technique used by eachechem
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The classification includes four main categoriesler Chandola, V., A. Banerjee and V. Kumar, 2009.
based, data mining and computational intelligeraset, Anomaly detection: A survey. ACM Comput.
game theoretical based and statistical based. &dn e Surveys. DOI: 10.1145/1541880.1541882

category, an analysis has been carried out for eadbhen, X., K. Makki, K. Yen and N. Pissinou, 2009.
scheme highlighting their advantages and drawbacks. Sensor network security: A survey. |EEE

Finally, some important future research opportesitire Commun. Surveys Tutorials, 11: 52-780Il:
pointed out for the future research. 10.1109/SURV.2009.090205
Chi, S.H. and T.H. Cho, 2006. Fuzzy Logic Anomaly
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