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Abstract: The Information Protection System (IPS) is an integral part of any
Information System (IS). To develop an optimal IPS model at the earliest
stages of the IS lifecycle, it is necessary to develop IS resource and threat
models. This study is devoted to developing a specific model of IS
resources, allowing a detailed description of the relationship between
resources and business processes and developing an IS threat model to
describe in detail the relationships between threat implementations, various
IS vulnerabilities, and the relationships between them. To solve these
problems, this study used the methods of set theory, graph theory,
probability theory, game theory, random processes theory, mathematical
logic, and object-oriented approach. This study simulated different variants
of the IPS and found that only a balanced IPS project met the Pareto
demands. The projects where the emphasis is on countering only external
or internal threats do not meet these demands.

Corresponding Author:
Vladimir Zhanovich Kuklin
World-Class Scientific Center
“Digital Biodesign and
Personalized Healthcare”,
Institute of Design and
Technology Informatics,
Russian Academy of Sciences,
Russia

Email: kuklin_vladimir_ran@mail.ru

Keywords: Information Protection System, Information Security,

Introduction

Any modern company cannot function without using
large amounts of information, which needs constant
processing and analysis to optimize its activities
(Raguseo, 2018; EI Alaoui and Gahi, 2020). Only specific
IS, a streamlined set of documents and IT that collect,
process, and communicate information (Stratton and
Carter, 2023; Kuklin et al., 2022) can perform such
activities. Public and commercial companies must protect
data, which is, along with material resources, one of their
most valuable resources (Parizs et al., 2022). To protect
data, companies use special IPS, a combination of various
software, technical, and hardware tools and approaches to
ensure the safety of information processed within the 1S
(Kuklin et al., 2023; Alexandrov et al., 2022). The main
problem in IPS development is that all existing IPS have
vulnerabilities that make it possible to bypass protections
and gain unauthorized access to data. The vulnerabilities
are usually the result of mistakes made in the IPS design
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or the direct implementation of software and hardware
security tools (Friha et al., 2023; Louk and Tama, 2023).

To minimize the number of vulnerabilities in IPS,
constant refinement and improvement are necessary
(Jbair et al.,, 2022). Discovering vulnerabilities is
complicated because they can exist in any structural element
of 1S; moreover, problems can relate to both software and
hardware. Information security requires investigation of IS
structure features with a particular focus on interacting its
various components with each other (Khalil et al., 2023).
Therefore, creating an IPS model at the earliest stages of 1S
lifecycle is an urgent scientific challenge.

From the literature and practice, many approaches to
modeling IPS are known, such as generalized models,
models involving the use of probability theory principles,
models based on the theory of random processes, models
based on Petri nets, and many others. However, none of
the approaches can fully satisfy all the security criteria. In
addition, as far as we know, no detailed analytical review
has yet been published to understand the current state of
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the art in IPS model development, to classify and compare
IPS models while identifying their advantages and
disadvantages. Therefore, it is relevant first to conduct an
analytical review of current IPS models to determine their
theoretical significance and practical applicability.
Furthermore, it is necessary to create methodological
support for synthesizing the optimal IPS model, including
creating a model of IS resources and IS threat modeling.
The solution to these scientific problems is the purpose of
this study. The results of this study can be helpful to
practitioners-developers of IPS of modern IS and enrich
the theoretical area of IPS research by analyzing and
comparing existing IPS models and identifying their
strengths and weaknesses.

Analytical Review of Current IPS Models

Many IPS models now exist, allowing the study of IS
information security (Akkad et al., 2023; Ahmad et al.,
2022). Along with this, note that in practice, different
approaches to modeling such information security
systems exist, allowing a wide variety of aspects of
security systems (Logrippo, 2021; Yamin et al., 2021).
Classification of such models is performed depending on

the specific tools used in the study. Thus, generalized
models, models implying the use of probability theory
principles, models based on the theory of random
processes, and models based on Petri nets exist.
Moreover, note that these are far from the only tools to
solve such problems because they are based on automata
theory, graph theory, and fuzzy sets.

Many studies by Ghiasi et al. (2023); Zhang et al.
(2020) have investigated generalized IPS models. Their
main feature is the simultaneous consideration of numerous
factors that determine the functioning of the protection
system. To date, the most widely used in practice is the
approach to model building based on probability theory
(Mazzoccoli and Naldi, 2022). Along with this, zone,
probabilistic, and destructive impact models exist
(Egoshin et al., 2020; Gontarczyk et al., 2015; Oleinik et al.,
2020). The main advantage of probabilistic models is
that they allow for the most accurate determination of
the probability of a particular threat occurring.
However, it is necessary to understand that these
models have a significant disadvantage they do not
make it possible to determine the specific temporal
characteristics of the threat implementation process.

Table 1: Result of comparative analysis of IPS modeling approaches on calculated parameters

Ability to calculate

IPS model type Probability of overcoming

Time to overcome Detection time Risks

Generalized models -
Probability theory -

Random process theory +
Petri nets +
Automata theory -
Graph theory +
Fuzzy sets theory +

Game theory
Entropy approach -

+ - -
(For a semi-Markov process)

+ - -
- - +

Table 2: Results of comparative analysis of IPS modeling approaches on practical applicability and ease of defining input parameters

IPS model type Practical applicability

Ease of determining input parameters

Generalized models
Probability theory

training or equipment
Random process theory

Petri nets This model is unable to characterize various ways to
Overcome the protection systems
Automata theory Using this model makes it possible to accurately
Describe the features of the threat implementation process
Graph theory It allows the most accurate description of all potential

threat options

Fuzzy sets theory It is relatively easy to use in practice

Use in practice is difficult because of the weak
elaboration of the formal side of the model

does not allow for considering the potential ability
of an attacker to overcome defenses through special

It has a poor correlation of model data with
practice since the model uses abstract states of processes

The model uses abstract quantities to work, so the
work is possible only with experts

From a practical viewpoint, it is too difficult to get
parameters required for the model operation
because statistical sampling will be insufficient
Abstract parameters and does not make it possible to
to determine the flux density and residence time

in a particular state, which significantly reduces

the system efficiency

All necessary parameters are easy to determine

determine the needed parameters is extremely
simple and often involves the use of neural networks
The required parameters are easy enough to obtain in
practice

This implies the use of expert review results, but
The disadvantage is that the results largely depend
on the qualifications of specialists

It is extremely difficult to obtain the needed input

Game theory It is unable to consider the potential ability of an
attacker to overcome defenses through special training data
or equipment

Entropy approach This model implies using an approach by which it is

impossible to describe the IPS features

It is extremely difficult to obtain the needed
input data
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As for models based on the theory of random processes,
it is worth noting that their use in practice makes it possible
to determine the probability of a specific threat occurrence.
Moreover, this model allows the use of a semi-Markov
process, with which it will be possible to estimate the
temporal parameters of the particular threat implementation
(D’Amico and Petroni, 2023; Dhulipala and Flint, 2020).
However, it is necessary to understand that this approach
has a significant disadvantage it is heavy to use in practice
because of the need to define multiple states. In particular,
it is difficult in practice to estimate the exact values of the
flux density parameter since this criterion depends on
numerous factors that are impossible to consider in this
model (Marinin et al. 2023; Kharchenko et al., 2022;
Gupta and Dharmaraja, 2011).

Thus, based on the statements above, it was possible
to determine that none of the listed models fully satisfies
the criteria identified. Tables 1-2 show more detailed
results of the analysis.

Thus, based on the considered models, it is possible to
conclude that all modern models can be used mainly for
IS operation and support. The main disadvantage of these

models is the impossibility of analyzing the compliance
of a particular IS with all security parameters. Moreover,
it is practically impossible to determine the most optimal
IPS projects. In this regard, an urgent task today is to
develop an IS resource model that can most accurately
reflect the relationships between various resources and
ongoing business processes. In such conditions, it is
evident that it will be much easier to determine the
potential threats encountered during IS operations.

Materials and Methods

To develop IPS design solutions, it is first necessary to
determine:

Methods and means of protecting information
efficient in the operational aspects of the existing IS;
The constraints are specific to IS. These are solutions
already embedded in the latter and not amenable to
change and adjustment;

Security policy concepts. They may be specified and
supplemented concerning individual design decisions
to create an IPS

[

Start ]

Defining IS
security policy

P’

Resource model building

Yes

No Is it possible

Is the existing
IS considered?

v

Threat model building

v

Defining a set of

to make changes
to IS?

IS architecture

critical threats

selection ¢

Permissible changes
to IS architecture
Changing the method of
IS territorial location

v

Retooling of IS
hardware

Redefining IS software
I

v

Determining the method
of IS territorial location

v

Defining project cost

v

Selection of

Hardware selection

engineerini protection

Selection of hardware
and software protection tools

Selection of system
and application hardware

v

Selection of technical
means of protection

y

Y

End

Fig. 1. Flowchart of the algorithm for creating a specific project for the IPS implementation
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The algorithm for developing an IPS project consists
of the following steps (Fig. 1):
Start as the first step:

Defining a security policy for a particular design
solution that can either be uniform for all projects
or include, in each case, some specific guidelines
and criteria

Analyzing an existing IS or designing a new one
parallel to developing a system to protect the
information; however, if the 1S does not exist yet, it
is necessary to consider key security requirements
Determining the IS architecture if it develops parallel
to the IPS preparation

Choosing how to locate IS (or to "relocate” the new
system)

Selecting hardware and solutions, considering the
provisions included in the security policy;

Selecting software tools, considering, as before,
security policy

Evaluating the possibility of adjustments when
working with an existing system

Determining the adjustments required for IS;
Building resource and threat models

Determining the most dangerous potential incidents
when implementing a specific design solution;
Selecting the required information protection tools;
Estimating the cost of the design solution

Steps 4-7 and 9-12 must consider the list of constraints
caused by changes to the IS. Using this algorithm, the
specialists of the working group prepare individual design
solutions, which are subsequently reviewed by the expert
committee members.

Results
Developing the IPS Model
IPS Design Principle

This study considers the IPS model of the resource

type. Its characteristic feature is that all existing
relationships between resources appear using the
following expression:

My = [{Or}HE PT.5.Rf*) )

where {or} makes it possible to characterize specific
information about the investigated potential resources of
the system. The remaining parameters allow for
describing the particular types of organization of the
relationship between resources and their types. RfR is a
relationship matrix whose main task is determining the

potential presence of a relationship or its type between the
information units that form the network.

Here it is essential to go into detail about a set of
information data. It is an aggregate of the following
forms:

{0.} = {{BF}, {8n}. Rm}, {DC, } {DC, L{DC, ) INE} (€}, )
{58}, (AS).{D}.}

where, {BP} characterizes the specific business processes
whose support provides the same for all system resources.
{Sn} describes the IS particular components designed to
solve certain tasks. {DCo}, {DC.}, and {DCn}
characterize the various data carriers used during the
system operation. {NE} is a set of devices to ensure the
full functioning of the computer network. {C} is a set of
jobs to perform service software maintenance.

The outgoing source of the indicated relationship
deserves special attention. This specific kind of source
provides communication. It is necessary to understand
that the functioning of any company involves using a set
of dependent communication resources. Figure 2 presents
in more detail a unified semantic network of IS sources
developed during this research.

Figure 2 considers the aggregate of class resources or
ongoing business processes in more detail. After
analyzing this network, it may be concluded that only
specific options exist for connecting networking
elements. Figure 3 describes in more detail a particular
network exit scheme.

Creating a Threat Scheme for a Company IS

The primary purpose of the threat scheme is that it can
most accurately assess the specific damage formed with the
launch of the threat. Simultaneously, it considers the
particular negative consequences that occur using this
source. It is essential to understand that the main feature of
this threat scheme is that it is essentially a semantic grid
whose formation occurs because of the significant increase
in the sources with updated data. In this case, this threat
scheme is considered to be a security threat. Thus, it may
be concluded that the threat scheme has the following form:

My = {{0;}.HK.PT,S.T.Rf ) 3)

Next, let us propose to elaborate on considering the set
of informational elements, a specific set described by the
following expression:

{07} = ((BP}, (S}, (Rm}. (DCo}. (DC.J.(DCx} MNEL (). (4)
{88}, [AS]} [D}L{Th]}

where,

{8r},{5n}, (Rm},{DC,}, {DC, ) {DCy ) INEL{C}, {B55),

{AS}AD] actasa general aggregate of resources used
within a given system.
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Fig. 2: Scheme of IS information resources

Getting data (R resources,
list DependResource)

as the resourse been
reviewed?

Writing the current
resource (Ry) to the list
DependResource

v

Marking the current
resource

For all resources with
which relations are
established (R))

Recursive launching
DeductResource
(R;, DependResource)

Fig. 3: Flowchart of the algorithm for exiting

Using such an approach makes it possible to define more
precisely the set of threats, which looks as follows:

{Th} = {CV.IV.AV,Ds Mf TEA) (5)

where, CV describes data
unavailability, Ds-elimination,
theft, and A-adding adjustments.

Figure 4 shows in more detail the threat model
developed as part of this research.

It is worth understanding that there is a very specific
relationship between all threats and resources described
by the following relation:

leakage directly, AV-
Mf-malfunctions, Tf-

i ©)

where x; characterizes a particular kind of resource or
defines a type of business activity and y; describes the type
of threat itself. Here the matrix of the form
M=1t;1(: € (0=}.J €{Th}) plays an important role,
allowing a more detailed threat description. The matrix
element t; is O if the relationship is absent and 1 if it
occurs. Table 3 presents this matrix M in a general form.

A characteristic feature of this matrix is that it does not
consider a specific type of resource or a business process.
Instead, the key focus is on examining this potential
diversity which makes this methodology more versatile,
but one must understand that it is crucial to define all the
possible elements of the matrix as accurately as possible.
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Table 3: Connection matrix of data system resources and threats
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Fig. 5: Flowchart of the inference algorithm from the resource model
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The process of threat implementation implies that
some initial source facilitates the threat launch transmitted
through appropriate relationships.

However, other linked sources and resources will
not necessarily become carriers of this risk. For
example, information carrier elimination will lead to
damage or complete loss of information, but these data
will not lose their secrecy. Thus, it is crucial to consider
the specific type of the formed threat additionally
classified into obvious and potential within this
approach. Obvious threats are the category that
requires compulsory execution in terms of the initial
type of sources. The second category includes threats
that function only when their source has a certain
permissibility. A striking example is an attempt to steal
a data carrier, where a thief will find competent
encryption of all data, preventing him from gaining
access to it. Figure 5 shows in more detail the specific
algorithm for resource withdrawal from the scheme.

Principle of Forming a Complex IPS

If we consider a variety of resource and threat
schemes, it is worth noting that in practice, the method of
creating a separate program with a graphical user interface
is widespread. This interface makes it possible to build
and efficiently configure semantic grids and as a result,
obtain all necessary research results. In this approach, it is
essential to identify and highlight the most critical threats.
Initially, a general list of hazards from sources is
generated and then classified according to the level of
damage and risk. A specific threat is critical if one of the
following conditions applies:

Lossrpg, = LOSSypy
Lossrpp, + RelatePotryg, = LOSSpy

It is worth understanding that the user will determine
critical conditions. The category of critical threats may
include all potential threats to existing resources. The
effective execution and solution of all tasks assigned to an
organization's protective system require implementing
this system in complex modeling. Figure 6 describes this
approach in more detail.

Determining the specific value of the risk of the model
disposed at the lowest level requires special semi-Markov
schemes for the threat implementation. However,
determining the probability of a hacker's desire to
implement a particular threat requires other approaches.

Developing an Optimal Data Protection Project
Scheme

As a part of this paragraph of the research, let us
consider in a little more detail the search scheme of the

efficient project. Its basis is the organization of the
efficient interactions between statistical data and the
environment. Such a search scheme will have the
following form:

y = (X.D.H)

¥ = maxminh(x;.oq)
Lo

5= mﬂxm;‘nR{x,-:mj-RJ
I

where, Rixpap) = mF-r(H(xl':ijc]] — Hxpop)

losses (risks).
Laplace:

-auxiliary

L= mF!.rH{.r,-|P{m;c]] = max z_?:].h(-rl':m_i'kh-’(wjk] (7)
at:
p(wi) = 1/n

Hurwitz:

&= mlﬂx[.lm__:'n h(xpop) + (1 —4) maxh(x;, wg )]
4 El

®)

at:
0=i1=1

It is essential to understand that the semi-Markov
model of overcoming the defense system will be applied
to determine the specific size of the threat. Such an
approach implies that the threat implementation, in any
case, implies an attempt by the hacker to overcome the
existing means of protection. A requirement for such an
attempt is that any protection system has particular
weaknesses acting as a threat. These include software
vulnerabilities, misconfigured security systems, physical
media problems, and other factors.

Creating a Semi-Markov Threat Implementation Model

One of the characteristic features of any IS
vulnerability is that not all of them are easy to use by
attackers. For example, a sufficiently large category of
threats can occur only if the attacker has specific
knowledge and special equipment. Moreover, it is worth
understanding that in practice an attacker can find only
those vulnerabilities that he can use with his capabilities.
Thus, when designing IS, it is necessary to adequately
assess the existing weaknesses. If using them requires an
unreasonably large number of resources or highly
specialized knowledge, then with a high probability,
most attackers will not be able to use them. The specific
sequence of wvulnerability applications can be
represented as a tree (Fig. 7).
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Fig. 7: Threat implementation in a tree form

The tree presented in Fig. 7 depicts the G-threat
implementation process overcoming a data protection
system containing five vulnerabilities (VI;...VIs). The G-
threat implementation tree shows only the paths that could
lead to threat creation. It does not estimate IPS optimality
indicators such as the average time to implement a threat
or the probability of a threat being implemented within a
given time.

Developing an Integrated Software Architecture

The above models can be applied in practice, but
this will require developing software with the
following functionalities:

1) Organization of effective interaction with the user
through a dedicated graphical interface

2) Processing and storage of design decisions related to
the development of data protection systems

3) Ability to simulate and assess the results of the
system operation

4) The selection of the most efficient and rational
design solution

The reflection of the architecture of a complex software
tool is the game model, the type of attacker, and the specific

design solution. It is worth understanding that forming the
graph of potential risks is because the ordinary user cannot
encounter problems during the operation of the software tool.

When working with the graph, the number of objects
requiring control decreases significantly. Interestingly, it
is possible to automatically build an implementation tree
of a potentially adverse scenario for a particular type of
attacker. The class in any case in this context can be
represented as follows:

Class = {name, properties, methods}

where "name" is a "pointer" to a particular class;
"properties” is a set of characteristics of class objects; and
"methods” are functions specific to all class elements.

IPS Design Solution

If we consider the IPS design solution in more detail,
we need to understand that it inherently involves the
parameters of a particular solution. Moreover, it covers an
enormous number of various factors, not only cost, risks,
and requirements. The design solution acts as an
aggregate, which has the following form:

{Project, (ML {F}}

To describe a set of attacker types, it is necessary to
use the following expression:

Cr = {CrCr. .. Gyl

{F} ={Fise. (B ]}

where, Fris characterizes the aggregate calculated risk and
F1 is the interaction tool between the class and interface.

Discussion

This study examined three IPS models, demonstrating
variants of events under the condition that the IPS and the
intruder come into contact. A game model that considers
attackers of all types analyzed these three models.
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5 4
— - Competitive Intelligence (worker) ===+ Competitive Intelligence (hacker)
Worker ==== Student
Hacker —— Pareto

Fig. 8: Diagram of compliance with pareto demands of IPS
project oriented against outsider attackers

(5]

5 4
— - Competitive Intelligence (worker) -« Competitive Intelligence (hacker)
Worker -==~ Student
Hacker ——Pareto

Fig. 9: Diagram of compliance with Pareto demands of IPS
project oriented against insider attackers

The first of the considered IPS projects assumed that
the primary efforts focus on leveling outsider threats. The
diagram in Fig. 8 shows that the modeling results of this
project with its focus do not meet the Pareto demands. In
particular, this applies to the situation where the attacker
is a hacker hired by competitors.

The second IPS project countered insider attackers. The
diagram in Fig. 9 shows that in this case, the resulting data
also do not meet the Pareto demands, including when the
hacker represents the interests of competitors.

6 3
5 4
— - Competitive Intelligence (worker) -« Competitive Intelligence (hacker)
Worker - === Student
—— Hacker —Pareto

Fig. 10: Diagram of compliance with Pareto demands of the
balanced IPS project

90 000
80000 |--
70000 f--
60000 |--
50000 --
40000 |--
30000 --
20000 |- (IS - - - e~~~ =~
10 000 |- [T - - - - - - - ---- [ k==

0

[~ OCurrent protection EExternal protection”

[~ OIntemal protection O Balanced project

Generalized risks

Project type
Fig. 11: Comparison diagram of generalized risks

The third IPS project was the balanced IPS project.
Figure 10 shows a diagram that makes it possible to
trace how the obtained results for this project meet the
Pareto demands.

Figure 11 shows a comparison diagram of generalized
risks for all projects.

Based on the simulation results, given these diagrams,
we can conclude that only a balanced IPS project meets
the Pareto demands. The projects focused on countering
only external or internal threats do not meet these
demands. The balanced IPS project has minimal
generalized risk and compared to the existing protection
system, there is a 5-fold reduction.

Conclusion

The main conclusions of this study. The main result of
the work carried out is the developed set of models for
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determining the optimal design of the information security
system, in particular, the following tasks were solved:

A model for the implementation of a threat in an
information system in the form of a semi-Markov
process has been developed, taking into account
the presence of vulnerabilities in information
security systems and the relationships between
them. The semi-Markov model allows you to
calculate the time and the probability of a threat
being realized by an attacker

A game model has been developed for choosing the
optimal design of an information security system in
terms of the time and the probability of a threat, the
cost of the project, and the magnitude of the
generalized risk associated with threats

Algorithms for modeling the processes of threat
implementation and searching for the optimal
design of an information security system have been
developed

The architecture of the software package that
implements the described models and algorithms has
been developed

A modeling technique has been developed, focused
on the use of the proposed models

Strengths and limitations of results. Several studies
(Ghiasi et al., 2023; Zhang et al., 2020) have studied
generalized IPS models, but the main drawback of
generalized models is the very poor elaboration of their
formal aspects. A characteristic feature is that this
problem is very complex and nontrivial and its solution
requires a lot of time and resources, which significantly
complicates the practical use of such models. To
overcome these shortcomings, this study proposes a
resource model described as a heterogeneous
semantic network. Mathematical formalization begins
with Eq. (1) and diagrams and then a matrix of
relationships between information system resources
and threats is presented. The strength of the semantic
web approach is the ability to take into account the
increase in source schema with updated data.

Recommendation for use and future direction of work.
The use of the developed models makes it possible to
increase the efficiency of the created information
protection systems at the stage of their design. The results
of using the information security threat implementation
model can be used to assess existing information security,
including the information security audit of information
systems to obtain probabilistic values of threats and
information risks.

The effectiveness of the proposed approaches is
proved by the fact that according to the simulation

results, it was found that only a balanced design of the
information security system satisfies the Pareto
requirements. Projects focused on countering only
external or internal threats do not meet these
requirements. A balanced information security design
has minimal overall risk. Thus, the main results and
provisions of the study can be applied in the
development of projects for improving secure
information systems to select the most optimal design
for an information security system.
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