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Abstract: There is an alarming amount of frozen and unclaimed assets in
Malaysia. Among the factors that contribute to this situation is the failure of
the decedent to leave a will to the heirs of the estate or to leave the
important documents necessary to initiate the distribution of the estate. This
lack of preparation will inimitably put the heirs in a difficult position
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because they will have to spend their time and money to search and collect
all related information and documentation related to the estate to assist
them in liquefying and distributing the assets. With the advancement of
information technology, there are information systems that had been built to
manage and plan the estate of individuals. However, these systems have
limitations and are unsuitable to be implemented in Malaysia because of
different laws and procedures. Therefore, this paper proposes a personal
legacy information system that will allow the owner to manage information
such as assets, debts, wills and personal secrets, in a single platform. In
addition, the owner can keep related documents to the information that are
required for asset planning and distribution, especially in the Malaysian
context. The owner can appoint a trustee(s) through the system and all
information will be released by the system to the trustee when the owner
dies. By applying encrypted communication, the legacy data will be kept
secure. Static analysis is described at the requirement level for specifying
the functional requirements of the system, using Z Specification. We hope
that the proposed system will help mitigate the issues surrounding the
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Introduction

“Legacy” can be defined as what is left to a person in a
will (Legacy, 2017). When someone dies, he/she left
his/her assets, debts and personal secrets, which in this
paper will be referred to as legacy information. In
Malaysia, the amount of frozen and unclaimed assets
belonging to the Muslim population is increasing (Aziz,
2017; Muijani et al., 2011). In Muslim countries, it is more
challenging to manage these assets because Islamic laws
must be adhered to. Existing Islamic laws offer holistic
solutions, however, the implementations have legislative
constraints (Ahmad et al., 2017; 2018). There are many
factors that can contribute to the frozen and unclaimed
assets. One of them is due to the lack of knowledge in
comprehensive estate planning among the citizens
(Rashid and Yaakub, 2015). This factor may lead to the
delay and failure in distributing the legacy.
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problem of frozen and unclaimed assets.
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One of the more serious issue that occurs is the case
concerning the distribution of land properties. On many
occasions, land properties left by the decedent are without
proper land transfer instructions to the heirs. In some
cases, the decedent had died for a long time and the heirs
did not even know about the existence of the legacy.
This resulted in a great loss to the heirs. Mat Zuki
(2019) reported that the issue of abandoned land
comprising a total of RM66 billion worth of inheritance
land titles among Muslims in Malaysia still have not
been settled. A growing concern among the Malays (the
largest ethnic group in Malaysia) whose reserve lands
amounting to RM38 billion in market value, have not
been settled as a consequence of the delay and failure in
distributing the legacy (Said, 2006).

Another common issue is that the heirs do not have a
complete documentation or clear instructions to follow,
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in administrating the estate left by the decedent. There
are situations where the heirs have faced too many
problems to proceed with the distribution process and
subsequently abandoned the process half way. Properties
whose ownership is not clear and is subjected to multiple
claims of ownership may also be the source of delay in
the legacy distribution process. According to the
Director General of Department of Lands and Mines
(DLM, 2019), the heir who applies for the legacy
distribution will have to cancel the first application and
initiates a new application, in case of incomplete
information. This process may delay the distribution of
the legacy and add additional costs.

Early planning to legacy distribution can avoid the
event of additional legacy appear in the middle of the
distribution process. Having a complete document about
the assets of the decedent can avoid delay in the
distribution process (Ahmad Rodzy, 2016). The
ownership documents of the assets must be provided to
manage the legacy distribution. A police report needs to
be lodged in case of losing a document. In case of lands,
to ensure there is no assets left behind, the heirs can go
to the nearby Land Offices to conduct a registered land
title search (SDLM, 2017).

In Malaysia, the better way to avoid the issue of
frozen and unclaimed assets is by leaving behind a
will (Wasiyyah). As reported by a well-known private
trustee organization As-Salihin (2017), in the case of
the existence of a will, it takes only 18 months to
settle the process compared to five years if one dies
intestate (without a will).

In certain situations, when the management of the
legacy information becomes complex, the heirs to the
estate will appoint lawyers or any trustee company to
assist them in identifying the information before the
estate distribution process can take place.

With the advancement of information technology,
there are systems that had been developed to manage the
decedent’s legacy on the web (Bahri et al., 2015).
According to Waugh (2012), most people nowadays
have many online accounts and the tendency to forget
the details of the login credentials is high. Thus, it leaves
the problem of managing the online accounts more
challenging. This issue gives rise to the birth of many
companies that are charging fees to handle online legacy
(Peoples and Hetherington, 2015). However, these
systems are mostly dedicated to managing Social
Network Sites (SNS) of the decedents and left other
legacy information aside.

Many researches on managing the legacy information
have been done, but not suitable to be implemented in
Malaysia as a result of different laws and procedures.
For instance, there are systems that require the use of
digital signatures as well as digital death certificates such
as presented in (Chien and Lin, 2019; Chen et al., 2011),
which currently cannot be practiced in Malaysia.

Currently, the digital signature law implemented in
Malaysia were created to enhance e-commerce
activities as well as e-government activities, such as e-
court and e-filling. Another important issue is Death
Certificates, which is among the main requirement to
manage the asset distribution. Death certificates in
Malaysia is still in a hard copy form. This certificate
should be retrieved manually at the National
Registration Department (NRD, 2019). The certificate
is a secure document which requires the heir to collect it
person. Therefore, the issuance of the certificate online
has not yet been implemented because it is tied to a
security policy. The certificate can only be printed
through the computing system at NRD.

With regards to the distribution of the Muslims’
estates, there are existing systems developed by the local
researchers, with the intention to ease the problem of
delay in legacy distribution. As reported by Hussain
(2007), the e-Faraid and e-Syariah systems had played an
important role to ease the legacy distribution process and
cut the processing time. However, the systems presented
problems related to the accuracy of the solution from
calculations given to the heirs in dividing the assets
(Noordin et al., 2012). Although the systems had shown a
decrease in backlogs and had shorten the time taken to
settle a trial (Muhammad, 2009), the amount of unclaimed
assets is still high (Ahmad and Laluddin, 2010).

So far, there is one similar system for legacy
management system, which is patented and proposed by
Fallon (2002), which are a designed to collect a user’s
legacy information. This includes personal information,
financial and legal information, as well as medical
information. However, the system is offered to
organizations such as the banks, or other financial
institutions and law firms. The user can name his/her
trusted individuals, or to appoint these organizations as a
trustee. From here, the organizations may contact the
trusted individuals, or alternatively, the trusted
individuals identify themselves to the organization and if
the identities are verified, the individuals are granted
access to the user's personal legacy information.

In summary, there are many issues that resulted in the
unclaimed assets and delays in the legacy asset
distributions in Malaysia. In order to navigate this issue,
in this paper, we introduce the Personal Legacy
Information Management System, which in short will be
referred to as PLISMA. PLISMA focuses on providing a
platform for the owner of the legacy information to
manage and keep any legacy information and
documentation concerning the assets, debts, or will, that
are relevant and necessary to expedite the administration
of the estate upon the demise of the user. PLISMA
enables the owner of the legacy information to leave
instructions or general requirements to the heirs or
trustees for asset distribution and debt settlement process
according to the current laws in Malaysia.

1722



Hanis Salwan Mobidin et al. / Journal of Computer Science 2019, 15 (12): 1721.1733

DOI: 10.3844/jcssp.2019.1721.1733

This paper is structured as follows: In the second
section, we explain current business process for Islamic
asset management in Malaysia. In the third section, we
state some scenarios that PLISMA can support; while in
the fourth section, we discuss further on our proposed
system requirement and model the functional requirement
specification using Z Specification (Shukur et al., 1999).
We conclude the paper in section five.

Background Study

Current Business Process for Islamic Asset

Management in Malaysia

Planning on how the legacy will be managed is
important. Legacy planning is the activity of making
early preparation on how the legacy are going to be
administered and distributed once the owner of the
legacy dies. Legacy planning is done during the lifetime
of the asset owner. The owner will decide on what and
who will inherit the legacy. Planning is important in
order to ensure all the assets can benefit the living heirs.
In the context of Malaysia, where Muslims made up the
majority of the population, there are certain obligations
that must be carried out following the demise of a
Muslim. The first obligation is to clear all funeral
expenses. Next, is to clear all the debts to God and
mankind. Recorded debts such as income tax, real
property gain tax and others are easy to resolve than
unrecorded debts (Rasban and Mohd, 2010). Unrecorded
debts can be debt to God which are difficult to resolve.
Kaffarah, Hajj and Zakat are example of debts to God.

Kaffarah means an act that can eradicate sin.
Examples of Kaffarah are alms and fasting with certain
conditions. Some types of Kaffarah that are imposed are
Kaffarah for marital intercourse in the month of
Ramadan and Kaffarah for ones that are not performing
Qada’ fasting (making up a missed fast until the next
Ramadan) (JAWHAR, 2017).

Hajj is one of the five pillars of Islam. Muslim adults
that are financially capable and physically and mentally
healthy are mandatory to perform Hajj at least once in
their lifetime (Al-Hashedi et al., 2013). If someone is not
able to perform the Hajj, or they die before being able to
fulfil their Hajj, their heirs are encouraged to perform
Hajj on their behalf (Hajj-al-badal), just as they would
pay a debt on their behalf.

The payment of Zakat is a compulsory form of
worship. Zakat is a form of charity that is obligatory
upon a person when the conditions imposed are met. If
someone is not able to pay for their Zakat upon his
lifetime, their heirs are advisable to pay for them.

In Islam, there are a number of asset distribution
instruments such as: Faraid, Wasiyyah, Hibah (gift),
Wagf, jointly acquired property and others. The Islamic
inheritance law is known as Faraid. This branch of

Islamic jurisprudence determines the heirs and the
entitlements to the estates. The inheritance occurs
through marriage, consanguinity and emancipation of
slaves. However, slavery has been abolished in Islam.
Faraid is executed only after all the funeral expenses and
debts have been subtracted from the decedent’s legacy.

In Islam, will is called Wasiyyah. The
implementation of Wasiyyah is only effective after the
death of the testator. In Islam, will is only allocated for
non-heirs and the will must not be more than one third of
the total estate value. However, non-heirs can get more if
a permission is obtained from other heirs. Parents of
adopted children are encouraged to do Wasiyyah as
adopted children are not entitled for Faraid.

Gift or Hibah is the transfer of assets that takes place
when the donor and receiver is still alive. Usually, people
left behind Hibah for the person they loved most. Waqf is
religious endowment. Wagf is an act of charity. People
would assign some of their assets for the purpose of
charitable use. Wagf can be in the form of cash or assets.

Jointly acquired property is the act of declaring the
assets obtain by married couples throughout their
married life. The assets include the savings of the
husband and wife, insurances and investments, or any
form of assets acquired during their marriage. These
assets must be segregated from the decedent’s assets
and given to the surviving spouse. Due to some
conflicts between civil laws and Islamic laws, there are
cases of difficulties of distributing inheritance for
spouses that were Muslim converts or non-Malays,
which are related to the claims of property after the
death of either spouse (Mohd Kusrin et al., 2012; Wan
Hassan et al., 2012). For example, under the Malay
Reserve Enactment, land in a Malay Reservation Area
cannot be transferred to the non-Malays, Therefore, if a
Malay husband has a piece of land and is married to a
non-Malay wife, when the husband dies, the wife is not
entitled to inherit the land. However, this is conflicting
with the Islamic law, where the wife (regardless of the
race) is entitled for the inheritance.

The management of decedent’s assets in Malaysia are
as follows:

a. High Court: Manage testate assets (with a will) with
the amount of movable and immovable asset of
more than RM 2 million (PA Act, 1959)

b. DLM: Manage intestate assets (without a will) with
the amount of movable and immovable asset of RM
2 million and below (SED Act, 1955)

c. AmanahRaya (2019): Manage the intestate asset
of movable asset of RM 2 million and below
(PTC Act, 1995)

d. Sharia Court: Provide Faraid Certificate to High
Court, DLM and AmanahRaya (AIL Act, 1993)
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Table 1: Items required for management of legacy

Item

Yes No

Death certificate or assumption of death of decedent

Copy of death certificate of previous heirs
Marriage certificate or Divorce certificate
Affidavit of single status (Not married person)

NN

Saving account of decedent/Current account statement
Original receipt of fixed deposit

9. Copy of insurance/Takaful policy

10. Certificate of company share

11. Copy of vehicle registration card

Copy of Identity Certificate or birth certificate (Children) of the decedent

Affidavit for people that know the decedent (Not family member)
Copy of ownership of land title or official search certified at Land Office or land tax latest receipt

12. Employee Provident Fund (EPF) account number/Tabung Haji (Pilgrimage Fund) account number

13. Copy of proof of debts or credits of decedent

14. Employer details and details of decedent current status of salary, bonus or debt

15. Income tax reference number
16. Unit Trust Fund (ASB) certificate/Trust account statement

Clearing the funeral expenses

Clearing all debts to God and mankind

Ensuring only 1/3 of the assets be
taken away under Wasiyyah (will)

Establishing net estate that will be

distributed to legal heirs under Faraid

Fig. 1: The Sharia asset distribution process

Figure 1 shows the steps that Muslims has to go
through before the assets can be distributed (An-Nawawi,
2019). After all debts has been cleared, then only
Wassiyah or will is inspected, followed by distributing
what is left on the assets.

Table 1, which is proposed by Bahari (2012), is a
checklist of required items, which can be used by an heir
or a trustee, before starting the process of distributing the
legacy in Malaysia.

Personal Secret and Digital Asset as Legacy
Information

Besides the physical assets, there are instances
whereby the decedent had kept certain private or secret

information which are not made known until they die.
Some of these secrets can have grave consequences to the
heirs of the decedent. For example, in the case of adopted
children, some Muslims prefer changing their biological
father’s name to the name of the adoptive father, which
may cause some confusion when it comes to the
administration of the inheritance. Since adopted children
are not entitled to the inheritance unless stipulated in a
will left by the adopted parents, the discovery of the fact
that they are not the biological children of the decedent
will lead to disputes among the heirs.

Another example is the act of secretly practicing
polygamy. In Malaysia, men usually have to go through
some difficult procedures to be able to practice
polygamy (Kamel, 2013). This leads to cases where they
prefer to keep their marriage a secret until the day they
die. Polygamous marriages that take place without the
consent of the relevant authorities in Malaysia may cause
certain problems if the marriage is found invalid by the
Sharia court. This marriage cannot be registered and, any
claim made to the court predominantly concerning
inheritance will not be entertained (Abdullah, 2007).
Furthermore, since the first wife does not know about the
polygamy, she might think that she alone is entitled to the
inheritance allocated to surviving wives under Faraid. The
other wives in the polygamous marriage will then face
difficulties in claiming their rights to the inheritance and
might have to go through a series of court proceedings.

The number of children out of wedlock in Malaysia is
increasing yearly (Md Denim et al., 2019). In Islam, a
child born from adultery are only entitled to their
mother’s inheritance. However, there are cases whereby
the parents keep the child’s status a secret hence
allowing the child to claim his or her inheritance as a
normal heir. This action is against the rule of Islamic
inheritance law because the child has taken the rightful
heirs’ rights without their knowledge.
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Another secret information is the use of SNS such
as Facebook, Instagram, Twitter and Google products
for business purposes. Problems will arise when the
owner of the online shop dies because then online
shop cannot operate unless the online sellers had
given his/her login credentials to a trusted person.
Even though this might violate the terms and
conditions of the SNS, it is important to make sure
that none of the customers of the online business are
left unmanaged (Saizan and Singh, 2018).

Legacy Information: Possible Scenarios

In this section, examples of possible scenarios related
to debts, assets and personal secrets are presented. The
scenarios state the list of activities the user go through
and as a support for the system.

Scenario of Debts to God

Adam is a successful business man. He owns a
huge textiles company. However, he rarely
practiced Islam in his life. His family
members always remind him to be a pious
Muslim. He deliberately eats and drinks
during the month of Ramadan even though he
is in good health. He also does not want to
perform his Umrah and Hajj as he believes he
is still young and have plenty of time.
Unfortunately, he was involved in a hit and
run accident that paralyzed half of his body.
He decides to list down his debts to God as he
is afraid, that he did not have much time left.
He wants to make his life clear of the debts.

In this scenario, Adam was so fortunate to be alive
after being involved in a tragic accident. To enable
Adam to list down the things that he wants to settle, he
needs PLISMA to record all the information. Due to his
weak body, he decides to do Umrah and Hajj al-Badal
(the act of performing Umrah or Hajj on behalf of
someone else who have either passed away or terminally
ill). He also wants to pay for his Qada’ (make up the
fast) and Kaffarah (compensation that Muslim should
pay for deliberately miss or break a fast during Ramadan
without a valid excuse).

Scenario of having a secret polygamous marriage

Harris has his second marriage in Thailand
as he is not confident that his application for
polygamy will be approved by the local
Sharia court. He also does not wish for his
first wife to know about his intention to take a
second wife. He does not register his
marriage to his second wife in Malaysia. He
has decided to keep his second marriage a

secret in order to maintain harmony between
him and his first wife. He wants to do assets
planning as a precaution if he dies. He wants
to keep the details of his second wife and their
child. He also does the same with his first wife
and the rest of his children as he does not want
all his wives to be in dispute when he dies.

The scenario is about declaring a secret polygamous
marriage. Harris is afraid that his family will be in
trouble if the secret is revealed during his lifetime. He
wants to tell the secret to them when he dies. PLISMA
can be a solution for him. He can leave in peace if he has
already done the asset planning. The welfare of the
second wife and child will also be maintained.

Scenario of Having Many Assets

Sofea inherits many pieces of lands and assets
from her rich father. Because of the location,
she rarely goes to see the lands and entrust
Adam to manage the lands. She made an
official agreement with Adam to let her family
take charge of the land if she dies. Some of the
assets, she has already sold to her friends, but
the transfer is still in process. In addition,
Sofea also wants her heirs to know about the
income she generates from her online shop.
She owns an online shop selling blouses. She
wants her family to know about these assets
after she dies. She needs a system that can
help her record all the lands and assets so as
not to leave her heirs in trouble in the future.

This scenario shows Sofea, which needs the aid of
PLISMA to inform her family about her legacy
information. She can upload the instructions on what to
do, in case she died. She would feel at ease if she is
able to tell her heirs about the legacy as not to leave the
legacy unmanaged. By having the legacy kept in a
system, she can update the legacy information from
time to time and upload the scanned documents of the
legacy in the system. She can also leave her username
and password of her SNS account for her online
business to her heirs.

Legacy Information System Requirements

Based on the business process and scenarios
discussed earlier, this section proposes the architecture
and requirements for PLISMA. The specification is
prepared using MacTex (http://www.tug.org/mactex/)
and type-checked using Z/EVES (Saaltink, 1997). The
requirements of PLISMA are obtained from literature
review as well as interview sessions from various parties
such as banking sectors and private trustee organizations.
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Fig. 2: Architecture of PLISMA

The Architecture of PLISMA

The components PLISMA include users, a timer and
the database such as shown in Fig. 2. Each of the
component hold a different function:

1. User: User plays the biggest role in the system. In
this paper, the users involved are Owner and
Trustee(s).

e Owner: owns the legacy information. Owner
also appoints Trustee. Owner can set the time to
trigger the legacy information to be revealed to
the Trustee.

e Trustee: the most trusted person chosen to
manage the legacy information once the Owner
dies. They can make a request to Owner to view
the data during the lifetime of the Owner and
notify the Owner over a matter that is related to
the legacy information.

2. Timer: Owner uses a timer to set the duration of the
time before Trustee(s) can unlock the information.

3. Database: The database is the place where all the
legacy information is kept.

4. PLISMA system: PLISMA enables Owner to list
down all the legacy information they want to keep
together with the scanned copies of the authentic
documents, uploaded to the system. The information
in PLISMA can be anything that can be inherited
and considered as legacy, such as any movable
assets or immovable assets, including any Islamic
disposal assets documents such as Wasiyyah (Will),
Hibah, Waqf, jointly acquired property and personal
secrets. Examples of items in PLISMA can be like
the following (this list of items can be added or
removed in the system as necessary):

(@) Instruction for asset distribution
(b) Personal Secret

(c) Marriage certificate

(d) Copy of ownership of land title
(e) Bank account numbers

(f) Insurance policy

(g) Company share certificate

(h) EPF and Pilgrimage Fund account numbers
(i) Wassiyah (Will)

(i) Hibah

(k) Waqf

(I) Online credentials

(m) Salary information

(n) Unit Trust Fund

(o) Debts

(p) Income tax

If we revisit the Legacy Information: Possible
Scenario section and refer to scenario of Adam,
Harris and Sofea, each of them can have a list of
items from (a) to (p), or maybe less or more
depending on their needs. However, they can
emphasize on certain items like the following:

e Adam’s scenario can emphasize on item (b)
Personal Secret, which is debts to God:

i. Days of missed fasting in Ramadhan

ii. Amount of Kafarah to pay

iii. The name of the person to perform Umrah and
Hajj al-Badal for him, with an amount of
allocated money to this person.

e Harris’s scenario can emphasize on items (a)
Instruction for asset distribution, (b) Personal Secret
and (c) Marriage:

(a) Instruction for asset distribution
(b) Personal secret:

e  Describe the second marriage, the name of
the wife and the name of the child
e Asset planning for all family members

(c) Marriage certificate:

o first marriage
e second marriage

e Sofea’s scenario can emphasize on items:

(@) Instruction for asset distribution

(b) Copy of ownership of land title

(c) Company share certificate

(d) Bank account numbers

(e) Online credentials of her online shop

Functional Requirements of PLISMA

Figure 3 shows the use case diagram for PLISMA
where the actors are Owner and Trustee(s). In
requirement modelling, a use case can represent the
interaction between users and the information system. In
a use case, users become the actors, with specific roles
that describe their interactions with the system. There are
several use cases and actors involved in PLISMA.
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Fig. 3: Functional requirements of PLISMA

Owner starts with the online registration. Then, the
system sends a confirmation email to Owner. Owner is
given a temporary username and password. He/she is
advised to change the username and password to continue
using the system. Owner has the options to fill in the legacy
information, upload documents, appoint Trustee(s) and set
the timer. Owner also has the power to deny any access
from Trustee(s) and get any notification from Trustee(s).

Once a Trustee had been appointed, system contacts the
Trustee to get feedbacks. Within two days’ time, if the
Trustee fails to response, the appointed Trustee is
considered invalid and Owner has to find another Trustee.
Owner can set a reasonable time to trigger the event of
his/her death, to indicate that he/she can be pronounce dead.

To check for the active status of Owner, the system will
notify Owner to log into the system in every two weeks (the
duration can be set by Owner). Two weeks’ duration is
chosen as the default value, as we consider it a reasonable
time. There are cases in Malaysia that can go up to four
months and some cases go unresolved (Ahmad et al.,
2017). However, Owner can change this value accordingly.

Within two weeks’ time, if the system fails to get any
response from Owner, the system will contact Trustee,
asking for confirmation. If the response is positive, the
system will enable the Trustee to gain access to the
legacy information saved in the system with the
condition they provide the authentic death certificate
serial number. The process of verifying the authenticity
of the death certificate is outside the scope of PLISMA.
In practice, this death certificate is obtained through
NRD, only after the heirs produce a doctor’s report and a
police report. NRD can produce the death certificate
many times, upon request by the heirs. Therefore, in a

case where the serial number produced by Trustee is faked
and although Trustee can access the information, Trustee
still cannot proceed with the distribution process, as the
death certificate can always be produced and checked by
other parties. PLISMA does not interface with any other
authorities’ systems so far, such as NRD, although we
agree that, that will be the best case scenario.

A Trustee on the other hand can accept or reject the
invitation through an email. If he/she agrees on being a
Trustee, he/she can make a request to Owner to view
the legacy information. If the requests are granted, then
they can view the information. However, if the request
is denied, any attempt made to view the information
will be notified to Owner. Owner can decide to remove
Trustee from the system. Trustee is also able to send
notification to the Owner.

Trustee can see any update done by the Owner, but
they are prevented from seeing the content of the data
being uploaded into the system. Trustee can only view
the information once the system had notified the death
of the Owner.

Non-functional Requirements of PLISMA

Since legacy data is a sensitive information, security
aspects should be considered. In order to ensure the
legacy information did not fall to the wrong hands, user
authentication is used by using strong username and
password. Users of the system must log into the system
using their username and password. In addition, every
page in the system will use a secure, encrypted
transmission of SSL/HTTPS. SSL is a secure protocol to
encrypt communications of data to and from the database,
which can avoid eavesdropping by unauthorized users.

1727



Hanis Salwan Mobidin et al. / Journal of Computer Science 2019, 15 (12): 1721.1733

DOI: 10.3844/jcssp.2019.1721.1733

Z Specification for PLISMA Functional
Requirements

In this section, we describe the static analysis at the
requirement level and we use Z Specification in order to
specify the functional requirement specifications and
explain the formal analysis.

The following LegacySystem schema defines the
states of PLISMA that has ownerList and trusteeList,
which are lists of Owner and Trustee; legacylnfo which
indicates any legacy information entered by the Owner;
timerList, which indicates the Timer and trusteeAccess;
which indicates whether the Trustee can access the
legacy information:

— LegacySystem
ounerList : P USER
trusteeList : USER ++ P USER
legacyInfo : USER + P DOCUMENT
timerList : USER «+ TIME
trustee Access : USER - STATUS

dom trusteeList C ownerList
dom legacyinfo C ounerlList
dom timerList = ownerList
dom trusteeAccess = ounerlList

An Owner can have many Trustee and Legacy
Information (P). Timer and Access status will be set by
default when a new Owner is registering to the system.

The next schema, InitLegacySystem shows the initial
state of LegacySystem, where initially there are no
records of Owner, Trustee and legacy information:

—InitLegacySystem
LegacySystem’

ownerList’ = @
trusteeList' = @&
legacyInfo' = @
timerList' = @
trustecAccess’ = @

OwnerRegistration schema describes the registration
action of Owner into PLISMA. A new Owner must not
be in the ownerList. The Owner must set a default time.
The trusteeAccess must be set as “passive”, where there
is no Trustee appointed yet:

_ OumnerRegistration
A LegacySystem
ouner? : USER
time? : TIME

owner? & ounerList
ownerlist’ = ownerList U {owner?}
timerList' = timerList U {(owner?, time?)}
trustee Access’ = trustee Aecess U {(ouner?, passive)}
legacyinfo' = legaeyInfo
trusteeList’ = trusteeList

Actions that can be triggered by Owner of the legacy
are SetTrustee, SetTimer, ResetAcess and
SubmitLegacylinfo, described in the following schemas.
SetTrustee and SetTimer let Owner assigns Trustee(s)
and set the default timer:

__SetTrustee
A LegacySystem
ouner? : USER
trustee? 1 USER

owner? € ownerList

trustee? & trusteeList(ouner?)

trusteeList’(ouner?) = trusteeList(owner?) U {trustee? }
ownerlist’ = ownerList

legacyInfo’ = legacylnfo

timerList’ = timerList

trustee Access’ = trustee Access

__SetTimer
A LegacySystem
ouwner? : USER
time? : TIME

ouwner? € ownerList
timerList'(owner?) = time?
ouwnerList’ = ownerList
legacylnfo’ = legacylnfo
trustee Access’ = trustee Access
trusteeList’ = trusteeList

ResetAccess functions like a toggle or switch to
change the trusteeAccess from passive to active and vice
versa:

_ ResetAccess
ALegacySystem
ouner? : USER

owner? € ownerList

trusteeAccess'(owner?) = if trustee Access( owner?) = passive then active else passive
ounerList' = ownerList

legacylInfo' = legacylnfo

timerList' = timerList

trusteeList’ = trusteeList

SubmitLegacyInfo schema allows Owner to upload
any documents related to the legacy information. This is
an abstract specificaion, where we do not differentiate
the types of legacy information:

— SubmitLegacylnfo

A LegacySystem

ouwner? : USER
legacy? : DOCUMENT

ouwner? € ownerList

legacyInfo’ (oumer?) = legacylnfo( owner?) U {legacy?}
ownerList’ = ownerList

timerList’ = timerList

trustee Access’ = trustee Access

trusteeList’ = trusteeList
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Next, Generatelegacylnfo allows Owner to generate
the legacy report, hence no access permission need to be
checked. This operation returns the list of legacy
documents of a particular Owner. NotifyOwner let
PLISMA check the status of the Owner, to determine
whether the Owner is still alive:

__ GenerateLegacylnfo
=LegacySystem
ouner? : USER
legacyList! : P DOCUMENT

ouwner? € ownerlList
legacyList! = legacylnfo( owner?)

— NotifyOuner
= LegacySystem
owner? : USER
time? : TIME
status? : STATUS
erpected! : EXPECTATION

owner? € ownerList
time? = timerList'( owner?)

status? = active = expected! = alive
status? = passive = expected! = death
The next schemas RequestLegacylnfo and

ViewAccess are the actions that can be triggered by
Trustee. Trustee can be a trustee of more than one
Owner. Therefore, a Trustee must specify which legacy
information of which Owner that he/she requested. Also,
Trustee must be granted an access to the legacy
information:

—_ RequestLegacylnfo
= LegacySystem
trustee? : USER
owner? : USER
legacyList! : P DOCUMENT

owner? € ownerList

trustee? € trusteeList( owner?)
trustee Aceess(owner?) = active
legacyList! = legacylnfo( owner?)

— ViewAccess
= LegacySystem
trustee? : USER
owner? : USER
aceessStatus! : STATUS

owner? € ownerList
trustee? € trusteelist(owner?)
accessStatus! = trustee Access(owner?)

Analysis of legacy System Specification

Saaltink (1997) suggested five ways that Z/Eves can
be used to analyse Z specification: Syntax and type
checking, domain checking, schema expansion,
precondition calculation and general theorem proving.
Whereas in (Shukur et al., 2005) they follow Diller
(1994), which stated that there are three stages that can be

proven in Z specification; initial state theorem proving,
pre-condition calculation and properties proving.

In this section, we have prepared several theorems
related to the specification, where the result of the first
two are shown. Also, we have successfully carried out
the syntax and type checking of the specification, as
shown in Fig. 4.

Initial State Theorem

It is important to show that there exists at least one
state that is satisfied by the system and it is stated in the
following Initial State Theorem:

theorem InitLegacySystemOK
3 LegacySystem o InitLegacySystem

After reducing (using ‘prove by reduce’ command),
Z/EVES produces the formula true; LegacySystem and
InitLegacySystem were expanded, the one-point rule was
applied and some rewrite rules of the Toolkit were
applied Fig. 5.

Pre-condition Calculation

Normally, registration is done once, hence we can
use pre-condition calculation to prove this property. The
similar command, ‘prove by reduce’ is used and the
result is as shown in Fig. 6. The rest of the following
theorems are prepared to be proved:

theorem RegistrationOnce
Y OumerRegistration » owner? ¢ ounerList = pre OunerRegistration

Only existing owner can register his/her trustee:

theorem ValidOwner
W SetTrustee o owner? ¢ ounerList = pre SetTrustee

Similar theorem is used to prove only valid owner
can do these operations: SetTime, ResetAccess,
SubmitLegacyinfo and GenerateLegacylnfo. Only related
Trustee(s) can request legacy information and view
access mode. An example of theorem:

theorem RelatedTrustee
¥ LegacySystem; ouner? : USER; trustee? : USER o
trustee? € trusteelist( ouner?) = pre RequestLegacylnfo

Only related trustee(s) with active access is allowed
to request legacy information:

theorem RelatedTrusteeWithNoAccess
¥ LegacySystem; owner? : USER; trustee? : USER »
trustee? € trusteeList( ouner?) A trustec Access(owner?) = active
= pre RequestLegacylnfo
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" Z/EVES

File Edit Window Browser

"

%« Z/EVES (Z/LaTeX mode)

theorem RequestlegacyInfos$domainCheck
. axiom RequestlegacyInfosSdeclarationPart
schema ViewvAccess
theoremn ViewlAccess“SdomainCheclk
... axiom ViewvAccess“SdeclarationPart
theorem InitlegacySystemOK
.. theorem InitlegacySvystemnOK
theorem RegistrationlOnce
... theorem RegistrationOnce
theorem ValidOwner
. theorem ValidOwner
theoremn RelatedTrustee
. theorem RelatedTrustes
theorem RelatedTrustesWithNoAccess
... theorem RelatedTrusteeWithHoliccess
theorem AddedlegacwyInfo
... theorem AddedlegacyInfo
theorem NothingChange
. theorem NHothingChange
=chema OwnerView
theorem ViewByOwner
theorem ViewByOwner
schema TrustesedView
theorem ViewByTrustee
. theorem ViewByTrustee
Done.
=>|

Fig. 4: Screen shot of Z/EVES when reading the Legacylnfo specification

8 2/EvES

File Edit Window Browser

-

" £ 7/EVES (Z/LaTeX mode)

when rewriting with emptyDefinition

forward chaining using InitlegacySystem“$declarationPart,
KnownMember\SdeclarationPart, knownMember, LegacySystem\$declarationPart,
‘[internal items]’

with the assumnptions " [internal items]’

with the instantiations

trusteslist' = “{\},

trustesdccess' = “{\},
timerlist' = “{\},
awnerlist' = “{\}.

legacyInfo' = “{\} to .

LegacySysten[legacyInfo = “{\}, ownerlist := “{\}, timerlist := “{\},

trusteshccess ;= NN}, trusteelist = SN{NF] NN

“land true

Which simplifies

with invocation of LegacySysten

when rewriting with inUnit, powsrNull, subsetDef, domEmpty, nulllnPfun,

nullSubset

forward chaining using KnownMembers$declarationPart. knownMember,

LegacySystentSdeclarationPart, "[internal items]’

with the assunptions ' ésubefdeclaration’, select™ _2%_1, select™_2°_2,

“Gdom$declaration’, pfun™_type, ‘[internal items]’ to ...

true

Proving gives ...

true

=)|

Fig. 5: Proving the Initial State Theorem
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" 7/EVES

File Edit Window Browser

" * Z/EVES (Z/LaTeX mode)

“land trusteelist' = trusteelist N\
“land trusteslist' “in USER “pfun “power USER “\
“land legacyInfo' = legacylInfo “N\

“land legacyInfo' “in USER “pfun “power DOCUMENT “~
“land “dom trusteelist “in “power “dom timerList N
“land Sdom legacyInfo SNin Spower Sdom timerList SN

“land “dom trusteelist'

“land “dom legacyInfo'

~implies
Which simplifies

unitInRel. "[internal items] .

weakening
"[internal items]’

“&cupfdeclaration”,
‘[internal items]’ to ...
true

Proving gives ...

true

=5 |

“in Spower Sdom (timerlist Scup SN (owner?, time? )N} SN

“in Spower Sdom (timerlist Scup N (owner?, time?)NF) SN
“land “lnot owner? “in Sdom timerlist S

“{owner?~} scup sdom timerlist = sdom (timerlist “cup “{{owner?, time?)~})
when rewriting with subsetCup, inPowerUnit, cupComnutes, unitSubset, domCup,

applvlUnit.
unitInPfun, cupInPfun, applicationInDeclaredRangeFun, inPowerSelf, power™_sub,

inlnit., domSingleton. tuplelnCrossZ.

forward chaining using EKnownMember$declarationPart, knownHember,

with the assumptions passiven$declaration, selects_25N_1, selectSN_25N_2,
relDefinition, fun™_type., “&domSdeclaration’,

pfun™_type,

Fig. 6: Proving the theorem RegistrationOnce

Properties Proving

In this section, we show how two properties are
formulated in order to be analysed using theorem
proving. Whenever Owner submits new legacy
information, it will be added into the existing legacylnfo:

theorem AddedLegacylnfo
SubmitLegacylnfo = legacylnfo'(owner) = legacyInfo( ouner?) U {legacy?}

A Trustee cannot change any information in
LegacySystem:

theorem NothingChange
RequestLegacylnfo = ZLegacySystem

OunerView = QunerRegistration ; SubmitLegacylnfo ; SubmitLegacylnfo
g GenerateLegacyInfo

All recorded legacy information by a valid Owner
can be viewed by the Owner:

theorem ViewByOwner
OwnerView = legacyList! = {legacy?, legacy?}

Trustee View = OunerRegistration § Set Trustee § SubmitLegacylnfo
g SubmitLegacylnfo § ResetAccess § RequestLegacylnfo

All recorded legacy information by a valid Trustee
can be viewed by the Trustee:

theorem ViewByTrustee
Trustee View = legacyList! = {legacy?, legacy?}

Conclusion

In this paper, we study the issues surrounding asset
management in Malaysia especially for Muslims and
determine the potential reasons that lead to a high amount
of frozen and unclaimed assets in Malaysia. We suggest a
system, PLISMA that can help people record all the
important documents of assets, debts and secrets in one
place on the web. PLISMA enables users to list down all
the important information of assets, debts and personal
secrets in a web-based system. Users must appoint trustees
in order to entrust their legacy data once they die. Users will
have the ability to set a timer for the legacy information to
be unlocked and revealed to trustees. Users also can upload
the certified documents in the system. After an owner dies,
the trustees can download the legacy information. This
system offers security measurement which are user
authentication and the used of HTTPS. With HTTPS
connections, all communications will be encrypted. Thus,
any attempt of eavesdropping will be prevented. In the
future, we suggest the system to have the collaboration with
Malaysian authority body such as National Registration
Department (NRD), DLM and Malaysian courts. Our future
work will be the evaluation of this system, using Focus
Groups, which are (1) the owner of the legacy information
and (2) the third parties (DLM), AmanahRaya and private
trustee organization).
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