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Abstract: Problem statement: Significant effort goes into the development ofrbéxical software,
which is integrated with computers/processors, @msnand electronic instrumentation devoted to a
specific application. However, the scientific wodn electronic instrumentation controlled by
biomedical software has not emphasized softwareldpment, instead focusing mainly on electronics
engineering. The development team is rarely contpasie Software Engineering (SE) experts.
Usually, a commercial automated tools environmgmtat used due to its high cost and complexity for
researchers from other areas to understdqproach: This present study reports how the SE
approach was applied to design and develop biorakdiftware, which is part of a Computerized
Electronic Instrumentation (CEI). This CElI compsssoftware and an electronic instrumentation
based on a force sensor and electrogoniometer mtandhe hand exertion of computer user during
typing task. The aim is to serve as a guidelineaflademic researchers who are not expert in saftwar
engineering methodology but usually develop thewnosoftware to run with their CEI. The
specification of the requirements, presented ascase, includes the context diagram, the data flow
diagram, the entity relationship diagram and test@dure. The Unified Modelling Language from the
Enterprise Architect tool was used. The develop#tivare and the electronic instrumentation were
tested togetheResults: A sample of the interface screen shows how theamaes could be plotted in
an integrated manner. By comparing the values etitler values obtained by manual calculations and
with those provided by sensor manufacturer, theatgbility of test procedure validated the results.
Reliable electronic instrumentation when workinghaunreliable software can become unreliable.
Conclusion: Applying software engineering methodology prineplprovided a simple and clear
documentation that was helpful to establish thegescedures and the re-work.
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INTRODUCTION Biomedical software and mission critical
applications: A lot of software is developed by people
who are not experts in Software Engineering (SE)

software development, but instead focused on efeics methodologies. A significant amo_unt of_ software is
engineering, probably, because the development team develt_)peq by s_mall and med'“”_“ size software
rarely composed of Software Engineering (SE) espert organlzatlons,. which do npt have mf_rastructure_and
However, in this study, software design and devaleqt resources to implement a rigorous quality plan (ixéis
was the target instead of electronic instrumematio and Mishra, 2009). Most cannot afford automatedstoo
development. This should help researchers in adadem for SE due to their high cost and complexity.
environments to better understand where the SE Therefore, design faults may occur as a result of
methodology approaches fit when they do electronicimperfections from specification requirements. To
instrumentation that involves software development. avoid design faults, according to Troubitsyna (3010
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while developing a system by refinement, developtnt rules, which determine the context in which theruse
from an abstract specification. Stepwise refineraotvs ~ access the data items. According to them the cigglés
them to incorporate system requirements into thebuilding an efficient Database Intrusion Detec@Bystem,
specification gradually and eventually arrive astegpn ~ Which can detect any malicious transaction with false
implementation, which is correct by constructiomsign positive rate and high detection rate and integgetiwith
faults may cause errors and even failures in teeegy, ~ @CCeSS control, in order to strength the datalzaseity.
Wrong results could be due to code implementation Two issues could minimize the problems r_eport_ed
faults or faults in the specification. above, one of them is the software engineering
Nevertheless, when a failure occurs in biomedical Methodology; the other is the certification of sefte
computerized electronic equipment, it is usually @nd electronic instrumentation.
attributed to a protocol error, equipment failuae,
human error during system operation. Rarely, is it
attributed to a software fault that induced an poant
error. Early reliability models are based on religb
engineering, particularly  hardware  reliability
(Shanmugapriya and Suresh, 2012). However, qualit
goals can primarily be achieved if the software
architecture is evaluated with respect to its dmeci
quality requirements at the early stage of software
development (Shanmugapriya and Suresh, 2012).

Software certification: Software certification is not
usually taught in a university or a computer scéenc
course. Therefore, few software developers are
prepared to develop software ready to be submitted
certification process. Certification of medical tecdre
Yis not a recent approach; however, few researcrets
governments have made any effort to do this.
Certification allows software developers in the
country to market safe products with better quadity,
: . . : therefore, are more competitive. In addition, @iegtion
_Redundancy is especially important in systemsgygijitates the entry of such software into intéiowal
with critical missions. Software can have redunganc . arkets. For this purpose, the way that software

of processes, while hardware can have redundancy ofacyages are tested, delivered and operated should
electronic components such as sensors or iNpuldutp coniain written document. The International Staddar
channels. A system is defined in the biomedica fées Organization (1ISO)/12119:1994 is concerned abdst th
having a critical mission, if its failure could flife  aqgitionally, the 1ISO 9001 and FDA medical device
threatening consequences.  Several  authors havg,oq manufacturing process regulations have roias t

reported ‘on such systems. Arpagt al. (2012)  reqyce the risk of low quality software production.
proposed a method for home-care to predict a afitic Recent scientific study addressing certificatidn o

condition of a patient affected by a specific d&a pigmedical software that works with electronc

such as pulmonary disease. . instrumentation was not found. However, certifioati
Systems engineering can autonomously decide the systems containing software is increasingly

next step for patient care based on the previous sejmpoftant for governments, industry and consumers
Kauffmann et al (2011) offered approaches for gjie (Maibaum and Wassyng, 2008).
verification and validation processes. The gredter Guidelines from a certifier company are needed for

risks, the more efforts must be used to reduce theiomedical electronic instrumentation that involves
probability of system failures. Depending on the gofiware development. Each certifier company has
mission of the system, its failure can result istlof  neir own roles based on specific ISO standard. Due
human life. For example, Garcia-Saeza (2009)  tne |ack of roles based on ISO standard that coelg
discussed a solution for the problem of diabete® ca egearchers to conceive and develop their softfeare
based on architecture and implementation of a robil phiomedical instrumentation, this computerized
personal assistant that supports personal and @motg|ectronic instrumentation has not been submitted t
control  strategies for insulin-dependent patients certification process yet. Nevertheless applyirg $E
supervised by healthcare professionals through amethodology approach was an advance.
telemedicine information system. The system ndtifie
the patient with a message whenever a new thespy iSoftware engineering methodologies. There are
prescribed. In this case, incorrect information ldou several approaches to SE and each lead to a specifi
generate incorrect prescription, which could be methodology of SE. Structured Analysis of systesns i
ultimately lethal. SE methodology used by several software developers.
Considering that an incident can occur when Nakanishet al (2009) had the Data Flow Diagram
unprepared staff operates complex biomedical (DFD) as their focus. The Agile is about rapid saite
system, all biomedical systems should have accesslesign and development. The Scrum, based on agile
control for each available process into the system.methods, could be the best solution for projecthwit
One solution reported by Re=kt al. (2012) makes it rapidly changes and at first, it does not emphasitie
possible to mine the dependency among user’s dataequirements as the structured analysis does. The
items from his transaction log and generates sjgecif ArchJava is a tool designed to allow programmers
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assemble components, connection and ports. Anto register the wrist posture; and a Force Sensing
ArchJava component is a special object, able to beResistor (FSR), 4.4 N, with a response time pif Biased
equipped with ports through which it can interagthw by dual +9V and -5V power supplies used to regigter
other components. Ports are dedicated to supportpplied force. An instrumented hand is shown in Eig
connections and service invocations. A port This photograph was taken while a computer user was
corresponds to the concept of interface found iltMCO  performing a typing test using the CEI.

port frequently used in communication between  The accelerometer is in the box positioned on
machines. Analysis and Object Oriented are differen the subject’s right hand. The force sensor resesnble
techniques to develop the computer system. ThedDbje an almost transparent ribbon. An empty box was
Oriented (OO) is the newest approach that focuses o0 gttached to the subject’s left hand to simulate the

capturing the objects in the scenario of the cdrren condition of the test hand: simulated force sensors
system. A tool of modelling called UML (Unified \yere also placed on the left hand.

modelling Language) serves for the use case and DFD  afier the hands were properly instrumented, both
definition that could be applied in both approacbés cansor circuits (force and accelerometer) were

strU(i_t'ured analysis and OO. h h devel nergized and connected to a data acquisition card
OWEver, SOME researcners have developeQqin~ 12 pits and 32 channels from Lynxtec

biomedical software for CEl, but the focus of their To.pn010gy Brazil) inserted into a personal compute
manuscripts has been electronic instrumentation. Figure 2 and 3 are the basic diagrams of circuit

Thterefc:jre, :hedrer?dertcr)]r somf(te new teamdme.mbe(; doe oards corresponding to the force sensors and the
not understand how (€ software was designed ana,.ce|erometer, respectively. These diagrams show

developed. As a consequence, _ the_: system coul he output signal, which were acquired and
become unrepeatable and not maintainable. Amato rocessed b devel(') ed software
[. (2009) developed a biomedical system usin Javap y ce P " ;

a.l (t' ! VoS LpDBMS MATLAR y 4 XML % V% The Vou in Fig. 2 is the output signal in response
relational MySQ : an » OULt6 a pressure that changes the sensor resistarceo (R
their SE design was not included. Peratal (2009) :

. X a reference resistance,jR
developed instrumentation  to apply and aSSeSS  The accelerometer sensor has two reading exits,
Iolco:notor _tram![ng. 'Il'he(yj/ constru&:tedﬂa systgme;Jsmgone for the X-axis and another for Y-axis;Yis the
ﬁ\eCLz:\%%/olg\(l)\?;eeer\r\?i’roﬁ?ner?te _ﬁ?e igbv\\/lfler\?v igv Ogge output voltage of the accelerometer, in Y direc:tD§51Jt

. - - > is the output voltage of the accelerometer, in X
software environment provided with its respectiatad direction. The accelerometer was used as a gorgomet

acquisition card. to measure wrist flexion/extension and ulnar/radial

Normally, the resear_chers generate documantsdeviation. The developed software acquired and
applied to the electromc_ Instrumentation (_)nly, 'Wh'. processed the output signal in order to provide the
the software documentation is stored only in thedni correspondent angle for wrist posture during typagk.

of the developer. When the project moves out of The software requires calibration tables to execut
laboratory and onto the market, the software shaatd . . . .
calculations using the acquired signal. Therefthe,

be inserted into the project documentation dblack i
box”, but a systematic documentation of software is SCftware has a process responsible for sensors

need to allow reproducibility of the project calibration. The calibration task was describedhe
Procedure for testand in the calibration outcomes
MATERIALSAND METHODS section. With more calibration points, more precise

results could be obtained, because the calculations

Electronic instrumentation:  The computerized  \yere based on a linear interpolation method (Eq. 1)
electronic instrumentation is an integrated sotutibat

proposes to record typing frequency, fingertip édoend (X,-X))
wrist posture (flexion, extension, ulnar and radial X.=X:+ (a-Ya) W
deviation) in computer user to detect hand ovetiexer Xt
during typing task, that could_ put the computer aseisk where, variable “a” representso¥ from Fig. 2 and
of acquiring muscle skeletal injury. ; )

Exactly how the electronic instrumentation was Vour, XOUT from Fig. 3; Xg-correspondg to the
developed was addressed in our previous Study:unknown_ f|ngert|p force or wrist angle durmg_ tyg|_n
Machado and Villaverde (2011). Following is a brief task; while the interval value from the calibration
description of electronic instrumentation. table is X with its respective tensionyY and X’

The electronic instrumentation is comprised a two- With its respective tensionyy. The X values were
axis capacitive sensor accelerometer+1.5g+90def), wi saved as temporary data for graphic generation by
a 1Hz- 300Hz bandwidth response used as goniometedeveloped software.
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Fig. 1: View of the instrumented hand showing thsifion of the sensors

R, Softwar e design: The structured analysis methodology

VN N/ was applied. The software requirements were
described by use case. The use case diagram is

—<] commonly applied to the Object Oriented approach.
B -9 Volts For the structured analysis approach, the software
[~ W \ Vi requirements are described by narrative use case as
>——> series of numbered steps and complemented by

+/ context diagram.

The relational database manager system Firebird®;

- the Delphi® language; Unified Modelling Language

- 49 Volts (UML) from the Enterprise Architect tool; a PC

Computer with Microsoft Windows, a data acquisition
Fig. 2: Basic diagram for force sensor. Legeng=R card by Lynxtec Technology; and the electronic
sensor resistance;,R Reference resistance; instrumentation previous described were used.
Vout = output signal The first step of this methodology was the
narrative use case as a series of numbered step of
software requirements, present in the results gecti
The second step is the context diagram (Fig. 4)
< Outout design that can be helpful in understanding the
. Sigmf’l context that the system will be part of.
0.1 uF The next step was the Entity and Relationship
Diagram (ERD) designing (Fig. 5-6). This ERD is a

Voo

3 14 LkQ

Vb Your

0.1 uF

||H

5

Vss relational model to show a brief database commsiti
o 15 LK@ Y Output and how the data are inter-correlated. Each entity

Logic _ 2|1 o signal represented by a rectangle; while each data wéisedief
input 0.1 uF as an attribute of its respective entity, knowntatsle

I,_|

. o column. For each entity created, its attributes ewer
Copyright of Freescale, Inc 2012, Used by Permission — deﬁned and ||Sted on the r|ght Side Of Flg 5 and

Fig. 3:Connection ~ Diagram  for  Accelerometer. fepresented by an ellipse in Fig. 6. The desigried E
LEGEND: Vpp=the power supply input; had an indicator of its cardinality. The database
Vssthe power supply ground; ST=logic input mod'eling was performed using UML Data Modeling
pin used to initiate self test;.¥=output voltage Profile. Thls tqol maps the database conceptsliésa
of the accelerometer; ¥, =output voltage of the and relationships onto the UML concepts of clagseb
accelerometer association by using the stereotype.
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Patient

Electronic

. Performs the
Receptionist Instrumentation

typing test

Receives the .
patient Acquires and processes
signal from electronic
Controls the Developed instrumentation
System access Software
administrator _
Calibrates the
instrumentation
Recovering
result :
Saving Shows the result Calibrator
of typing test
result typing
Physiotherapist
Arbiter
Fig. 4: Context diagram of the system
A AL g c 1L P Defautt style M AR TR R AR R A
Project Browser X
EBEE % B-@- t 1
- @ <ERD_Entity» Patient -
- @ whge 2. Age
@ «Biotype_2» Biotype
- @ «Doctornotation_2» Doctornotat
B, @ Gender
k : : 0..* -: . @ HandAnthropometry
Patient § o Patient_in_test - Staff _. o Height
- @4 IDPatient
) .. & MamePatient
- @ RecordDate A
.. < «ERD_naryAssociations Patient_in_tq
4 @ <ERD_Entity Staff
- @ «Graduation_2» Graduation
B IDStaff
The elements on the left side of e
€ elements on the |ef side O ["} Occupation
01 the attributes are the stereotype - Passod
b of respective attribute. Example: lo «Record Dates RecordDate s
Graduation_2 is a stereotype of ‘ L — +
Temporary_Data the attribute Graduation. Notes X
IBIiu®= == « %@ E
ccupation is the main
= ]
4q (6] st:.am?ag\é\A @2 Entity Relationship Diagram-2 ‘

Fig. 5: The used tool case showing the startinthefentity and relationship diagram definition atsdrespective
attributes

The fourth step of this SE methodology was to notation used for DFD design, where the ellipse
design the Data Flow Diagram (DFD), shown in Fig. 7 represent a process in which data are used or
composed by process, data storages and externgenerated; the rectangle represents an external
entities. This DFD helps visualize how the system source; the two parallel lines represents the dtore
should operate and how the system would bedata; and the arrow indicates the direction of data
implemented. The used tool case provided thei.e., how data flows through the system.
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A AE . &1 s @ ] Default style n B -5 23 32 44 O G | B o A

HandAnthropometry

DateTime
1 Patient _in_test
Patient 0.*
1
0.1
Temporary_Data Goniometer Force_Instrument

Fig. 6: Part of the entity and relationship diagrafithe system

23
Record of
Patient
and Staff

Patient data

Personal data

ID_Patient,

ID_Staff, privilege
Patient_name

Status of Tension,
authentication 3% Channel,
il Acquire Time Electronic
STAFF Access and instrument
Login and control process
Password signals

DataStore_name, Wrist_flexion,
ID_Staff, Date, Wrist_extension,
Table_status Radial_deviation,
Ulnar_deviation,
4. Angle, Fingertip_force
Control Calibrate Tension
Instrument Temporary data
Channel, .
Channel, Axis, Angle, yping
Tension, Mass| TR 3 frequency
— Reshls of
Force_|nstrument Goniometer typing
test
image tiff Previous '/ \
results I - |
Image. iff Arbiter Physiotherapist

Fig. 7: Data flow diagram of the system-top level
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Edit Instrumentation Calibration  Search

& 06 I,
1232$03062006_15h30m.
1235$03062006_15h34m.
1232303052006 15h3Em.

] 1 7hilEm,
| 1233311062006_22h24m.
1235$11072006_23h0Tm
1233312082008 1 Uh-ﬁEm._:l

| Tolerable Values

Ulnar Deviation: 29 deg
Radial Deviation: 15 deg
Date [mm/dd/aa =] Wrist Flexion: 45 deg
‘Wrist Extesnion: 45 deg
Fingertip Force: 1 N
Typing Frequency: 1Hz

Physician |
Patient [123a || coocoocooomonnnaooooas |

281 keyboard keys have been pressed in 93 seconds
The average typing frequency was 3 Hz

Angle (deg)  Wrist Flexio / Extension Angle (deg)  Radial / Ulnar deviation Force (N) Fingertip force
3879 5847 [ 1.60f
28.76 50.25 [ 152}
1874 4203 | 1350
871} 3381 1181
-131f 25.59f 101+
-11.33} 17.38[ 0.84}
-2136 879 [ 067}
-31.380 031 050
4101 1271 033
5143t 1549} 016 | “ ‘
6146 | ) : | ) 23711 ) ) ) ) ok ; ‘ | :
0 245 49 735 o8 0 245 49 735 08 0 245 43 735 98
Time (s) Time (s) Time {s)
. i | i
S ‘ ©
Print Save Exit

Fig. 8: How the outcomes were exhibited in an iratggl manner. LEGEND: Deg=degree that refers tdghteshold
for wrist posture; N=Newton that refers to the @niip force applied during typing; Hz =the averagfe
keyswitch pressed in one second

The fifth step was the software implementation by software to acquire and process data. The outcomes
code creation using the DelHanguage. were compared to previous set values.

Code implementation: The driver of the acquisition Proceduresfor test: The test team was composed of a
card had its source code adapted to run as pastiof  computer scientist (software developer), electronic
software, to provide facilities to choose the c_hzlnn engineer and physiotherapist.
and sample frequency, as well as to acquire and To check the access control and assure that all
process data. Process 3 from Fig. 7 was programmedequirements were implemented, a person, who was
considering the pins where the sensors wereunauthorized to access some source of the system,
connected to the data acquisition card. These Egna checked the security/safe condition. Two peopleewer
were processed and stored in a Tabbs the system testers. Each logged in the system as
“Temporary-data” according to Fig. 5-7. adm_inistrator and all permission to the administrat
The access control process from Fig. 7 was theProfile was tested. This same person logged out as
first to be implemented enabling and disenabling @dministrator ~and  subsequently, logged in as

access to the other options of the system. Eactepso  '€cePtionist; then the type of permissions grarited
was implemented and tested in isolation. Finalhg t was tested. This same person logged out as renzsptio

integrated system was obtained when the electronicalnd logged in as arbiter so she could setup trtevaet

inst tati ted to th ter. Th configuration to recognize the electronic
Instrumentation was connected 1o the Computer. ,INeN; g mentation, setup the channel from where tita d
process 3 was tested to evaluate its capability t

, o , Owould be acquire; choose the sample frequency @efor
recognize the electronic instrumentation. Each obhn use: calibrate the electronic instrumentation: tser

from the data acquisition Card was tested to aMe Simu|ati0n Of a test by pressing a” force Sensw a
correct reading from each connected sensor. moving the electrogoniometer, stop the simulatimg
The electronic instrumentation and software were observe how the outcomes were exhibited. The second
tested together to evaluate the capability of thetester repeated this sequence.
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Table 1: The calibration table obtained during ¢hteals with one storage labelled as Goniometer in Fig. 5-6. Five
force sensor calibration points were recorded.

Masses — Trial-l — Trial-2 Tria-3 — Mean  SD To check the reliability of this present software
(gram) (volt) (volt) (volt) (volt) . . .

(volt) in calculating the typing frequency, no sensorsewer
20 023 021 028 0.04 004 Used; one subject typed a text using the computer
50 0.61 0.58 0.45 0.55 0.09 keyboard for 90 s. Then, the system showed the
70 0.74 0.80 0.70 0.75 0.05 typing frequency expressed in Hz, which was
100 1.10 1.00 1.10 1.07 0.06 compared with manual calculation.
120 1.20 140 1.40 1.33 0.12 To check the accuracy of software in acquiring and
128 1'28 1"5‘8 1'38 1‘5‘2 8'12 progessing signals, one computer user sat in aghipr
170 170 170 500 180 017 Position with arm held at a flexion of 90 degreetie
180 1.90 1.90 210 197 012 body. The forearm was in the resting position oaer
200 2.40 2.50 250 2.47 006 flat area, leaving the left hand free to move texifhg
220 2.50 2.50 2.60 2.53 0.06 the wrist. The electrogoniometer was fixed onto the
230 2.60 2.40 2.60 2.53 0.12 volunteer's hand, at the metacarpal junction of the
250 2.90 2.80 2.80 2.83 0.06 middle finger and then this was connected to the
270 3.10 2.90 3.18 3.06 014 computer through the data acquisition card. The
280 3.10 3.00 3.42 3.17 0.22  gpftware was configured at a sampling rate of 5Adz.
ggg 2'38 2'38 2'28 g'ig 8'3{75 the same time, a manual golniometer was placeqle_Dn th
350 420 2.20 400 213 012 side of the _subject's hand, in the carpal areah 8
360 4.99 421 4.95 4.23 002 Mmovable spindle positioned at the edge of theelittl
370 4.60 450 4.30 4.47 o015 finger following the median line of the ulna. The
380 4.60 4.50 4.50 453 0.06 Subject did some wrist flexion movements, as
400 4.70 4.90 4.60 4.73 0.15 requested by the arbiter. The manual goniometer
430 4.92 4.98 4.85 4.92 007 followed the wrist flexion. The result from

] . electrogoniometer was compared with the result from
To validate the result provided by software and the manual goniometer. This test procedure is the same

electronic instrumentation working together, onecéo  reported by Machado and Villaverde (2011).
sensor was tested by using standard masses, when 23 | ater, the test procedure was set up with one

calibrated points were obtained starting from 20-43 computer user. For this purpose, the electronic
grams. For this purpose, the force sensor wasinstrumentation was positioned on the subject’$trig
connected to the data acquisition card insertem thm hand at the metacarpal junction of the middle finge
computer. The circuit with the force sensor was @ow (Fig. 1) to register wrist posture. With the sultjec
supplied by an electronic device with a dual vadt@§  hand in a prone position, a flex force sensor viseedf
+9V. The sensor, with a sensitive diameter, wasgila  with a ribbon sensor on the palmar aspect of fiager
on a flat area. The masses were placed on thetisensi through 5 in the medial phalanx region with the
perimeter of the sensor and the response was shown sensitive area of the sensor on the fingertip galp
tension through the software. When a pressure wasegister the applied force. Fig. 1shows an
exerted on the sensitive area, a reduction in itsinstrumented hand. After the hands were properly
resistance occurred and, consequently, a voltagelsi instrumented, both sensor circuits (force and
was released. To validate its reliability, the sdoree accelerometer) were energized and connected to a
sensor was tested three times. The outcomes ardata acquisition card inserted into a personal
presented in Table 1. The mean and standard dmviati computer. The software was setup to enable the
was calculated between the three trials to obs#ree channels from data acquisition card and the sample
error rate in order to estimate the reliability e ~ frequency was established at 2000 Hz. The subject
software in providing accurate results from eleuro  started typing a previously selected text and the
instrumentation in response to the fingertip faapelied  software started to acquire and process data, gredin
during typing task. soon as the arbiter pressed the “Stop” button akésl

To obtain the calibration points from the on the interface screen.
electrogoniometer, it was connected to the computer ~ The outcome was shown in an integrated manner
the software responsible for calibration task was s on a computer screen, which is illustrated in Fg.
up and the electrogoniometer was positioned atThese included information about the typing freaquen
0° and +90 degree for x-axis and y-axis. Then the wrist flexion and extension, radial and lunar d&oia
outcomes were transferred to the calibration dataand fingertip force.
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The outcomes were saved amage.tiff as
predicted in Fig. 7. The software offers a resource
for recovering this image. .

RESULTS

This methodology was applied in a simple form,
which is understandable by anyone who intends toe
develop biomedical software for electronic
instrumentation. The narrative use case, the cobntexe
diagram, ERD, the DFD, the result of the calibnatio
task and a sample of the outcomes provided by CEI
during typing task in attendance with item 21 frase .
case are shown below.

Narrative use case of the software requirements:
The system administrator creates the staff rectods
receptionist, arbiter, calibrator and physiothestd
provide user authentication:

e One patient first arrives to do a test

» The system requires the receptionist authentication

e The system verifies the user authentication profile
in order to enable or disable resources .

 The system enables the receptionist to create the
patient record

* The receptionist receives the patient by providing
a patient record at his/her first time. The .,
receptionist then logs out from the system

e The instrument calibrator logs in the system to ,
obtain user authentication

» The system verifies the user profile to enable the,
screen interface for calibration task

» The instrument is connected to the computer

* The calibrator calibrates the force sensors and the
electrogoniometer to actualize the database with
the new calibration data and logs out of the system

chooses the sample frequency. Then the patient
starts the typing task

The software starts the control of the
channel/sensor, registers the signal in volts,
records the reading time and transforms the values
obtained in volts into the correct measurement
units (degree, Newton and Hz).
The result of calculation is
temporary Table

The arbiter administers the use of the instrument,
tracks completion of the test and stops it by
pressing a button available on user interface scree
The system shows the outcomes on a screen
interface. Data on flexion and extension of the
wrist, radial and ulnar deviation, typing frequency
and fingertip force during the typing are exhibited
The arbiter saves or prints the result as an image
The arbiter/physiotherapist and patient analyse the
result together

The system provides limits for wrist flexion and
extension, lunar and radial deviation, fingertipcéo
and typing frequency above which the patient is in
risk of acquiring muscle skeletal disorder

The physiotherapist researches previous result of
the respective patient

The patient receives guidance about extreme
values observed

The physiotherapist fills the electronic recordhwit
information related to the diagnostic conclusion

The physiotherapist/ arbiter logs out from the
system

The system saves information about user name,
date and database structure in which the
respective user has just modified. The system
allows the administrator to audit the database to
assure data safety

retained in a

« The system registers any changes made in theContext diagram: The Context Diagram (Fig. 4) has

database
» The arbiter/physiotherapist logs into the system

just one process element representing the system
being modelled, showing its relationship to extérna

« The record of respective patient who arrived to do Systems, person, equipment, or something that is

the typing test is selected
* The subject sits upright in a chair with arms and

necessary during software use.

knees flexed at 90 degree. The keyboard isThe context diagram is composed of: Previous
approximate'y 10 cm from the edge of the table. resultS'Were SaVed in one f0|der intO the hard dlSk
The subject starts typing a previously selected tex the computer where the screen of the outcomes was
for 90s. The developed software obtains the typingsaved asimage.tiff The purpose of this is to track

frequency
* The typing frequency is saved by system

patient’s improvement concerning hand overexertion.
Staff-people with authorization to operate the eyst

» The patient has the hand instrumented with forceand therefore register patients, be responsibleCter

sensor and electrogoniometer attached

use, search for previous results, analyse the méso

* The arbiter decides the duration of the test, In summary, staff is a person who is not patient,i&
selects the channel for signal acquisition and involved in the typing test environment:

1609



J. Computer Sci., 8 (10): 1601-1614, 2012

left side of Fig. 6 to demonstrate how the attrésut

* Arbiter-health professional who is responsible were designed by using an ellipse and line conmecto
for instrumentation use and analyses of theto the respective entity. The attributes of each
patient’s test outcomes respective entity are listed on the right side iof. 5.

« Electronic Instrumentation-the CElI composed by The relationship named of “Patient_in_test” from
force sensor, electrogoniometer, data acquisitionFig. 6 enables the system to provide informatioouab
card and power supplier patient’s attributes and consultation date, as aelihe

« Patient-the computer users who will use the CEI attributes of involved staff. Additionally, wheretistaff
solution to detect his/her vulnerabilities in has the health care profile defined by the occopati
acquiring muscle skeletal disorder attribute, they have free access to the TemporatgD

« System administrator-person responsible for ~ There are many notation styles that express
database system and software performance andgardinality. The tool used for this ERD designing
security provides the used notation, where:

e« Computer-used to run the developed software
including the goniometer, force sensors and the* 0..1-zeroor up to 1 instances, but no more than
data acquisition card. The typing task test was als * 0..* - zero, one or many instances
performed on this computer * 1.*-1, or more than 1 instances

* - exactly 1 instances

Entity and relationship diagram: There was nho

intention to write a tutorial; therefore, Fig. Ss6a brief Data flow diagram: To show the solution of the SE,

demonstration of designed ERD. Consequentially, notthe Data Flow Diagram (DFD) was designed with

all created entities were represented in Fig. &i¢n 5, several levels. However, this study only shows the
part of the tool case is shown to provide an idea h DFD in the top level of abstraction, i.e., level-1
the entity and its respective attributes were ekain composed by process, data storages and external

this case, the entityatientandStaffare shown. entities.

Figure 5 (b) is part of the Entity and Relatiopshi The developed software was divided in many
Diagram of the system in a more advanced stage ofarts. Each part was responsible for one or more
creation than Fig. 5. tasks from the use case. The DFD diagram in Fig. 7

The diagrams in both Fig. 5&e not a flowchart. shows each part of software defined as numbered
Therefore, the losangle does not represent decisiomprocess (1, 2, 3, 4 and 5).
made: this represents the relationship betweervibe Process-1 was created for user authentication and
entities. The relationships illustrate how two tes access management to each process in the system,
share information in the database structure. Theguaranteeing set restrictions for system use. Beg'sl
relationship between entities Patient and Staff thes  profile determined which processes became
primary key from Patient and Staff, plus a new available. Inserting a new patient record into the
attribute labelled aBate Timethat denotes the date of database was a task for staff, who are profile
patient attendance. For each data storage in R3,E receivers. This key process works as a connector
there is an equivalent data storage in the DFD. between other processes where security services

The underlined attribute (Fig. 6) represents awere performed to guarantee confidentiality,
primary key. These keys were used for relationshipsintegrity, access control and non-repudiation.
between the data storages and warrant uniqueness. Process-2 is for registering patients or authdrize

The data storage named “Patient” has informationstaff to operate the instrument.
about each patient. Whereas, the data storage named Process-3 controls the sampling frequencies and the
“Temporary_Data” contains processed signals oldaine number of samples in each channel. In addition, the
during typing task. The data storages namedcalibration values obtained from process-4 are used
“Force_lInstrument” and “Goniometer” were used fated  calculate values from hand exertion.
storage from the instrument calibration; staff with Process-4 helps to calibrate the instruments used
calibrator profile is responsible for these tabésatents. for angle and force measurements. The respective

This ERD diagram shows the attributes S .
distributed among entities that represent the datacallbratlon values were then stored in data storage

storages, illustrated with rectangles. In realggch ~ Goniometer and Force_[nstrument. _

data storage in ERD had an equivalent data storage Process-5 performs support tasks such as searching

in DFD; and each data storage generates one table iprevious patient test files, which were saved ie th

the Firefird® database. Two entities are shown on the computer in an image format and controlling the
1610
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alterations made in the database, making it passbl
gather information about who changed the data.

Data storage-Patient contains register information
about patients; and data storage-Staff is to redoed
staff involved in the system operation. TemporargtaD
is used to save temporary data about the acqugedls
of hand exertion. Changes in the database, fronparty
of the system, are automatically recorded in datsage
labelled as Control.

The calibrations outcomes performed via software:
The measurement of wrist posture with a gonionrdzies
not require decimal place precision (i.e., intagember).
Oscillations or noise (drift problems) were obsdrirethe
fifth decimal places from the measured values. 0$ed
electrogoniometer had an offset in X and Y-axi8 @ind
6°C, respectively, when checking the accuracy
software in acquiring and processing signals, whicis
considered during software development.

The test with software and instrumentation for
fingertip force measurement when repeated threestim
showed a mean standard deviation of 0.10 voltstiaed
maximum was 0.18 volts (Table 1). These are coiipati
with the expected error rate (£5%) reported in the
datasheet from the manufacturer of the force sensor

For the calibration task, calibration table became
empty automatically, because all previous pointstmu
be recalibrated. The history about who did what was
recorded in the data storage for access contrataf
with system administrator profile had access to all
information, especially to the access control, ki as
Control in Fig. 7.

of

A sample of outcomes provided by software and
electronic instrumentation together: The model of
exhibition of integrated outcomes obtained from
electronic instrumentation is exhibited in Fig. 8.

Figure 8 shows the outcomes: patient/subject code
patient/subject name; arbiter name; typing speed;
typing frequency; flexion/extension of the wrist;
lunar/radial deviation; fingertip force; tolerahlalues to
be reached; and test date. This information hefes t
health professional to diagnose the computer ukerisv
inclined to acquire the Work Related Upper Extrgmit
Disorder (WRUED) due to inadequate hand exertion.

Improvements were done to this software in
response to Machado and Villaverde, (2011), whidh d
not successfully measure radial and lunar deviation

In the upper left corner of Fig. 8, a sample shows
how the saved outcomes were recovered. The save
file name was composed of subject code plus dade an

to make decisions for extreme hand exertion to davoi
the risk of inciting muscle-skeletal illnesses.

Only one button needs to be pressed to save the
test results, with the file name and location
automatically chosen by the developed software.

DISCUSSION

Applied softwar e engineering methodology: Any SE
methodology approach could be an advance. The
developers would choose the SE methodology and one
appropriated tool case. Consequently, comprehension
about what/how the software does provides
information useful for software maintenance and
validation method. Applying software engineering
methodology, the requirements were easily tractst af
the software implementation. Moreover, perceived
errors during the software test were quickly lodaite

the respective source code and resolved. Accoring
Constantine and Lockwood 2012, one advantage of
narrative use case is that a series of numbergdiste
immediately apparent, because the separation into
distinct steps makes it easier to skim the use foaisan
overview and the general nature of the interaction.

Functional similarity was not found in other
software. Nakanisket al (2009) presented a DFD, but
their ERD diagram was not found, nor was a sample o
their software requirement shown. Therefore, it was
impossible to apply the same methodology of SE as
they did. Nevertheless, their explanation about the
DFD designed was fully comprehendible. Amatcal
(2009) seem to have used a systematic procedure.
Respective documentation probably was done;
however, their SE design was not included in their
manuscript. On the other hand, the present study
disclosed our software engineering design to eragmur
research of electronic instrumentation to makevsofe
documentation. No specific tool case is mandatory.
There are several tool cases, some is totallyifeite
others are temporary free provided as a demo-versio
There are also the open source tools devoted to the
designing and development of software that use open
source platform such as Linux.

There are several commercial software to acquire
and process signal. However, they do not allow
changes to the source code in order to obtain palso
software. Therefore, the requirements presentetian
case use, would become limited to the scope of the
doftware. This was one more reason to decide telov
the present software. The software for the signal

time of test, separated by special characters. Theacquisition was modified and embedded into thisgme

tolerable values shown in Fig. 8 were set by Maohad
and Villaverde (2011). The subject and arbiter ysal
the outcomes regarding these tolerable valuesderor

system to be part of them. This software solution
generated low production cost and anything can be
changed at any time.
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Contrary to this, Pereirat al (2009) developed When software is for health care, it was important
instrumentation and built three software programsto use a solid and safe database, as an exampieQra
using LabVIEW environment. According to them, Microsoft SQL, Firebird, My SQL, PostgreSQL.
this tool provided agility to building the systemtiwas  some of DBMS above are free while others must be
certainly more expensive to reproduce. NO pyrchased. Some specific training is necessaryott w
documentation about software design was reported,,iih any of these technologies. We used the Fid8bir
However, they intend to develop their softwarehie t o5 se it was totally free in this version.

cHonventloniI ﬂr}nanner for IOWGL peructlr)n C(.)IStbsl' The use of a solid and safe database does not
OWever, 1 € same researcher 1S not avanablé, .. ant data protect. Some specific training is
anymore, due to the lack of software documentation, . .
necessary to work with any of these technologiesv F

more time would be demanded during software ks h b q bout tecti data f
rebuilding. Hence, this present study can hopefullyWor S have been done about protecting data Tor
confidentiality, integrity and access control to

make the researchers realize the advantages ipigpl o . .
some SE methodology. sensitive mfor_matlon as those discussed t_)y Rt z.
There are modern methodology for software (2012). In their purpose, when user submits a qtery
development that could be used to develop biomedicaexecute, the system checks if he has authoritgtess
applications (Object Oriented-0O0, Artificial data items in the query, the context in which tkeru
Inteligency-Al, Agile methods, SCRUM). However, accesses the data items is checked to determine if
when a methodology is new, the probability to find follows his normal behavior or not. In our caseg th
partner or professional to work on the team cowdd b access control protects data by verifying the staff
reduced. In addition, depending on the applicatiorg authentication profile in order to enable or disabl
methodology fits better than another. resources. Also, this software controls the alienat
The OO approach is used less than structurednade in the database, making it possible to gather
analysis among veteran software developers, while A information about who changed the data, indicatirg
is an approach specific for application that sufpor yser ID, data and time and the name of changee.tabl
decision-making. The Agile methodology emphasizes
communication among developers and users, rapidCalibration outcomes performed via software: The
changing of information and adaptability to themfie. sensor response capability was a linear curve; herye
The Scrum is an interactive and incremental agileits predicted error rate could propagate among the
software development method. The Aegis methods areycquired and processed signal, which could cortgibu
for rapid software development, after that, theall®t  to the standard deviations in the Table 1. Theethre
of requirements are implemented gradually based onyjals present a mean standard deviation of 0.argr
customer opinion, making it difficult to predictydhing  taking into consideration the error rate of+5% i f
before the end. According to Hajjdiath al (2012), the  scale predicted by the sensor manufacturer. Therefo
lack of knowledge transfer between team membersconsidering the full scale during the calibrati@ction
contributed for unsuccessful adoption of Scrum weth represented by 430 grams, producing mean tension of
in the United Arab Emirates. This may be due to the4 92 volts (Table 1), the error rate of 5% was

Scrum being a rarely used method. Conversely, forcajculated. The outcomes showed that a standard
about three decades, structured analysis has tseeh U deviation of 0.24 volts could be expected during
consequently, the possibility of find experts isg&r.  calibration section. Consequentially, the reliapilof
Structured analysis is based on process and m#tio software in providing accurate results for fingerti
database, also a consistent requirements definifon force measurement can be taken into consideration,
expected when changing of the requirements is nothecause the maximum standard deviation observed
expected during implementation. among the three trials during calibration sectiomsw

According to the chosen SE methodology, the .14 volts.
specific programming language and tool case was  The electrogoniometer working with developed
chosen. This present work was based on structuregoftware was previously tested and reported in
analysis methodology. The Enterprise Architect tool Machado and Villaverde (2011). The result had an
case was chosen to design this present softwarewerage deviation of 1.24 degrees between the
because its free download was possible. However, fo electrogoniometer and the manual goniometer. This
this computerized electronic instrumentation toitbe  was considered satisfactory if compared with the
marketing, the purchasing of commercial version of nonlinearity of +1% of its out signal predicted by
used tool case is needed. sensor manufacturer.
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Integrated use of software and electronic train to within those Ilimits and adjust his/her
instrumentation: The general mechanism of error movements immediately.”

detection is to intercept outputs produced by desys This software guaranteed that the data generated
(or a component) and to check whether those outputénd medical diagnoses remain private.

conform to the specification (Troubitsyna, 2010). According to Shanmugapriya and Suresh (1012), a
Manual calculations were used to validate the tesul software system's reliability is defined as the
relating to fingertip force, wrist flexion and erston, probability of the software operating without fa#ufor
ulnar and radial deviation and typing frequency a specified period of time in a specified environitne
obtained by the software. Similar validation had One example is the system reported by Garcia-8taez

already been efficiency applied by Kauffmaan al al. (2009) that supports remote control strategies for
(2011). It is extremely difficult to validate sofane that  insulin-dependent patients. In this case, unrediabl
does not have written requirements. system would let to incorrect prescription thatIddoe

Because the software and  electronic ultimately lethal. Because this present softwares wa
instrumentation work together, a problem in one candevoted to an application that does not fit intitical
make both become unreliable. We experienced thismission, in that its failure will not result in losof
when the unsuccessful measurement of radial arat uln human life, it was not necessary to estimate tiror
deviations were attributed to the accelerometerof magnitude for probabilities of failure per hour.
technology. Therefore, another accelerometer was  Computerized electronic instrumentation should be
provided, but the problem remained, because thiscertified in order to put it on the market. If an
problem, attributed to an equipment failure, was organization isn't worried about safety, it must
actually due to a software implementation problém. consider the consequences of using mission-critical
consultation with an expert in measuring with an software that isn't certified or qualified as fibrf
accelerometer concluded that implementation code fo purposes (Maibaum and Wassyng, 2008). For an
wrist flexion and extension measurement is eab@nt electronic instrumentation to be marketed in Braitil
radial and ulnar deviation, which requires signal must be submitted to the Brazilian National Health
composition during code/software implementation to Surveillance AgencyAgéncia Nacional de Vigilancia
reach accurate result. His suggestion was applieis. SanitariaANVISA) to obtain registration/authorization.
occurrence showed that human error during This is because some instrumentation could cause

requirements specification or during design process ~ damage or harm to the patient.

cause wrong results. This kind of error is not agyao In BraZ”, the certification of biomedical electio
detect during the testing phase, because everythingistrumentation can be obtained from a certifier
works normally and no error appears. company and INMETRO Ifstituto Nacional de

A challenge during developing of biomedical Metrologig). INMETRO certifies the accuracy and
software is the requirements. For any software capability of the electronic instrumentation to
developer, the problem domain is very complex. Theaccomplish its purpose. In addition, INMETRO
performance of our software working with electronic evaluates if the risk of accident exists.
instrumentation reached the expectation of the Normally, Certifier Companies follow some 1SO
physiotherapist, who used the CEIl as a voluntedr an standard, which are not easy to understand and
arbiter. The use of this system by a physiothetapés accomplish to make the system ready to be submitted
an important phase of the test. Upon her suggestionfor a certification process.
changes in software occurred to use the correctaaled Our software does not fulfil ISO standard, due to
vocabulary on the interface screen. A friendly wafie the difficulty in both adequate software and
interface  encourages the wusers to carry outhardware. Mishra and Mishra (2009) reported a
instrumentation manipulation. simplified software inspection process in complianc

Further implementation would adopt specific with international standards for software quality
database for image to prevent forced access by amssurance. However, this is not enough to reach
unauthorized user to the test result provided inRiy. software certification.

8 and stored as image. Another future improvement i The certification of medical software is a difficu

to have the tolerable values presented as lindhén  due to limited experience of the software develaper

graphical output from Fig. 8, allowing the subjéot  the difficulties in accessing and applying the dtams.
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This is one challenge to be reached by the aufrons ~ Arpaia P.,C. Manna, G. Montenero and G. D’Addio,
this present study. 2012. In-Time Prognosis based on swarm

This would be useful if academic researchers intelligence for home-care monitoring: A case

. . X ) o study on pulmonary disease. IEEE Sensors J., 12:
would publish their experience while submittingithe 692-698. DOI: 10.1109/JSEN.2011.2158305

CEl to a certification process. This present studyConstantine LL and LAD. Lockwood. 2012. Sturet
describes how the software engineering methodology ;4 stylé in Use cases for user interface design.

was applied to design and develop software to ee@uid  Garcia-Saez, G., M.E. Hernando, |. Martinez-Sadiieg

process sign from a computerized electronic M. Rigla and V. Torralba et al., 2009. Architecture
instrumentation. In both case, the authors intendffer of a wireless persona| assistant for telemedical

their experience as a guideline to another resegch diabetes care. Int. J. Med. Inform., 78: 391-403.
The way that this study was reported could serve DOI: 10.1016/j.ijmedinf.2008.12.003

as a guideline for academic researchers who are noHajjdiab, H., S. Al-Taleb and A. Jauhar, 2012. An

experts in software engineering methodology but industrial case study for scrum adoption. J.

usually develop their own software to run with thei Software, 7: 237-242. DOI: 10.4304/jsw.7.1.237-242

prototype of electronic instrumentation. Howevédiist  Kauffmann, C., A. Tang, A. Dugas, E. Therasse and V

study cannot provide an example of how to obtain a  Olivab et al, 2011. Clinical validation of a

software certification. software for quantitative follow-up of abdominal
aortic aneurysm maximal diameter and growth by
CONCLUSION CT angiography. Eur. J. Radiol., 77: 502-508.

DOI: 10.1016/j.ejrad.2009.07.027
Development of biomedical software to work with Machado, G.A.L. and A.J.B. Villaverde, 2011. Design
electronic instrumentation needs to pay attention t of an electronic instrumentation for measuring
both performance and system accuracy. repetitive hand movements during computer use to
This software was developed to acquire and help prevent work related upper extremity
process signals from a specific instrumentation for ~ disorder. Int. J. Ergon., 41: 1-9. DOI:

measuring hand exertion to help the computer ustect! 110.1016/j.ergon.2010.11.003

their overexertion. The aim was to demonstrate kmow Maibaum, T. and A. Wassyng, 2008. A product-
apply the structured analysis in biomedical sofewer focused approach to software certification. IEEE
acquire and process signals when the researchast is Software ~ Technol., ~ 41: 91-93.  DOL
expert in SE methodologies. Usually, when the dpel 10.1109/MC.2008.37

Mishra, D. and A. Mishra, 2009. Simplified software
inspection  process in compliance  with
international standards. Comput. Stand. Inter., 31:
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leaves the team, no one is able to maintain thevaf
due to a lack of documentation. One capacity ofsSia
produce software that is maintainable and reushideto
its clear documentation.

Due to the lack of guidelines on how to obtain
certification of biomedical software that workspst of

computerized electronic instrumentation, this prese International ~ Symposium  on  Consumer
system was not submitted to a certification pracess Electronics, May, 25-28, IEEE Xplore Press,
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