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Abtract: Intrusion rule processing in reconfigurable hardwanables intrusion detection and
prevention. The use of reconfigurable hardwarenttiwork security applications has great strides as
Field Programmable Gate Array (FPGA) devices haxmvided larger and faster resources. This
proposes architecture called “BV-TCAM” is presentadich is implemented for an FPGA-based
Network Intrusion Detection Systems (NIDS). The BZAM architecture combines the Ternary
Content Addressable Memory (TCAM) and Bit VectoV[|Balgorithm to effectively compress the
data representation and throughput. A tree bitnmapldmentation of the BV algorithm is used for
source and destination port lookup while a TCAMfpens lookup for other header fields, which can
be represented as a prefix or exact value. Withaiti®f small embedded TCAM, packet classification
can be implemented in relatively small part of tnvailable logic of an FPGA. The BV-TCAM
architecture has been modelled by VHDL. Simulatiomsre performed by MODELSIM. This
architecture have to be synthesized and implemandesign using Xilinx FPGA device.

Key words: Network Intrusion Detection Systems (NIDS), Bit Wac (BV), Ternary Content
Addressable Memory (TCAM), Field Programmable Gatay (FPGA), reconfigurable
hardware

INTRODUCTION who misuse the privileges given them. Intrusion
detection is the process of monitoring the events
The world is now network together; People,occurring in a computer system or network and
business and governments share information andnalyzing them for signs of intrusions.
communicate nearly instantaneously. Individuals use
the networks for today’s everyday tasks, such agypes of intrusions. Intrusion can take several forms.
banking, shopping, investing or transferring pietito  They can occur as abnormal, unauthorized, or uredant
friends. With sensitive information now availabla-o system usage. Examples related to networking.
line, measures must be taken to ensure security and
privacy the electronics database of customer’sitredUnauthorized access. Unauthorized access occurs when
card numbers, address and phone number must e individual's gains access to a system they havéght
secured against identity theft (Michael, 2005). iirty, to use. For example, a user may view web pages
medical institutions must secure patient informatio  containing proprietary information that they haet Ineen
protect medical information and maintain privacy. authorized to view.
In order to protect networked systems, intrusion
detection and prevention is necessary. IntrusiorAuthorized access. An intrusion can occur even if the
detection determines when harmful activities armdpe credentials of the individual accessing the system
attempted. Intrusions are defined as attempts tecorrect. For example, an intruder can fraudulently
compromise the confidentially, integrity, availdtyi obtain account information such as login names and
or bypass the security mechanisms of a computer grasswords. This is known as masquerading. Therayste
network. They are caused by attackers accessing theelieves the intruder is authorized. This is thesmo
system from the internet, authorized users of thdifficult type of intrusion to detect, since theteletor
system who attempt to gain additional privileges fo must consider what is being accessed and what
which they are not authorized and authorized usersperations are being performed.
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Spam: Spam is an unwanted electronic message from Ability to handle large real-life classifiers
individuals or companies who send the message t Fast updates: As the classifier changes, the data
people that may not desire to receive the messages. strycture need to be updated

These messages generally try to sell items, such s gegpability in the number of header fields used for
medication, loan application or pornography. Phasn classification

a heinous form of spam where a message supposedly Flexibility in specification: A classification

from an authoritative institution, such as bank, e- lqorith hould . | rul includi
commerce site, or government agency, direct the aigorithm should support general ruies, inciuding
prefixes, operators and wildcards

recipient to replay to the messages or go to a pegfe

and enter sensitive information. The messages ean b . ] . .
quite persuasive, claiming account will be deattila BY-TCAM architeture: Our design combines and
unless information is verified. optimizes the Ternary Content Addressable Memories

(TCAMSs) and Bit Vector algorithms for packet header

Virus: A virus is a piece of malware hidden in files or classification in NIDS (Spitznaget al., 2003).

emails. Once activated by the host, the virus cagis Network intrusion detection systems require header
itself and spreads to additional hosts. Virusesegaly ~ classification to report all matches, not just ohe.
spread via email, requesting that the recipiemvvam  usual applications, TCAM is associated with priprit
attachment. Clever virus writers write code to seamn  encoder than only reports the ID of the matchedyent
infected host’s address to find additional recigeithe  with the highest priority. In this application, am-
virus assumes the host identity when sending neailem encoded TCAM are used. That is, the number of dutpu
messages, increasing the likelihood that the targesits equals the number of TCAM entries and each bit

becomes spoiled. indicates the matching status of the corresponding
TCAM entry (Clark and Schimmel, 2003). Just like th
M ethods of the detection: BV output, the un-encoded TCAM output forms another

Signature based: Signature based intrusion can be bit vector and each bit indicates the match to the
recognized by comparison with known patterns.corresponding rule field(s) or not. So the idethét the
Somewhat confusingly, this is also often referreds$  header fields are partitioned in a way that somthern
misuse detection. A database of known cases ofseisu gre classified using TCAM while others are classifi
(signatures) is maintained and incoming events ar@sing Bit Vector algorithms (Lakshminarayanemnal.,
compared with these signatures to determine if #1ey  2005). This design exclude source and destinatmh p
representative of a misuse. The detection systetldvo fig|ds from TCAM while keeping IP address and
maintain a large database of signatures, whichdcbel q1600] fields in TCAM. We order the rules in tseme
updated as new misuses are identified. Such syste 2quence; hence we can intersect all the output bit

are r:nherently limited by ﬂ;elsae of the datab@se as |0 115 tg get the set of matches. This methodigeis
suc alr(te) pr:ong to ;ssumlg alse negatives- |aicating the size of the TCAM, as it does not expand the brarm
normal behaviour for unknown misuses. of TCAM entries (Lie, 2002).
Our design combines and optimizes the TCAM and
Bit Vector algorithms for packet header classifmatin
NIDS. Network intrusion detection systems require
Reader classification to report all matches, net pne
? ig. 1). In usual applications, TCAM is associateith
priority encoder than only reports the ID of thetchad
entry with the highest priority. In this applicatican un-
@ncoded TCAM are used. That is, the number of autpu
bits equals the number of TCAM entries and each bit
indicates the matching status of the corresponding
TCAM entry. Just like the BV output, the un-encoded
TCAM output forms another bit vector and each bit
indicates the match to the corresponding rule (&ldr
not. So the idea is that the header fields arétipagd in
a way that some of them are classified using TCAM
+ Search speed: Faster links require faster cleaiifit ~ while others are classified using Bit Vector altomis.
* Low storage requirements: Small storage requiresnentThis design exclude source and destination poltisfie
enable the use of fast memory technologies likécSta from TCAM while keeping IP address and protocol
Random Access Memory (SRAM) fields in TCAM. We order the rules in the same
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Anomaly detection: Where a baseline of normal
network activity is compiled and deviations fromisth
baseline then imply that an anomalous event ha
misuse. Such system can detect new misuses provid
that they are sufficiently different from normal
behaviour. Given the range of normal activity ahd t
quantity of data occurred and this is taken to be
involved, this type of detection mechanism is préme
issuing false positives-i.e., indicating abnormal
behaviour for innocent events that deviate fromvikmo
patterns of activity (Michael, 2005).

Performance metricsfor classification algorithms:
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sequence; hence we can intersect all the output bit TCAM arrays to store ternary data

vectors to get the set of matches. This methodnigs  «  peripheral components to facilitate read, write and
the size of the TCAM, as it does not expand thelbem search functionality

of TCAM entries (Baker and Prasanna, 2004). «  Design of Test (DFT) components that enable

testing of the various other components

Detection
g'm

TCAM overview: Figure 2ashows a 1-T dynamic RAM
cell and Fig. 2b shows 6-T dynamic TCAM cell. In a
DRAM cell, the Bit Line (BL) is connected to the
capacitor when the Word Line (WL) is high thus
enabling read and write functionality. In a dynamic
TCAM, there are two DRAM storage cell (M3 and M6)
and the read write functionality remains the saiffee

additional four transistors (M1, M2, M4 and M5) reak Signature Anomaly
up the comparison logic used for the match operatio

The Match Line (ML) is pre-charged to Vdd. The A v ! v
storage nodes are loaded with complementary dag. T { Rule [Expeﬂ ] [ CBR J[E\.Gluﬁmm. } Neural ]
Search Lines (SL) are charged to the value which is algorithms
being searched. The comparison logic essentially \ | I
performs an XNOR operation. In the case of SL data Y ¥
matching the stored data, the ML does not dischafge Traditional
the bits mismatch, then the ML is discharged thhoug

two of the four search transistors. When | bits are
placed in parallel with a common ML, if any one bit
mismatches, the ML will discharge. Only if all stdr
() bits and complements match I-pair search liwds
the ML remain charged (Yet al., 2004).

The ternary nature of the TCAM cell is evident
when”0” is stored on both capacitors. This turn§ of .
both the lower transistors in the comparison logic. Access ransistor

Regardless of the values on the SLs, the ML is lgnab BL
to discharge. This effectively represents a “daate”
condition  being stored, hence the name Storage

“ternary”:"1","0" and “don't care”. Table 1 showshe ==y Capacitor
different states that can be stored in the TCAM. cel
The SLs can both be set to “0” as well. This is

Fig. 1: Overview of detection mechanisms

equivalent to searching for a “don’t care” conditio WL J—
which will always match since the ML cannot disder —
through either discharge path in the comparisonclog -
(Clark and Schimmel, 2003). @)

Figure 3shows a simplified schematic of TCAM
search architecture. In the event of multiple medcta
Priority Encoder (PE) allows the ML with the highes
priority to be encoded as a matching address. EhesP
composed of a Multiple-Match Resolve (MMR) and an
Address Encoder (MAE).The MMR allows only the ML
with the highest priority to pass the MAE and ottpa
multiple match detection signal if there is morartione
match represent. The MAE is Read-Only Memory BLI
(ROM) that encodes the address of the output fitwen t
MMR. These additional components are not found in
RAMs; hence special attention must be paid torgsti
both these components and the comparison logic.

BL2

WL e

(b)
TCAM architecture: A typical TCAM Integrated .
Circuit (IC) consists of three major types of citsu Fig. 2: (a) DRAM cell and (b) TCAM cell
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Table 1: TCAM Storage and Search States

Value BL1/SL1
Zero (0) 0 1
One (1 1 0
Don't Care (X) 0 0
Not Used 1 1
PE
Search 1yl Tcam | § N E
data array o= =

Fig. 3: Simplified TCAM Search Architecture
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Fig. 4: TCAM architecture overview

Fig. 5: TCAM Array organization
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Fig. 6: TCAM Word during Search Operation

Figure 4shows a simplified block diagram of a
TCAM illustrating the first two types of circuit¥.he
TCAM array consists of TCAM cells that make up
TCAM words. Peripheral to the array is its ass@&dat
address decoders, line drivers, buffers, senseiftangl
(Spitznagelet al., 2003). Also, the peripheral circuitry
includes the MMR and MAE. The DFT components
include row/column redundancy, on-chip testing
circuits, scan chains and any other circuits spadiy
included for testing purpose.

In memory semiconductors, it is common practice
to segment the entire memory into blocks and banks.
This allows power to be saved by disabling portiohs
the memory that are not in use. Also, signal deven
be made smaller since they only have to drive local
busses and not global busses.

TCAM array: Figure 5 shows a more detailed diagram
of the TCAM array. Each memory block in a TCAM
chip is implemented as an array of TCAM cell, where
each TCAM cell is capable of storing a ternaryestat

Typically, a horizontal row forms a word of a
TCAM-based table. Within a word, a bit is located b
its column number. All the TCAM cell in a row share
a common WL and a common ML. Similarly, the
TCAM cell in the same column share a common set of
BLs and a common set of SLs.

TCAM word: A TCAM word consists of | TCAM cell
all connected to a common WL and ML. During a write
operation, an I- bit word is stored in the TCAMIsedt
the address specified by the user. The read operati
returns an | - bit word stored at the given addrése
search operation compares an | -bit search worthstga
the bb-bits stored in the TCAM word and if the two
match, the address of the TCAM word is returned.
During a search operation, the ML is precharget an
the I- bit search word is applied to the TCAM celisthe
SLs. Any mismatching cells cause the ML to discharg
indicating a mismatch. This is illustrated in Fég.The ”
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x'("don’t care”) condition shut off the search pafibr  write operation and set to high-Z state during read
that cells, thus preventing an ML discharge regasibf — operations. The BL Sense Amplifiers (BLSAs) can be
the applied data. If the ML remains charged, tiogest  voltage or current mode and are single-ended in

word and search word match. dynamic memories or double ended (differential) in
static memories.
MATERIALSAND METHODS The clock is 1, the reset is 0 and the input \@yi

WL and BL drivers and BLSAs The WL drivers are I and the output received 72 bit and the 2 eigit be.,
same as in any RAM. The WLs are driven by Iargethe header file and datas. The Maximum Frequency is

buffers activated by an address decoder. There af04.548MHz and the minimum period is 9.565ns.

existing test algorithms that are quite suitabletésting All these components are highly established and
address decoders with a high fault coverage. The Bresearched and are identically implemented in TCAMs

drivers are tristate buffers that can be activatedng @S they are In RAMs.
[ Block RAM ]
[ ]
| Block RAM }
'
Beveewr | | Im e Ui
m':‘ Destination Port_| : jT —2}
esser |- —t= — —
z i B0
PH ot | Source Port Tree Bitmap | eE . -y
% Compresser B Vockr -] E ' 7 lachos
g £ RR
§ SIP, DIP, Protocol) _,| g Rp
put > s
Comprossor TCAM ; ;
10X72 —._,1 : T"’

I Control Logic |

Fig. 7: BV-TCAM Circuit block diagram

Fig. 8: Simulation results of a BV-TCAM (MODELSIM)
1622



Am. J. Applied Sci., 9 (10): 1618-1624, 2012

Mo fow availablo

Fig. 11: Technology schematic of BV-TCAM

SL drivers and MLSA: The SL drivers are buffers
very similar to the BL drivers, except that they do
not need to be tristate, since the SLs are newt re
from, only written to.

This block indicates the inputs and outputs of

the architecture. The above Fig. 7-11 indicates the

total number of flip flops and blocks allotted inet

chip. The above schemetic indicates Total area

occupied in the chip.

The ML Sense Amplifiers (MLSAs) are
responsible for detecting whether or not its asdedi
ML has charged or discharged during a search
operation. The MLs are charged during every search
operation. Limiting the minimum charge necessary to
make an accurate detection of the ML’s state iscati
to reducing the energy required per search operatio
Consequently, there are numerous MLSA designs, all
aimed at lowering the charge used on the ML during
search operation.

For the purpose of TCAM array testing, the MLSA
is assumed to provide correct results since a
malfunctioning MLSA would result in grossly incocte
test results (always matching, or always mismatghin
which is easily detected.

FPGA: Field Programmable Gate Array (FPGA)
technology enables a full-custom, high speed and
flexible hardware implementation of data processing
circuits. FPGA use Configurable Logic Blocks (CLBs)
that contain look-up tables and flip-flops. Booldagic
functions are implemented using the CLBs. The speed
of a design is determined by the location of theBEL
used and the routing delays incurred by connecting
them. Fast, on-chip memories are also spread
throughout current FPGAs .By allowing soft
modification of the hardware, the non recurring enge

of FPGA design is lower than for ASIC designs (Haoy
and Lockwood, 2005). For Low volume applications or
prototyping, FPGAs are most cost-effective solution
The design cycle for a FPGA is considerably shorter
than a fully-custom hardware solution.

RESULTS

The BV-TCAM architecture for network intrusion
detection has been modeled by VHDL. The simulation
waveforms are shown above. Simulations have been
done in MODELSIM. The code has been synthesized
using XILINX tool. Synthesis report is also givearh
for BV-TCAM architecture.

Timing summary:
Speed grade: -6: Minimum period: 9.560ns (Maximum
Frequency: 104.588MHz):

e Minimum input arrival time before clock:
15.290ns
Maximum output required time after clock:
7.958ns
Maximum combinational path delay: No path
found
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DISCUSSION

The main contribution of present research
concerned our design combines and optimizes the
Ternary Content Addressable Memories (TCAMS)
and Bit Vector algorithms for packet header
classification in NIDS. The BV-TCAM architecture

for network intrusion detection has been modeled byakshminarayanan, K.,

VHDL and FPGA implementation with fairly low

system complexity and fast processing. The
Maximum Frequency is 104.548MHz and the
minimum period is 9.565ns.

CONCLUSION

The main contribution of present
concerned Ternary Content Addressable Memories
(TCAMSs) architecture for network intrusion detectio
has been modeled by VHDL and very efficiently
classifies header rules for NIDS in an FPGA have tw

Haoyu, S. and J.W. Lockwood, 2005. Efficient Packet

Classification for Network Intrusion Detection
Using FPGA. Proceedings of the 2005
ACM/SIGDA 13th international symposium on
Field-programmable gate array, Feb-20-22, ACM
New York, NY, USA pp: 238-245. DOI:

10.1145/1046192.1046223

A. Rangarajan and S.
Venkatachery, 2005. Algorithms for advanced
packet classification with ternary CAMSs.

Proceedings of the Conference on Applications,
Technologies, Architectures and Protocols for
Computer Communications, (SIGCOMM '05),
ACM New York, NY, USA., pp: 193-204. DOI:
10.1145/1080091.1080115

researchlLie, H., 2002. Efficient Mapping of Range Clasgifie

into Ternary-CAM. Proceedings of the 10th

Symposium on Symposium on High Performance
Interconnects Dec, 10-02, IEEE Xplore Press, pp:
95-100. DOI: 10.1109/CONECT.2002.1039263

aspects_ First, while using TCAM as a Component' WéVliCha.el, E.A., 2005. Architectures for Rule Pro(mgs

avoid the need to expand the size of rule set by on
using TCAM to classify the fields that is represshas
prefix or exact value. We further compress the neimb
of entries needed in TCAM due to the fact that the
number of distinct combined values of these figkls

Intrusion Detection and Prevention Systems. A
thesis presented to the sever Institute of
Washington University in partial fulflment of the
requirements for the degree of Master of science.
Saint Louis, Missouri.

very much less than the total number of rules. Béco Spitznagel, E., D. Taylor and J. Turner, 2003. leack

after the port ranges are transformed to prefinesuse

a Tree Bitmap approach to implement the multizet
Bit Vector algorithm. During the parallel operatiand
data structure size compression, the architectare i
optimized for both storage effectiveness
throughput. It is fit for straightforward FPGA
implementation with fairly low system complexity.
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