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Abstract: Civil Liberties-the term used for the fundamentbéfties and rights of a country's citizen is
the right of free speech, thought and action. Thithe fundamental building block of a democratic
society. This research essay outlines the currer@sores western governments are taking to ensure
our safety and the associated costs of civil anddwrights.
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INTRODUCTION knowledge, this kind of info-gathering is almosways
legal. This is because there are no laws regulating
Employers have a legitimate interest in electronic surveillance in the private sector waekp.
monitoring work to ensure efficiency and produdiivi Employers have a legitimate interest in monitoring
however electronic surveillance often goes wellwork to ensure efficiency and productivity however
beyond legitimate management concerns and becomean be argued that electronic surveillance ofteasgo
a tool for spying on employees. In 2002 postalwell beyond legitimate management concerns and
workers in New York City were horrified to discover pecomes a tool for spying on employees. Computer
that management had installed video cameras in thg@ata banks help employers track employees' past
restroom stalls. Female workers at a large Northemployment records, financial status and medical
Eastern department store discovered a hidden videistories. Although there are laws that prevent an
camera installed in an empty office space that wagmployer from sharing intimate employee information
commonly used as a changing room. Waiters in &yith individuals outside the company, there are few
large Boston hotel were secretly videotaped dressin;estrictions on an employer's right to share ithwit
and undres_sing in their locker room. Alth_ough ir;thea people on the insidé
of these instances the employer claimed it was \ye gre living in a digital world and surveillanise

concerned about theft, no illegal acts were €Velery much part of that. It seems that we have $b get
uncovered. But the er_nplgi/ees were robbed of theif;geq (o that. One of the most intrusive mechanisms
d|gn\|/t\>/_ and personal privacy. . . present are speed cameras which pick up and réeerd

. ith the amount of information  that IS freely vehicle registration numbers of any vehicle travgli
avallable on the internet people are becom”.‘g MO0 fast along particular stretches of road. They d
informed  of what governments, = companies ®however often serve another purpose, and that is to

corporations are doing. The internet also providas . : ; ; . ' P 2
open forum where citizens can voice concerns faif ci |dent_|fy vehicles W'thO.Ut road tax. This is dortey
running the plates against a road tax database.

liberties. The Civil Liberties Monitoring ProjedE(MP) ) . .
is an American based organization whose mission In a security-conscious world at present, it seems
statement is to monitor, document, advocate andatelu that no activity is off limits to government inspea.
about civil rights and human rights abuses by lawP©!lS show that many people are willing to tolerate
enforcement and other government agencies. Thefim Increased surveillance, higher encryption standarus
CLMP, founded by local citizens of Southern Humiold Other measures for the sake of secﬁhtﬁut civil -
County, CA, is to encourage public awareness ofibertarians  worry t.hat the increased investigative
constitutional rights and encourage involvementhef Powers granted since the attacks, and people's
whole community in preserving and protecting them.€agerness to comply with them, have needlessly
The European equivalent is State Watch which mmito entangled innocent citizens and threaten to undermi
civil liberties, security and intelligence issues. constitutional rights to privacy and free speechiert
Modern technologies are providing unprecedentedvithout explicit limitations, some say that fear of
opportunities for surveillance. Employers can readeprisal may have a chilling effect on public bebav
email, look at workers' computer files and eavesamo ~ Given the proliferation of log files and massive
phone calls. Many companies also have cameragustomer databases, combined with easy access to

monitoring their employees all day. Since employeesontroversial sites and other information, the Nas
don't usually have access to their own electrolyical accelerated the debate over electronic informadioc

stored data, they can't correct inaccurate infaonat terrorisn¥’. In the United States since September 11th
Although it's often done without an employee’san unnamed supermarket chain had given shopping
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club card records to federal investigators andof the firm. An employee may take work home with
Lexis/Nexis, (the large database containing newshem and work on it on their own PC at home and not
articles, legal filings and public records of alhd#ts),  realize that they have just brought back in thessithat
says it is working more closely with law enforceren they did not even realize was on their home commpute
on several fronts since September 11th, includingret again these examples may be accidental butstiiby
"authentication” of individuals' identify. cost a lot of money. Email has also made it mudieea
for information to be passed from one company to

Computer monitoring: The Canadian Judicial Council another. This in turn makes it much easier for eygs
states that “computer monitoring involves the use o0 Ppass information to rival companies as sending
software to track computer activities. Monitoringayn ~ attachments by Email is easy to do and with theuaino
include tracking of network activities and security Of information that can flow through a companyande
threats, as well as Internet usage, data entryaiband easily missed. This kind of action can be catasimfor
other computer use by individual users. Monitoriag & company such as the case of an employee who came
done by someone other than the user, and may be ma@cross the plans for a new car design and passeutth
known to the user or may be surreptitious. In eithe @ fival which lead to the car design being scragmesting
case, the user has no control over the monitoringnilions. With all these dangers faced by busirtesisy
activities and the data that is generated.” people claim that there is no other alternative tout
Employers want to be sure their employees ardnonitor an employee’s use of Compu[férs _
doing a good job, but employees do not want invessi Employees however, are given some protection
monitoring techniques used throughout the work dayfom computer and other forms of electronic
This is the essential conflict of workplace moritgr ~ MONiforing under  certain  circumstances.  Union

New technologies make it possible for employers gocontracts, for example, may limit the employerght

. ) 7 to monitor. When using the internet for electromiail,
monitor many aspects of their employees’ jobs

: ) 'the employee should assume that these activities ar
especially on telephones, computer terminals, tinou being monitored and are not private. Most people

electronic and voice mail and when employees ar2vould assume correctly that the company’s own d-mai
using the internet. Most people have some form Okystem is being monitored because the employer owns
Internet access at work and a lot of them _have SOME and | allowed reviewing it. However many emplege
restrictions put on them. These may come in thenfor wrongly believe that by using web based e-mail
of Internet access control developed from pack#gg#s accounts that these are not being monitored. Indeed
were used to restrict children using PCs at honte bumessages sent within the company as well as thase t
this has proved difficult to implement and admieist are sent from your terminal to another company or
often preventing employees gaining access to tegi  received from another company can be subject to
sites; although they have developed new technologynhonitoring by employers. Several workplace privacy
that enables greater administration capabilitieshéo court cases have been decided in the employert fav
incorporated into applications. Thus different levef  e.g. Bourke v. Nissan, Smyth v. Pillsbury and Shaar
protection can be implemented for different empbsye Epson. Technologies to monitor workplaces have
Even with these development companies must trugeécome unavoidable facts of life. A survey by the
their employees to use the resource properlyAmerican Management Association in New York found
Sometimes this trust can be hard to understand. AWat 77% of major U.S. firms in 2001 recorded and
employee’s productivity, the company’s security andreviewed employee communications and activities on
liability are all affected by an Internet conneatiTake ~ the job - a figure that had doubled in just fouargt.

for example some of the figures banded about fer thMOre than one-third of companies surveyed said they
loss of productivity with employees using the Intetr do video security surveillance and 15 per cent gaag

: - : eep the tape or digital recordings for review of
dur_lng company time. Companies are reported to bémployee performance. Most of the firms reportexy th
losing millions of pounds each year due to empleyee

. : ; both review and record telephone conversations,
surfing on the_ web during working hours. A recent, Jicemail and e-mail messages, and monitor what
Chartered Institute of Personnel Development (CIPD), opsites employees go to Mény said they also

report found that UK companies are losing up t&B2. g tinely record the time logged onto a computed an
each year due to non-work-related surfing. Anothekne number of keystrokes people make in d'tay
report claimed that employees posed more problems t

businesses than hackers. Viruses can also beonitoring software and hardware: Keystroke
downloaded onto their system by the negligencéeift recording software has existed almost since thigadrr
employee’s. This can happen in a number of differenof the first computers. These programs create aofog
ways. For example an employee may receive a filall keystrokes typed and store the log file on the
attachments on a personal Email and when theomputer hard drive. These programs are generally
download it they may not realize that it containgras interrupted-driven (from the keyboard interrupthus,
which could cost the company millions if it werestop it consumes computer time while it reads the keyets
operations for any length of time depending ondize  and writes them to the computer hard drive. Furttier
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file on the hard drive may be discovered and ervasedncryption algorithm that has to date, proven to be
modified. When What Where was one of the firstunbreakable. This software is so strong that th®. U.
professional monitoring programs available, and ha®epartment of Defense has formally declared PGP to
continued to evolve. It can even be set up tdbe a "munition”, and has banned PGP's export autsid
automatically uninstall itself at a pre-determirgate, North America. Some believe that a legitimate use f
possibly preventing detection. Users also have thé¢he above systems might be where a parent or guardi
option of being e-mailed the log files and/or sigri has a serious worry about what their child is vieyvor
them locally on the hard drive. Spector soft casord ~ communicating with through the internet.

the screen images, and play them back similar to a

VCR. Some programs can email the keystroke 10@s t0 Goyernmental  surveillance techniques.  The

remote computer. European Council has taken steps to establish a

Anti-spy programs can detect and remove softwarg-onewide arrest warrant and a common definitibn o
keystroke recordersSpyCop can detect over 300 werrorist crime.” Germany's government has loogdene

available keystroke recording programs. SpeCtorSOfntestrictions on phone tapping and the monitoring of

acknowledges that it is detected by theyGuard o4 ang bank records and freed up once-proscribed

anti_spy_ software. Some anti-virus programs are als%ommunication between the police and the secret
beginning to attack the software keystroke recaraer services. In June 2002, the U.K. attempted to éhtce

well. McAfee anti-virus detects some of the pOF)UI"’Irregulations under the pretext of anti-terrorismttha
keystroke recording software. Erasers attempt te@ico .
would have mandated almost all lo al and national

the tracks of the computer user. Surfsecret Privac& i ies t . ithout a wa
Protector will erase all internet history, and bigt overnment agencies 1o gain access without a warran
from over 30 third party applications. Spy Guard © cornmunlcat!ons traffic data. Au;trgha introddce
combines the anti-spy functions with the eraserterr.OrISt Iaw_to mtercethhe email (giving powm)sthe.
nation's chief domestic spy agency, the Australian

functions by both detecting monitoring software and . li L . fené
erasing internet history. Security Intelligence Organization), creating afen$e

Hardware keystroke recorders contain two mairf€lated to preparing for or planning terrorist aeed
components: a simple microprocessor and non-velatilWill allow terrorist property to be frozen and seiz
memory. The microprocessor handles tasks such ablew Zealand commenced similar legislation in kegpin
interpreting keystrokes, checking for the accesdvith the bilateral legal harmonization agreemeritthe
password, and displaying menu options. Thetwo countries. India also passed its Prevention of
nonvolatile memory is a fairly large sized memory Terrorism Ordinance allowing authorities to detain
which is used to store the keystrokes. Non-volatilesuspects without trial, impose capital punishment i
memory retains data even during a power losssome cases, conduct wiretapping, and seize cash and
Hardware keystroke recorders come in two differenoroperty from terrorist suspects-despite concemns i
physical forms. Devices such as 4spycameras kéggstro would be used to suppress political opponents.
recorders are about the size of an AA battery, @lngd The introduction of compulsory identity cards in
into the back of the computer between the keyboar@ritain has moved a step closer with a plan for
port and the keyboard cable. The InstaGuard computeentitlement cards”. It is suggested they wouldibed to
security keyboard has the hardware keystroke record clamp down on fraud by checking rights to receiéN
physically built-in to the keyboard case. In bofhtese treatment, education and state benefits. The
cases, the power to the device is supplied by thgompyterized cards could store a  photograph,
keyboard port, so that no additional WIring 1S resegy. fingerprints and personal information including ram
Hardware keystroke recorders require no speuahzeénd address. David Blunkett has stated that the s
software on the computer system. They are access%cil the cards would be to demonstrate what entitteme

through a *host program , which can be any WorOIpeople have to state services and not to iderfiént

processor or text editor. Hardware keystroke resard David Blunkett states that "We' tint teduist

are constantly examining the keystroke stream ki avi unkett states tha e're not interestequ
navmg another form of ID because people alreadg laa

for the access password. As soon the device sees t - . N
access password, it temporarily shuts down thdassport or driving licens®" It is thought the system

keyboard and "types" a menu on the screen. This jsould also make it easier for banks to cut down on
perhaps the most novel aspect of the hardwarklentity fraud, such as credit card crime or bogesefit
keystroke recorder. This technology allows hardwareclaims however Liberty's (a civil liberties orgaation)
keystroke recorders to be used without installing a campaigns director Mark Littlewood called on the
software on the computer system, and allows rengrdi government to look at alternative ways of tackling
to take place without consuming any CPU cyclesidentity fraud. Rejecting the idea that people \dombt
Another technology which has governments scared ibe forced into carrying the cards, he said: "$fging to
Pretty Good Privacy (PGP). PGP allows the encryptio be necessary to have one to access all typesvidesdr

of information - including electronic mail - withna is, for all intents and purposes, compulsbty"
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Since 11 September 2001, some people it seensystems will have audit trails and features to duar
have become more prepared to give up civil liberiie  against abuse.
order to increase security. Not everyone however is
convinced that limiting privacy is a good thing. In Privacy rights organizations. There are those who
2004, US scuba divers found out just how far thglo oppose the invasion of privacy and fight for thghts
arm of the law can reach since 11 September. Hederaf victims of internet abusers. Two of these
agents concerned about scuba-related terrorists plarorganizations who oppose privacy invasion are the
requested the entire database of the ProfessionBrivacy Rights Clearinghouse and the Electronic
Association of Diving Instructof. Unknown to most  Privacy Information Center (EPIC).
of its members, the organization voluntarily handed
over a list of more than 100,000 certified diversPrivacy rights clearinghouse: The Privacy Rights
worldwide, explaining later that it wanted to av@d  Clearinghouse is a non-profit consumer educatioth an
FBI subpoena that would have required far moreresearch program which educates on controllingopeits
information to be disclosed. Of late, private das#s information by providing practical tips on privacy
have found their way into the hands of federalprotection. The majority of people on a daily bagie
investigators hungry for any scraps of data thaghtni away information. “Junk mail” is among the top five
serve as leads in terrorism investigations. Grocergonsumer complaint topics each year. Wireless phone
shopping lists, travel records and information fromhave become very popular the last number of yeais a
other, public databases have all been caught in théae number of people who use them is steadily grgwi
government's anti terrorism &t Although wireless devices have many advantages,

The Federal Bureau of Investigations (FBI) runs arprivacy isn't one of them. Depending on the type of
internet surveillance tool called Carnivore, (orphone being used, other people can listen in to
DCS1000) which allows law enforcement agents toconversations. Scanners can zoom in on devices as
intercept and collect E-mails and other electronicdiverse as baby monitors and walkie-talkies, and ca
communications authorized by a court order. Dutéo  intercept any transmission from emergency and @olic
nature of packet networks it is a lot harder tontifg  calls to aircraft to weather reports to user maiatee
particular target information compared with tramlithl ~ reports, among others. Wireless phones that operate
telephone systems. FBI personnel only receive aed s higher frequency (900MHz to 5.8GHz) are more secure
the specified communications addressing informatiorbut not immune to monitoring. Pager messages ace al
associated with a particular criminal subject'svise; ~ not immune to monitor, as networks are generally no
concerned which a particular court order that heesnb encrypted. They transmit on lower frequencies tadio
authorized. Recently, according to an FBI pressas# scanners and baby monitors, etc. Operate on, glthou
the FBI uncovered a plot to break into National Bua messages cannot be deciphered without special
armories and to steal the armaments and explosivesgiuipment attached to the scanner. It is still @gicbn
necessary to simultaneously destroy multiple powekvhether text messages, or Short Message Services
transmission facilities in the Southern United &at (SMS) from mobile phones can be intercepted.
“After introducing a cooperating witness into thmmér A person’s chance of landing a job or getting
circle of this domestic terrorist group, it becanlear ~ promoted may depend on the information revealed in
that many of the communications of the group werédackground check. Background checks can be random
occurring via E-mail. As the investigation closed, as current employees may be asked to submit a check
computer evidence disclosed that the group wadut they are often asked from a job applicant. For
downloading information about Ricin, the third most certain areas of employment, screening is compylsor
deadly toxin in the world. It is easy to understaviy ~ for example au pairs and teachers need to haveaa cl
people feel uneasy about Carnivore. The instatlatib ~ record to stand any chance of a job and employéts w
Carnivore of ISP facilities is carried out only Byl  scour through their employment history to ensueyth
technicians and all the traffic on the ISP goesugh have no previous history of ill-treatment of chédr In
the surveillance system which can leave it open tghort, employers are being cautious, although eppls
unauthorized surveillance. The system is reportedlynd current employees may fear that employersdigll
able to track a lot more information than it neadich ~ through their history for other reasons than the jthe
anyone with the correct passwords can acces$hings an employer needs to know about the apglican
Compared with traditional wiretapping systems wherecan vary with the nature of the job. Negligent rri
the provider of the service gathers the informatiwat ~ lawsuits are rising, and if there is an acciderg th
is required by a court order and hands it overhiw t employer can be liable, which is a good reasoneto b
agency that requests it, the FBI system can byihéss ~cautious about potential employees.
This leaves them open to the claim that they brgak
of the American Amendments that prohibits law Electronic privacy information center: EPIC is a
enforcement agencies from gathering more informatio public interest research center, which focuses ipubl
than is required although the bureau says thatrdutu attention on emerging civil liberties issues. Imuary
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2004, their Alert newsletter mentioned an agreemen€ommission Act and constituted an “unfair and
between the US and the EU concerning the disclosuréeceptive trade practice”. EPIC provides an extensi
of passenger name records of Europeans travelling trange of secure communications tools on its sith s1$
the US. The European Parliament criticized thisCrypto Anywhere, Ensuredmail, Hushmail and
agreement, and urged the European Commission telutemail. These tools all basically allow securmaH
broker another agreement, which offered genuineraffic through encrypted connections.
privacy guarantees for air passengers. Pending
conclusion of this new agreement, the European
The parliament’s resolution asked European coumntrie
to immediately comply with European and domestic Governments are seeking to control the internet
data protection laws. The Spanish government puand monitor computers because of the current thofeat
forward a proposal suggesting airlines which operatterrorism. In the US, the Patriot Act has been
within Europe would be required to provide passengeintroduced. This brings into question civil libedi of
data to governments in the EU country of arrival. privacy versus security for a government or employe
In regards to SPAM, EPIC supports the creation obr indeed another individuél
a Do Not E-mail Registry to prevent spam, which Indeed, the current trend of information gathering
supports enrollment at the domain-level, so thais growing and without proper restrictions leaviitg
individuals can enjoy whatever benefit it giveshemit open to abuse and mishandling. The freedom of
revealing the individuals email address. EPIC alsdnformation act entitles us to know exactly what
encouraged anti-spam principles endorsed by @formation is being held for us by businesses eveh
coalition of privacy groups, which urged regulattws the police. There is a very small amount of peoyte
adopt a clear definition of spam as unsolicitedkbu actually know this or who take of advantage of this
commercial mail, to establish opt-in protections, t opportunity. There is always a chance that incarrec
establish private rights of action for individual®y information gathered about us is being used insiteas

CONCLUSION

enable technical solutions for spam, to supporthat affect us adversely in the future. Simon Dsfie
international anti-spam co-operation, and to oppossums this topic up and splits the beliefs of citzénto

preemption of state efforts to curb spam.

just two groups. “A sceptic would call this censops a

EPIC and a coalition of privacy and consumerpatriot would call it cooperation.” This is true @
groups have put pressure on Google to suspenthits p certain extent but it is in everyone’s interesak the

to deploy G-mail: a web mail system that will sceers’
communications in order to target advertisemertiss ib
regarded as an unprecedented invasion into thaqyriv
of communications. The system keeps communications
for an extended period of time, causing users ‘e fess
privacy protection in their communications.
launched a page on its site on the privacy of digloy in
the aftermath of United Nations Secretary Kofi Amna

and other UN officials personal conversations’ and?-

telephone communications being bugged by the US

National Security Agency and the British Government3

Communication Headquartéts

In January 2003, European governments forced
Microsoft to modify Passport - an online autherttara
system which identifies internet users and enatfles
transfer of personal information between various
websites around the world- in order to protect th

privacy rights of computer users in the European

Union. It was found that Passport violated sevéidl
data protection rules. In stating this rule meant

Microsoft had to make more clear privacy rightsemd g

European laws and to collect and process persatal d
fairer. It also gives users the right to indicate asite

by- site basis which personal information they wish 7.

disclose. This rule has waited almost 18 monthsesin
EPIC and a coalition of privacy and consumer groups
initiated a complaint against Microsoft at the Fadle

Trade Commission in July 2001, which alleged thatg.

Passport violated a section of the Federal Trade
229
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difficult questions of our governments and to prese
our civil liberties today, but for the future geatons.
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