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Sexting, Texting, Cyberbullying and Keeping Youth Safe Online
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Abstract: Problem statement: The issue of cyberbullying is one that has raitesl concerns of
parents, educators and law enforcement. Todayrehildave cell phones with internet access as young
as age eleven and some have cell phones as youageagight making them all vulnerable to
cyberbullying.Approach: The aim of this study was to explore differencetsveen third, fourth and
fifth graders perceptions of cyberbullying as achion of having a cell phone, by gender and grade.
Data was collected from 835 third, fourth and fifffaders in Massachuset®esults: An analysis of

the data revealed that 35 % of third, fourth arfthfgraders had their own cell phone, 11.4%
responded that they had received mean or hurtfailean text messages about them and 45.6% of the
students responded that they had been bullied hodc Differences by grade and gender were
examined. Results indicate that although 27% qgfaedents worry about being bullied online, only
12% had someone talk to them about bullying oniStedents in third grade were more in agreement
that they worry about being bullied online and mstr®ngly reported being afraid of being bullied by
other students at school. Female respondents wene nm agreement with the prevalence of
cyberbullying or receiving hurtful emails and teressages about them and oth@umnclusion: The
findings suggest that students are provided witthrielogy at young ages and receive very little
guidance to protect them from cyberbullying.
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INTRODUCTION reputation; the social and emotional side of ballyi
and preventing cyberbullying.

The virtual world poses both opportunities and
risks for generation net. A number of factors ieflae  Technology use in children and youth: Mishnaet al.
those risks and opportunities. Educators and paren{2009) found that children are using technology at
must be cognizant of the preference for technotmgyr  younger ages and that by underestimating theirausag
face to face interaction and must help guide childr we may be failing to protect children from the dersgy
with safe online practices. Increased media atterttt As a parallel to Mishnaet al. (2009), this study
cyberbullying and online behavior emphasizes thatollected data, from 835 third, fourth and fifthaders
many young people are concerned about both the real Massachusetts, approximately 23% of third and
and virtual world. Given guidelines and providedtwi fourth graders have their own cell phone and ithfif
training on the risks with technology and online grade that number doubles to approximately 55%.
activity, our children can prevent cyberbullyingdan Mishnaet al. (2009) findings support that cyberbullying
protect their online reputation. occurs in front of peers and there are usuallyanasrs

For most children, sexting and texting are part ofas in traditional bullying. Mishnat al. (2009) also
the online behaviors on which children are spendingeported that almost all children stated they waudbd
more and more of their time. Cyberbullying threaten share with their parents that they have experiemred
the overall well being of our children and teenagemd  witnessed cyberbullying. This supports the notibat t
there is little research that studies online batravbf  adults must be aware and trained on how to guide
elementary age children that offers insight to rthei children through cyber interactions to prevent
perceptions of the virtual world. Adults must cyberbullying.
understand the following five key areas that hederk
the cyber interactions of children safe and healthyPrevalence and impact of cyberbullying: Li (2006)
technology use in children and youth; prevalencé anand Luanet al. (2008) found that cyberbullying is
impact of cyberbullying; sexting; texting and omin prevalent in our schools, that over a third of tiyber
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victims had been harassed multiple times and tet | age 12-17 use social networks with a posted prafilé
to half of the cyber bullies had bullied others mtitan  picture. Kowalski et al. (2007) define sexting as
three times using electronic means. Ybatral. (2006) sending a text containing a nude or sexually eitplic
support findings with their own findings that with photo. It is essential to make students awarettiese
traditional bullying, boys are more likely to bulthan  texts could be sent to thousands with a few cli€ksxe
girls, however with online bullying, the incidenégse  disseminated, these photos and texts can harm their
equal. Boys are as likely as girls to bully othendine.  reputation and even constitute criminal activity.
Data from the Second Youth Internet Safety StudyResearch supports that sexting may have long term
(YISS-2, a national survey of 1,500 households ofconsequences that impact the future such as higher
youth between the ages to 10-17) by Ybaetaal. education choices and employment opportunities
(2006) showed that 1 in 3 youth reported that thag  (Kowalskiet al. 2007).
harassed someone online at last once in the previou Kowalski et al. (2007) note that teens do not
year. Of the youth who said they harassed someongonnect the risky sexting behavior with the podisibi
online, 82% said that someone else had said mean of any negative outcomes, because their brainsieire
hurtful things about them online. Cassidyal. (2009) fully developed; particularly the pre-fontal cortéxat
determined that young people want to dialogue aboutissesses risks and considers consequences.
cyberbullying and suggest that schools need toigeov Additionally, they reinforce that parents needaitk to
opportunity for students to discuss cyberbullyiitg, their children about the possible risks and dangers
impact and ways to prevent this behavior. themselves and others. Diliberto and Mattey (2009)
Over the last decade, research shows thaliscusses the role school nurses could play indsho
cyberbullying has expanded and has become recafnizeducate students and parents to both prevent legal
as a serious issue among our youth (Ybarra andction that may result from sexting and cyberbabyi
Mitchell, 2004). Cell phones and internet and to alert students and parents to the emot&ireds
communication do not allow the opportunity for the that often accompany these behaviors. Cassidy.
parties to read visual clues. It is difficult if ho (2009) reported that students want to talk about
impossible for children to know the impact of their cyberbullying and be involved as part of the soluti
communication. This anonymity can lead to seriousThey also found that students were more likelyetmort
aggression. Internet harassment is a health issue fcyberbullying about another student than they were
both the harasser and the victim. They are sulgeitte  report it when it happened to them.
same psychological stressors as other forms ofibgll Cassidyet al. (2009) supports that cyberbullying
Educators, parents and law enforcement officialdakes place among groups of friends. Ybarra and
deal with the issues of cyberbullying with victims, Mitchell (2004) discuss how when there is poor €are
perpetrators and bystanders. Before we can tabide t giver monitoring of online behavior the childrem awice
problem we must understand the online behaviowof o as likely to harass others online. Also, youth wéport
children and understand their perceptions regardingot having a close relationship with their careegivare 3
cyberbullying and online activity overall. Studemtio  times more likely to harass others online. Thispsufs
are cyberbullied experience depression, anxietythe need for adults to monitor carefully what their
difficulty concentrating and often want to miss @sh  children are doing in cyberspace. Cassithal. (2009)
Ybarra and Mitchell (2007) support that studentsowh noted that given a choice of solutions for cybdsfudy,
perpetrate cyberbullying are more likely to engage the top four were “setting up anonymous phone lines
risky behavior. Students who receive these texts anwhere students can report cyber-bullying;... develgpi
view cyberbullying online also feel nervous andprograms to teach students about cyber-bullyingiend
anxious over the exposure. Wang ak (2009) effects;...punishing students who participate in cybe
discussed that positive parental behaviors prafectebullying;...[and] working on creating positive self-
adolescents from both bullying and being bullied,esteem in students.”
including cyberbullying. One in five teens participates in “sexting”,
according to a nationwide survey by the National
Sexting, texting and online reputation: In a study by Campaign to Prevent Teen and Unplanned Pregnancy.
PEW Internet and American Life Project, Lenhart andThe American Academy of Pediatrics (AAP)
Madden (2007) reported that more than half ofrecommends that parents should talk with children
adolescents ages 12-18 had cell phones. Texting mbout sexting as soon as a child is old enouglate la
regularly used among young people and more than 73%ell phone. AAP suggests asking kids about theeissu
of teens to communicate. Additionally, over 55%ntee even if they have not been impacted directly, veith
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age-appropriate explanation. For very young childre respect, personal safety and empathy for othersaand
this could be explaining that text messages shoeler  clear understanding of the consequences.
contain pictures of kids or adults without theiotbles
on, kissing, or touching each other. For olderdreih  Preventing cyberbullying: With the introduction of
and teens, explain that “sexting” often involvestpies  electronic communication, kids have been able to
of a sexual nature and is considered pornographyexpand the ways they can hurt one another. Thidean
Parents, schools and all those who care for childrel  done by sending cruel or threatening emails antl tex
teens need to understand how to prevent misuse amdessages. Students can spread rumors online aod set
abuse of cell phone and other media applicatiohss T websites that poke fun at someone. There are chat
includes promoting positive online behavior in therooms, blogs and social networking websites that ar
cyber world. available to all who wish to participate. These t&n
Ybarra and Mitchell (2007) define interpersonalfilled with nontruths, damaging lies, personal
Internet victimization as the report of unwantedus¢  information and embarrassing secrets about a studen
solicitation or harassment over the Internet. Retju  This information can be transmitted to an entitelsht
engage in sexual activities, sexual talk or antation ~ body and beyond with a simple click of a buttonc®n
to reveal personal sexual information are all eletmef the information is out there, whether it is true rat
the category of unwanted sexual solicitation ordoes not matter. Others can simply pick up on @& an
harassment. The possession and production of chilexpand on it to even greater levels of cruelty. Witiee
pornography is against the law. Youth need to knowvictim is not in front of them, kids seem to become
that if they participate in texting it is not orilpmoral,  much braver and are willing to send or forward mean
it can be illegal. messages. Parents should be familiar with whonr thei
children are communicating and know their onliné an
The social and emotional side of bullying: cellular friends just as we know the friends inithe
Aggression and victimization in child and adolegcen class, school, or in the neighborhood.
peer groups compromises children’s safety and The use of text messaging and other global
development (Snyderet al., 2003). In both the communication media has made exposure to
aggressor and victim, bullying is sign of potential cyberbullying more commonplace and children are no
psychiatric disorders (Turkel, 2007). Social-coyeit longer safe when in the proximity of adults. Many
approaches may be useful in preventing relationathildren think that text messages disappear andraye
aggression. Culotta and Goldstein (2008) found @etween the sender and the recipient or recipidets.
significantly ~ high  correlation ~ of  relational them know that they become part of the virtual dorl
aggression with jealousy; adolescents who reportednd can be retrieved if necessary. Additionally,
being more jealous than peers engaged in moreéalat messages may be forwarded and shared with others fo
aggression. These jealous adolescents may motivaighom they were not intended.
bullying behaviors. Girls’ reported higher leveld o We would not allow children to enter places that
jealousy. These findings suggest that gender bgyposed them to alcohol, drugs, guns and othes risk
considered when in intervention and preventionr&$fo  ang dangers. Likewise, we should be discriminating
The ability to develop and maintain healthy gpqyt the virtual places children and teens Virents
relationships are important skills for children learn. need to protect their children as well as take

As a child grows into adolescence, peer relatigreshi g, qgibility for their use of technology. Somel ce
are of increasing importance and positive peer

interaction during adolescence is an indicator haf t phones aIIowdchlldren toh take pictures, ty;r:)]e text d
ability to maintain successful relationships in idoiood messages and access  the Internet, anywhere - an
(McElhaney et al., 2008). As they grow, they are anytime, which can allow them to bully other kids 12
confronted with peer pressure and interpersona?1 day and seven days awe_ek. .

conflicts. Bullying negatively impacts children and There are bystanders in the virtual world and they
adolescents’ abilities to create peer relationstipd ~Need adult intervention as well as those who aee th
maintain a healthy lifestyle (Dakest al., 2003; Perpetrators and victims of cyberbullying. Kids dde
McElhaney et al., 2008, Sumalatha and understand that by reading the cyberbullying materi
Ramakrishnaiah, 2004). When children know how tothey are participants and equally responsible far t
choose and maintain good friends, they feel confide hurt. Correspondence over the Internet via e-ntex

and safe. Responsible decision making is abouingutt messages, postings and instant messaging has an
the social and ethical skills to action. Childrezed to  informality that allows for any font and an accep@

be guided to make responsible decisions based aof ignoring basic grammar and spelling. There lisgo
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with shortcuts to send messages in few words andemographic questions regarding gender, grade and
letters. This quick approach to virtual communicati having a cell phone. Responses to the questions wer
often leads to quick responses with little thoughhow  either coded as (a) a Likert scale from 1 (strongly
a message may be interpreted or utilized. agree) to 5 (strongly disagree); (b) yes, no; Qrgc
Online harassment and bullying may impact anumerical choice.
child’'s ability to concentrate in school, their
involvement in extracurricular activities, their Ifse
esteem and even their desire to stay in schoobd@sh
must educate students and parents about cyberyllyi
to protect the learning environment. This meanpihgl
everyone to understand the nature of cyberbullging
how the access is infinite.

Procedures: The data was collected by the school
district as part of their bullying prevention iaitive. This
archival data was utilized to explore perceptiohthind
through fifth grade students regarding cyberbudlyifihe
mean of the participants’ response to various guest
were examined by gender and grade.

RESULTS
MATERIALSAND METHODS
Sexting, texting, cyberbullying and online
The purpose of this study was to explore thereputation must be addressed with young peoplel h
differences in perceptions of third to fifth grade keep them safe and protect their future. The péimep
students regarding bullying and cyberbullying. regarding cyberbullying were analyzed from an arghi

Differences in gender and grade were also explored. survey of bullying and cyberbullying of third thrgiu
fifth grade students. Differences in perceptions of

Resear ch questions: cyberbullying in regards to gender and grade were
examined.

» Does the perception of the prevalence ofR

cyberbullying differ with respect to having a grade prevalence of cyberbullying differ with respect to
and gender? _ _ _ having a grade and gender? Differences by gender
* Does the perception of worrying about being\yere found on the prevalence of cyberbullying. The
bullied online for third to fifth grade studentdfer articipants were asked to rate if they felt thewen
with respect to having a cell phone, grade anqgcejved mean or hurtful text messages about them b
gender? . responding yes or no. Overall, 6.3% of respondsaits
* Does the prevalence of having someone talk tqhey have received mean or hurtful text messagestab
them about bullying online for third to fifth grade them and 10% have received these same kinds of
students differ with respect to grade and gender? messages about others. Approximately 67% of the
o _ o _ _ responses that indicated they have received mean or
Participants: Eight hundred thirty-five third to fifth  pytful text messages about them and the 57% wHo ha
grade students completed the survey. The genergbceived mean or hurtful text messages about otenes

sample included 423 boys and 412 girl participantsfemale. No differences were reported by grade level
Approximately 0.03% of the participants were Afriea

American, 97.7% were White, non-Hispanic, 0.08%Research question 2: Does the prevalence of
was White, Hispanic and 2.19% were of other ethniovorrying about being bullied online for third to fifth
origin. grade students differ with respect to grade and
gender ? Differences by grade level and gender were
Instrument: The survey gathered perceptions towardsfound on the prevalence of worrying about being
bullying and cyber-bullying among third throughtliif  bullied online for third to fifth grade studentsvéall,
grade students in a school district in Massachsisett 27% of respondents reported being worried about
This 47 item survey was a self-administered,bullying online. Worrying about being bullied ordin
questionnaire that participants were able to cotaple decreased as children advanced in grade. For third
independently. The survey contained questions t@raders, 36.3% reported worrying about being bdillie
obtain student’s perceptions of cyberbullying. Theonline, for fourth graders, 27.7% reported worrying
survey consisted of three factors: (a) prevalente cabout being bullied online and for fifth graderg%d
cyberbullying, (b) comfort level of dealing with reported worrying about being bullied online. Igaeds
cyberbullying and (c) adult intervention in to gender, 31.3% of females responded being worried
cyberbullying. The survey included both ordinal andabout being bullied online and 22.8% of males
nominal response choices. The survey included 4esponded being worried about being bullied online.
526
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Research question 3: Does the prevalence of having
someone talk to them about bullying online for third

to fifth grade students differ with respect to grade

and gender? Differences by grade level and gendere.
were found on the prevalence of having someonetdalk
them about bullying online for third to fifth grade
students. Overall, 11.9% of respondents reportéaybe
worried about bullying online. Having someone tadk .
them about bullying online increased slightly as
students entered fifth grade. For third graders9Q%0
reported having someone talk to them about bullying
online, for fourth graders, 10% reported having
someone talk to them about bullying online andfiftin

Provide opportunities for your child to practice
your morals and values virtually as you do in other
areas within your community

Monitor and supervise all virtual communication
and reinforce the consequences of inappropriate
communication including legal ramifications of
certain online behaviors

Remind children not to write or do anything that
they would not want to be seen publicly as the
internet is an unregulated public forum and nothing
is private

To assist with preventing cyberbullying and

graders, 14.4% reported having someone talk to therkeeping youth safe online, educators and educationa

about bullying online. In regards to gender, 14.686
females responded having someone talks to themt abou
bullying online and 9.4% of males responded having
someone talk to them about bullying online.

DISCUSSION *

The findings from this study indicate that
elementary age children are concerned about
cyberbullying and may benefit from discussions that
foster online and media safety and bullying preieent
Analysis of data found that 27% of third througfthfi  *
graders worry about being bullied online and only
11.9% report having had someone talk to them about
bullying online. These findings support the need to*
equip our children, as young as possible, about the
technology they are growing up with. A little ovar
33% of third graders report worrying about beinge
bullied online. Educators and parents should
incorporate the knowledge to prevent cyberbullyang
keep our kids safe in the virtual world. These ifigs
support the notion that that it is never too eady
address online behavior to prevent sexting, texting
cyberbullying and online reputation.

To assist with preventing cyberbullying and
keeping youth safe online, parents should:

leaders should:

Include virtual interactions in developing and
modeling empathy and compassion in the virtual
world

Provide training and professional development on
appropriate and acceptable virtual interactions for
students, parents, educators

Include virtual scenarios and issues in regular and
ongoing bullying prevention efforts for all
stakeholders

Provide opportunities for parents to receive
training on the technology their children are
regularly accessing to keep them safe and healthy
Gather perspectives of online behaviors from
students and put in place effective measures to
monitor and supervise virtual interactions

Incorporate online safety principles in their
policies, procedures and curriculum

Collaborate with the media center and local
libraries in providing resources to promote

information literacy to help students to navigdte t
internet and locate valid online content and
resources

CONCLUSION

Clearly the research indicates that unmonitored

« Demonstrate caring and concern for others in yout -.ass to the Internet can place students in darger

virtual interactions and discuss

decision-making

responsiblecyherhullying has increased at alarming rates @eal
and Hall, 2007). Unlimited access provided by most

* Include regular communication about online ce|l phones can allow for text messaging and other
friends and virtual communication as a part oftools to exclude or hurt others (Kowalski and Limbe
maintaining a healthy parent child relationship and2007). Cell phones with texting and Internet access
regular and open family communication andare an integral part of the virtual landscape & th

discussion

« Know the technology and virtual

youth today. Although the availability of technolog
locations for children is ever increasing, students arergllus

regularly accessed by children and teens and thethat they are given these tools with little or no

respective parental controls and safety features

instruction about how to protect themselves from th

« Stay vigilant as technology is constantly changing dangers of cyberbullying.
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To prevent cyberbullying and keep youth safeLuan, W.S., N. Siew F. and H. Atan, 2008. Gender
online we need to do a better job discussing and differences in the usage and attitudes toward the
educating our children, embedding this educatiotihén internet among student teachers in a public
primary grades. In addition, schools should gather  Malaysian University. Am. J. Applied Sci., 5: 68976
information from students to find out in they worry DOI: 10.3844/.2008.689.697

about being bullied online and if adults are pcElhaney, K.B., J. Antonishak and J.P. Allen, 2008

communicating with them about online activities and  «They |ike me, they like me not”: Popularity and
behaviors. Educators and school leaders need rigaini adolescents’ perceptions of acceptance predicting
specific to cyberbullying so they in turn can tatk social functioning over time. Child Dew9: 720-731.

students about the dangers of cyberbullying ang hel DOI: 10.1111/j.1467-8624.2008.01153.x

parents reinforce a message of safety and respeqfjishna, F., M. Saini and S. Solomon, 2009. Ongoing
Cyberbullying and online interactions impact their and online: Children and youth's perceptions of
.SChOOI and Iearnlng_ Experience and must be an cyber bullying. Child. Youth Serv. Rev., 31222-1228.
integral part of providing and safe and bully free DOI: 10.1016/j.childyouth.2009.05.004

learning environment. Snyder, J., M. Brooker, M.R. Patrick, A. Snyder and
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