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ABSTRACT

Cryptography is the science of using mathematie$'shused to hide information or data that is being
sent between participants in a way that prevertisrgpeople from reading it. The need of exchanging
messages secretly promoted the creation of cryptesys to enable receivers to interpret the
exchanged information. In this study, a particydablic key cryptosystem called Rabin Cryptosystem
is presented considered with the help of ChinesaiR#er Theorem. Since the decryption algorithm of
the Rabin cryptosystem is based on computing squarts modulo n, where n = p.q where p and q are
primes. This study suggests a modification of Radriyptosystem that can make the cryptosystem
more immune against some attacks. This modificatbmuses on considering n = p.q.r where p, q and
r are primes. This new modification of Rabin cryptstem is called H-Rabin Cryptosystem. Also,
some basic mathematical concepts are explaineditafitthlly compares the H-Rabin Cryptosystem,
RSA cryptosystem and Rabin cryptosystem in termssefurity and efficiency This H-Rabin
cryptosystem is a public key cryptosystem wherephieate key is composed of three primes, p, q and
r and a public key composed of n = p.q.r and based on the hardness of factoring. Therefore, this
new modification can make the cryptosystem more imenagainst some future attacks.

Keywords. Cryptography, Rabin Cryptosystem, Chinese Reminderorem, H-Rabin Cryptosystem,
RSA Cryptosystem

1. INTRODUCTION 2. CHINESE REMAINDER THEOREM

The Rabin cryptosystem is a public key cryptosystem2.1. Theorem
technique, whose security, like that of RSA o ] )
cryptosystem, is related to the difficulty of inezg Let ml, m2.., mr are pairwise relatively prime
factorization (Haratyet al, 2006). This cryptosystem Positive integers and letl, a2... ar be integers. Then the
was suggested in 1979 by Michael Rabin as a vadfint System of congruence’s;= ai (mod mi) for ki<r, has a
RSA cryptosystem for which factorization of modulo ~ unique solution moduldv. (Sorin, 2007) WhereM =
has almost the same computational complexity asm.m...m, which is given by:
obtaining the decryption transformation from the
encryption transformation (Rosen, 2005). The achgmt x° alM1lyl+a2M2y2+...+arMry( mod NI ,
of Rabin cryptosystem is that it has been proven tife
decryption of Rabin cryptosystem is as difficult the
integer factorization, which is not currently knowm yi®(Mi)-1(mod m) for1£i£r
be true of the RSA problem (WFE, 2014). The
disad_vantage of it is that each output_of t_he Rabins 5 proof
algorithm can be generated by four possible inpbits.
each output, which is a block of a cipher text, is Itis clear that, gcdMi, mi) = 1 for Xi<r and gcdfi,
presented in the decryption procedure to four fdassi mj) = 1 wheneveri#j. Therefore, theyi all exist
inputs which represent a block of the original ptekt. (determined easily from the extended Euclidean

where Mi=M / mi=m.m ...m .m .mran
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Algorithm). We can find an inverse yi &fi, so thatMiyi If C andt are known, the plaintext ise® with C=

= 1 (modmi), we have aiMiyi= ai (mod mi) for Ei<r. m? (mod n). For a composite(that is, like the Rabin
On the other handiMiyi = 0 (modmj) if j #i (sincem; | algorithm’s n = p.q) there is no efficient method
Mi in this case). Thus, we see that ai (mod mi) for known for the finding ofn. If, however t is prime (as
1<i<r (Arpit and Mathur, 2013). are p and q in the Rabin algorithm), the Chinese

If X0 andx1 were solutions, then we would hax@ remainder theorem can be applied to solve fior
x1 = 0 (mod mi) for all i, so x0x1 = 0 (mod M), (Arpit and Mathur, 2013).
Thereforexl = x0 (modM). This shows that the solution Therefore the square roots:

the system of congruences is unique modib
m, :ﬁmod pm :\/T:modc
3. ENCRYPTION OF RABIN
CRYPTOSYSTEM Have to be computed.
So, by the supplication of the Chinese remainder
All the public key cryptosystems have a public and theorem, four square roots come out. The four sguar
a private key. The public key is used in the entigp ~ '0Ots are t, -t, +s and-s af+nZ0Z/ iz are Computed

procedure and can be published, while the private k (Z/nZ here stands for the ring of congruence classes
must be possessed only by the recipient of themodulon). The four square roots are in the set {0, 1,

message and used in the decryption procedure?,...... n-1}:
(Jeffreyet al., 2008). _
The key-generation process is as the following: * 1= (¥pP-my + Yg.q.m)(mod n)

+  -t=n-t

. Choose two large distinct primep and q. ° S= ¥P-MyYe.q.mp)(mod n)
However the scheme works with any primes, * -S=0N-S
choosep = q = 3 (mod 4) to simplify the
computation of square roots modylcand q (see
below) (Arpit and Mathur, 2013)

» Letnthe public key such that n = p.q

» Letthe primeg andq are the private key

One of these square roots (mod n) is the original
plaintext m. Rabin pointed out in his study, that if
someone is able to compute both, r and S, thes aksd
able to find the factorization of because.

Either gcd (Jt-s|,n) = p or gcd (Jt-s|,n) = g, wher
_ . gcd means the greatest common divisor. Since the

To encrypt a message only the public keyis  Greatest common divisor can be calculated effityent
needed, thus a cipher text is produced out of they,, are able to find the factorization of n effiaily if
original plaintext. To decrypt a cipher text thettars you know t and s.
pandqofnare needed. , The decryption procedure requires to compute square

The encryption process is as the following: roots of the cipher tex€ modulo the primep and q

) (Schmidt-Samoa, 2006). Picking = q = 3 (mod 4)
« Let P ={0, 1, 2,......,n-1} be the plaintext space permits to calculate square roots by:
(consisting of numbers)

 lLetmeP ={0,1,2,...... ,n-1} be the plaintext Lpe)
+ Let C be the cipher text that can be computed by, C m,=C*" "modp
= n? (mod n)
And:

Now the encoded message can be sent as C. Once the

message reaches the destination, it must be dedrypt L)
(Rabin, 2014). m,=C*  modg.
4. DECRYPTIONOF RABIN We can show that this method works foras the
CRYPTOSYSTEM following: -Let p= 3 (mod 4) implies thatp{-1)/4 is an

integer, by using the definition of modulo. The
To decode the cipher text, the private keys areassumption is trivial foc = 0 (modp). Thus we may
necessary. The process follows: assume thagt does not divide. Then:
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I {c](md | 7. DECRYPTION OF H-RABIN
T T ~ P CRYPTOSYSTEM

To decode the cipher text, the private keys are

Cc .
where,B is a Legendre symbol. necessary. The process follows:

Fromc= m? (mod p.q) implies that=an® (mod p.q).
+  Use the decryption functiond, (c) =+/c (mod n)

« Since the encryption functionc @s not an injection

Thereforent = C(mod p. The relatiorp = 3 (mod 4) fqnction, the decryption is not amzbiguous. Theristex
eight square roots of ¢ mod n (¢ =mod n), so there

are eight possible messages, m (Rabin, 2014)

The decryption try to determine m such that @y

(mod n)

This is equivalent to solving the three congruences

Thusc is a quadratic residue modlposo% =1.

is not a requirement because square roots modhé&r ot
primes can becomputed too. e.g., Rabin proposésdo
the square roots modulo primes by using a speeisé c
of Berlekamp’s algorithm (Arpit and Mathur, 2013).

5. H-RABIN CRYPTOSYSTEM

Z2=c(mod p
H-Rabin cryptosystem is a suggesting cryptosystem Z=c(mod ¢
that suggest a modification of Rabin cryptosystéat t 72 = ¢(mod )

can make the cryptosystem more immune against some
attacks. This modification focuses on considering n

p.q.r where p, g and r are primes. This new maatifi Then:
of Rabin cryptosystem is called H-Rabin Cryptosyste

p+l

m, =(0 * (mod p)

6. ENCRYPTION OF H-RABIN S
CRYPTOSYSTEM m, = (0 * (modaq)
The key-generation process of H-Rabin crypto mrs(c)%l(modr)

system is as the following:
. - Finally, the eight square roots of mod n can be
* Choose three large distinct prim and r ; . .
However the scher%e works witlr31 anT/Bpr?mes, chooseComputed applying the Chinese remainder theoretimeto

p=q=r=3 (mod 4) to simplify the computation of SySteém of congruences:
square roots moduim g and r

e Letnthe public key such that n = p.q.r +m;mod p
e Letthe primed, gand r are the private key -m,mod p

To encrypt a message only the public keyis +m;mod q
needed, thus a cipher text is produced out of thgnal -m,mod q

plaintext. To decrypt a cipher text the factprsgy and r

+m,mod r
of n are needed.
The encryption process of H-Rabin cryptosystem is “m mod r
as the following:
Example
e LetP =1{0, 1, 2,...... ,n-1} be the plaintext space
(consisting of numbers) Let n = 1463 = p.q.r = 7. 11.19 and m = 41. First,
 LetmeP={0,1,2,..... ,n-1} be the plaintext the message m must be encrypted using the encryptio

« Let C be the cipher text that can be computed by, Cfunction:
= g(m) = m* (mod n)
C=¢(m) = nf( mod h

Now the encoded message can be sent as C. Once the
C=¢(41) = 4% (mod1463= 21

message reaches the destination, it must be dedrypt
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The encrypted message C = 218 is sent to the

receiver. The receiver must decrypt the messagedC a

has to find the eight square roots of 218 modulo 7,

modulo 11 and modulo 19. The decryption algorithm
is applied:

m, E(C)pTﬂ(mod p=( ZlB%ﬂ( modE1
m, = (C)qTH( mod = (218)%“( mod1)= 3

m =(C) * (mod ) =(218) * (mod.9)= 16

The system of congruencess aibiM, is:
mi

+m,( mod g =1( mod)
-m, (mod g =6( mod)
+m, (mod g =3( mod.1)
-m,(mod g =8( mod.1)
+m, (mod r) =16( mod19)
-m, (mod 1) =3( modL.9)

Finally, we can apply the Chinese remainder theorem

to compute the eight roots:
First of all, we compute;bb, and k such:

g bi= 1 (mod 7} 209 h=1 (mod 7} 6 b = 1

(mod 7)—> b, =6

. % by= 1 (mod 113> 133 b= 1 (mod 113> by= 1
(mod 11)—> b,=1

. % bs= 1 (mod 19)> 77 b= 1 (mod 19} b= 1

(mod 19)—> bs=1

We can compute the following solutions:

e X=1(mod7),>x 3 (mod 11) and = 16 (mod 19):
alblMp + agbz%+ aeb3¥ (mod n) x =

X

[(1)(6)(11.19) + (3)(1)(7.19) + (16)(1)(7.11)] (mod
1463) x= 2885 (1463)> x = 1422
e X=6(mod7),>x 3 (mod 11) and % 16 (mod 19):

X = alblMp + agbz%+ aeb3¥ (mod n) x =
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[(6)(6)(11.19) + (3)(1)(7.19) + (16)(1)(7.11)] (mod
1463) x= 9155 (mod 1463} x = 377
e x=1(mod7),»x8(mod 11) and = 16 (mod 19):

X = alblMp + azbz%+ ae,b3¥ (mod n) x =
[(1)(6)(11.19) + (8)(1)(7.19) + (16)(1)(7.11)] (mod

1463) x= 3550 (mod 1463} x = 624
e x=1(mod 7),»x 3 (mod 11) and = 3 (mod 19): x

EalblM

[(1)(6)(11.19) + (3)(1)(7.19) + (3)(1)(7.11)] (mod
1463) x= 1884 (mod 1463) x = 421

+ ab, %+ abs % (mod n) x=

Now, we can take the advantage of symmetry to get
the other results:

X=1463-1422 =41
X=1463-377 =108I
Xx=1463-624 =839
X=463-421=1042

Finally, the original message must be one of 1422,
377,624, 421, 41, 1086, 839 and 1042.

8. COMPARISON WITH RSA AND
RABIN CRYPTOSYSTEM

The cryptosystems RSA, Rabin and H-Rabin are very
similar (Diploma, 2008). All the three of them are based
on the hardness of factorization. The main diffeeeis
the fact that it is possible to prove that the peobof the
Rabin cryptosystem and H-Rabin cryptosystem isaad h
as integer factorization, while hardness of solvthg
RSA problem is not possible to relate to the hasdra
factoring (Arpit and Mathur, 2013; Haragt al, 2006).
Which makes the Rabin cryptosystem and H-Rabin
cryptosystems are more secure in this way thaRSw.
However the H-Rabin cryptosystem is more secura tha
Rabin cryptosystem since in H-Rabin cryptosysteeneh
exist eight square roots of ¢ mod n (c Zmod n) in the
encryption process, so there are eight possiblesanges
m. But in H-Rabin cryptosystem, there are only six
possible messages. That would make the security- of
Rabin cryptosystem is better than Rabin cryptosgste
since the decryption process would be more conglita
than Rabin cryptosystem.

On the other hand, the Rabin and H-Rabin
encryption processes are more efficient than RSA’s,
because the Rabin and H-Rabin encryption processes
require to compute roots modulo n and that's more
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efficient than the RSA which requires the computati  prime factorization is much more harder than figgri

of nth powers. About the decryption process bothtwo keys. This study gives a general idea abouR&bin
apply the Chinese remainder theorem (Arpit andcryptosystem and its encryption and decryption
Mathur, 2013). The disadvantage in decryption procedures are shown with help of Chinese Remainder
process of Rabin cryptosystem or H-Rabin Theorem along with suitable example. Therefores thi
cryptosystem is that in Rabin cryptosystem, the study suggests a modification of Rabin Cryptosystem
process produces four results, three of them falsecalled H-Rabin cryptosystem, that can make the mRabi
results. But, the process of H-Rabin cryptosystemcryptosystem more immune against some attacks than
produces eight results, seven of them false resultsbefore. That leads to an increase of the confid@mtiee
while the RSA cryptosystem just gets the correa.on security of using the H-Rabin cryptosystem in any

application using the Rabin Cryptosystem.
9. DISCUSSION
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