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ABSTRACT

Elliptic Curve cryptosystems appear to be more seamd efficient when requiring small key size to
implement than other public key cryptosystems. skeurity is based upon the difficulty of solving
Elliptic Curve Discrete Logarithm Problem (ECDLFPhis study proposes a variant of generic algorithm
Pollard’'s Rho for finding ECDLP using cycle deieatwith stack and a mixture of cycle detectiom an
random walks. The Pollard’s Rho using cycle detecivith stack requires less iterations than Pdlta

Rho original in reaching collision. Random walk#o®l the iteration function to act randomly than the
original iteration function, thus, the Pollard rimethod performs more efficiently. In practice, the
experiment results show that the proposed methedeedses the number of iterations and speed up the
computation of discrete logarithm problem on eitipturves.
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1. INTRODUCTION new cycle detection proposed by (Nivasch, 2004)taad
random walks proposed by Teske. After that, wdyana
Elliptic curves over finite fields have been propds the running time and implement the new algorithine T
by Diffie-Hellman to implement key passing schemd a remainder of this study is proceded as follow:ti®ec2
elliptic curves variants for digital signature. Teecurity  introduces some basic definitions for the elligtiorves,
of this cryptosystem is linked to the difficulty 8olve  Floyd’s algorithm and Pollard’s Rho algorithm. Seot
elliptic curve discrete logarithm problem and ifisth 3 describes how Pollard’s Rho algorithm may be
problem is resolved the cryptosystem is broken. modified using Nivash's cycle detection instead of
Although there are several attacks against thisFioyd's algorithm. We explain how to introduce ran
cryptosystem such as Baby-Step Giant-Step (Shankswalks on the modified Pollard’s Rho and the aldwris

1971), Pollard’s Rho method and its parallelizedarsd, are compared in section 4.
their complexity is the square root of the primdeorof
the generating point used (Harrison, 2010). Up dw,n 2. BACKGROUND

Pollard’s Rho method is known as the best method to

resolve the discrete logarithm problem on general This section introduces the elliptic curve
groups, specifically elliptic curve. Hence autontagm cryptosystem, Floyd finding cycle algorithm Floyd
of the group (Duursmeet al., 1990), parallelization (1962) and Pollard’s Rho method (Pollard, 1978)e T
(Oorschot and Wiener, 1999), iteration function g[es Pollard’s Rho method uses iteration function toldbui
1998; 2001) or cycle detection (Brent, 1980; Cheicai., sequence of elements and it uses cycle detection to
2012) are used to improve this attack. In thisystue try find match or collision. The match leads to the
to introduce a variant of Pollard’s Rho attack gsthe solution of ECDLP. In fact, this method is basedaon
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random walk and the Birthday Paradox which statesfind the integer [I[0, n-1] such that Q = IP. The
that in a a set of 23 randomly chosen people, theinteger d is called the discrete logarithm of Qthe
chance that at least two of them share the saméase P, denoted | = 16Q.

birthday is greater than 50%. Then, if random otgec This problem is considered as hard mathematical
are selected with replacement from n objects, oag m problem like the Integer Factorisation Problem jIEBRd
expectym/2 rounds before an object is picked twice.  the logarithm problem in multiplicative group ofifie

2.1. Elliptic Curve Cryptosystem field (DLP). All methods, proposed up to now which

N o ~ solve ECDLP, require exponential running time.
The addition rule of the group of elliptic curves i

easy to be implemented. Therefoadgebraic formulas ~ 2.2. Floyd’s Cycle-finding Algorithm
for the group law can be derived from the geometric | stead of comparing each new ¥ all previous

description A general elliptic curve E over finite field K 505 and stores all elements until obtaining dotislt is
has the form raxy+by = )?“.LCXZ“LdXJre .whgre a,-b, ¢ d petter to choose Floyd’s algorithm Floyd (1962pmder
an.d € aré in K. The adQ|t|on operation |s.def|mydr to minimize the memory requirement and running time
elll_ptlc curves W.'th th_e inclusion of a point Olled In fact, one computes pairs (YY) of points for i =
point at infinity or identity. 1,2,3... until finding Y = Y,. After computing a new

Let p be a prime with p>3. Elliptic curves can be ) . )
implemented over fields of characteristic 2 and 8 an pa|r,_the previous pair can be discarded, thusthege
requirements are negligible.

enjoy many optimizations, but Ser from specialized
discrete log attacks Coppersmith (1984) and shouldTheorem 1
generally be avoided. Let, E GF(p) the Galois Field over
p and a, i1 F, and satisfy the condition %275 mod(p)
# 0 then an elliptic curve over the Galois field i(a,b) is

Knuth (1969) [exercises 6-7] for a periodic
sequence ¥, Y, Ya..., there exists an i>0 such that

. . Yi = Y, and the smallest such i lies in the range
defined by equation’y xX’+ax+b mod(p) wherex F,, . ) .

Let P = (x, ) and Q = (x, y5) be two points in the p<isp+A. g andA are the preperiod and the period of

elliptic curve EF,)(a, b), to compute the sum R 5(y;)  the sequence Yfespectively. _

of points P and Q we use explicit formulas: If we suppose that the sequence is generated by
random function then the expected valueuofnd A is

e IfP=0thenR=0Q

. fQ=OthenR=P close to/m/8. As a consequence,p+A s

» Otherwise aroundym /2.

S 1f X1 # xp put 2.3. Pollard's Rho Algorithm

A = (Y1-y2) (x-x2) ™" then The idea of Pollard is that three possibilities ar
Xa = N2-Xg-Xz chosen in a random manner and the resulting seguenc
Y3 = A (Xi-X3)-Y1 is sufficiently complicated to be regarded as adoan
Afx;=xandy =-y,thenR=0 mapping. Let us start with random poing &d build

-If x;=xand y # y, so P = Q put the sequence ;Rvith the iteration function f until the

A =(3x7 +A)(y, +Y,) 'then collision occurs. In fact, &) is finite, the sequence
X3 = A2 =X4-X, Ri become periodic after some iterations so theik w
Y3 = A (X1-X3)-Y1 be some indices i<j such that RR,;, j-i is the period

. . o ) and R,Ri:1,Ri+2,...,R; form a loop. For cycle detection,
The most expensive step is the division in the goyd's method is used. The original Pollard’s Rho
computation of. method on elliptic curves is detailed bellow:

Definition 1 + Split EF,) into three disjoint sets;SS, and g of
Hankersonet al. (2004) The Elliptic Curve Discrete roughly equal size

Logarithm Problem (ECDLP) is: * Let Ry = &P + hQ with & and B two random
Given an elliptic curve E defined over a finitelfie integers in ]0, n[ and the iterative function f was

F,, a point PO E(F,) of order n and a point (P}, defined as:
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P+R ifR OS

2R ifROS
Q+R if R OS

f(R)=R,

The sequence and b can be computed as follow:

(& +1R)IfROS
(a...h,,)=1 (23 ,2p)if RO $
(a.h +DIfROS

» Compute Rand R; and compare them until a match
is found using the iteration function f

. IfR; = Ry, then| :zzjizj(modn)with b # by So
i T i

ECDLP is resolved

In the last step with negligible probability, wenca
have b = by. In this case, we restart the process with
different starting points

Algorithm 1. Iteration function
: function f (R): R1
(if RO S, then

Rl- R+P
celse if RO S, then
R1- 2R

:else

Rl- R+ Q
cend if

sreturn R1

10: end function

11: function f (a, b): a b,
12:if RO S, then

13: al-a+1

14: else if RO S, then
15: al- 2a

16: bl 2b

17: else

18: bl-b+1

19: end if

20: return al, bl

21: end function

Algorithm 2. Pollard’s Rho with Floyd’s cycle finding
algorithm

Require: P,Q, $ S, S
Ensure: Integer | where Q = IP
1: & ~randonil ]O; n[

2: by —randomd]0; n[

©CONODURWNE
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'R aP+hQ

: for all j such that R¢ R, do

(Re1, 84, Bar) < f(R), f(a, b)

(Regvay @1y oge1) —f(f(R2)), f(f(az;, byy))

j-jt1l

1 if Ry = Ry and h# by then

%~ 8
i T M2

11: else if b= by then

10 | < mod(n)

12: & < random]0; n[
13: by —« random]0; n[
14: j<0

15:  endif

16: end for

17: Return |

The Pollard’s Rho algorithm is known as the best
algorithm to resolve ECDLP in the generic grougd. |
supposed a random map than the expected number of
iterations before a collision occurs is close/ta/2. In
addition, the memory requirement is negligible dnel
running time is exponential.

2.4. Pollard’'s Rho Algorithm with Random
Walks

The iteration function used in Pollard’s Rho
algorithm is not random enough (Knuth, 1969), Sekee
proposed a better iteration function by applyingreno
arbitrary multipliers. Divide H{y) into s disjoint subsets
S, S$....S of approximately the same size. A good
choice for s seems to be around 20 (Teske, 2001).
Choose 2s random integegskamod n.

Let § = {R(X,Y ) LE(Fy)} X(mod s) = i} and

M; = aP + hQ So the iteration function is defined as
bellow:

f(R)) =R, =M, +R, ifR; OS

Moreover, the pseudocode of the iteration funcison
Algorithm 3. Iteration function

: function f (R): R1
: if ROS then

R1- R +M
cend if

:return R1

: end function

oUMWN R
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7: function f (R, a, b): al, bl P+RifR OS
g if RaDlS the+na f(R)=R,={ 2R ifROS
10: b14?+b Q*R TR DS
11: end if
12: return al, bl The sequence and bcan be computed as follow:
13: end function

The Pollard Rho original can be modified just by @& +1h)ifR OIS
replacing the old iteration function by the new one (&..h4)=1(28 ,2p )i RO 5

(a.h +DIFRUS
3. POLLARD’S RHO ALGORITHM
USING STACK

If R; is less than Rwve pop from the stack all; Rthere
Ri<R else we push;Rn the top of the stack and continue.

Pollard’s Rho method using stack. First, we describ We h"_“lt the process when_R R the_n we find the
Nivasch’s method for cycle detection (Nivasch, 2004 fixed point, the logarithm discrete is resolved and
Second, we outline the Pollard’s Rho modified arel w |, _& ~— 8
show the two methods with random walks. Then we = b -b
compare them and select the best one. Finaly, we |y pseudo-code is as follow:

implement the proposed algorithm and we make a '

comparison with the original algorithm. Algorithm 4. Pollard’s Rho Algorithm with stack

3.1. Nivasch’s Cycle-finding Algorithm Require: P, Q, 55, S

Ensure: Integer | such that Q = IP
The stack has been created and starts out empty. A &« randomJ]0; n[

each step j, remove all the top entries, ifx (pop) from

In this section, we explain how we can improve

(modn).

the stack where;xx. If x; = x is found in the stack, we ;: jbi_lrandomD]O, "
are finished. So the cycle length is Else, add (x ) to 4: i 0
the top of the stack (push) and continue. 5: Ry aP + b0
This algorithm run in linear time, use logarithrefzace )
and halt in the smallest value of the sequencecycl 6:(R. g, b) - (f(RO)’ (20, o))
7: stack-push (i, a b, R)

3.2. Pollard’s Rho Algorithm Modified : for all j such that R R, do

Our idea is to use stack to store elements genkrate9:  if R<Ri then

(o¢]

by the iteration function, the main algorithm is as 10:  repeat
follow: We keep in the stack pairs (i, &, R), the Ri 11: stack.pop()
in the stack forms increasing sequence, so we elefin 12: (i; ai; bi;Ri) — stack:top()

lexicography order on Ef). If Rj>R; where 0<i<j, we  13: until R=2R;

push the pairs (j,;ab, R) in the stack, otherwise if 14: end if

R>R; we pop all pairs (i,;ab;, R) until we find R=R 15: if R>R then

or R<R;. In the first case, we halt the process and16: stack-push(j, 3 b, R)

compute |. In the second case, we push;(jpaR) in 17: (Re1s 841, Be1) < (F(R), (&, b))

the stack and we generate other points. The dethils 18: else

the procedure are as follow: a-3a

19: | - - mod(n)

» E(Fp) is into three disjoint sets; S5, and g b, - b

* S, S and 3 contain points with y-coordinate value 20: break
between [0, p/3], [p/3, 2p/3[or [2p/3, p[ succesdiv 21: end if

e Let Ry = &P + hQ with & and R two random 22; j~j+1
integers 0 [1, n-1] and we define the iterative 23:end for
function f 24: Return |
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The stack size must not exceeded the memory3.4. Implementation

allowed for this attack. In this case, this attagk be
discarded and unused. For this reason, we analgsk s
size at time ng+A.

Theorem 2

Nivasch (2004) Given a positive integer n, let @n b
the stack size at time n and Mn the maximum stak s
up to time n. Then:

* S has expectation In n + O(1)
e M,is almost surely&In n for any constard>e

At each iteration, Nivash’'s cycle finding algorithm
stores only one element.X

However, in our case, we store (j, B, R) which
means that the memory required is multiplied by kus
the stack size is approximately 6 In n+O(1).

3.3. Random Walks

Random walks developed by Teske are known to do*

much better than the original iteration functionthé
cost of little more computation. Hence, we use mtune

of random walks and stack in the Pollard’s Rho ¢
algorithm. The steps in Pollard’'s Rho modified is

described as follows:

*  We partitioned H{;) into 20 disjoint sets:$S,,.. So

e S, S,...,S contain points with x-coordinate mod
20 equalsto 0, 1, 2, ...19 successively

e We generete 20 random couples, (@ and we
compute the points M= g P + hQ

» Let Ry = aP+hQ with @ and R two random integers
in [1, n-1] and we define the iterative function f:

f(R)=R. ={M, +RifR, (S}
The sequence and b can be computed as follow:
(&.h)={(a+g.br b)}if ROS$

* If Ry is less than Rwe pop from the stack all;R
where R, is the least else we pushfon the top of
the stack and continue

* We halt process when R R, then we find the fixed

point, the logarithm discrete is resolved and
=278 modn)
b - b,

///// Science Publications
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The Pollard’s Rho has been tested using stack on
modern PC Core Duo with the Software Software
Algebra Geometry Experimentation (SAGE) (Stein,
2010). First, we produce data file containing pnpei
numbers and for each prime number we build a secure
elliptic curve and choose arbitrary point P andwg,
add the X and Y coordinate of P and Q to the file.
Second, we use our approach to compute the discrete
logarithm of Q to the base P. We follow these steps
implement the algorithm:

e Generate p prime numbers with size between six and
fourteen digits (ten generation for each size)

« Generate random numbers A and B such that (4A
27B%mod(p) different from 0

e Use p prime numbers, A and B numbers to generate

elliptic curve

Choose random X coordinate for Points P and Q

from E®F, and calculate Y coordinate using

Weierstrass Equation

Compute integer | such that Q = IP using the method

described above

4. COMPARISON BETWEEN
ALGORITHMS

Analysis algorithm is quite important in computer
programming because there are wusually several
algorithms available for a particular applicatiomdawve
would like to know which is the best.

4.1. Analysis

The most expensive steps in the Pollard’s Rho ndetho
is the evaluation of the iteration function, thtis guite
important to compute the number of evaluation &f st
to analyze the performance of the modified method.

The number of iterations in Pollard’s Rho modified
at mostu+2\ that is roughly3vm /8. However, with
the original Pollard’'s Rho isvm/2but at each
iteration, f has been evaluated three times imstH#a
one time with the Pollard’s Rho modified. Therefore
the number of evaluations of f before the algorithm
terminates is3vm/2with the original Pollard’s Rho
and 3/m /8 with the modified Pollard’s Rho. We
conclude that the running time will be the greatest
the Pollard’s Rho original. However, the amount of

JCS
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memory is increased because with the Pollard’s Rhofifteen digits, the running time of Pollard’'s Rho

original we store only pair (Y Y5) and in each step,

modified is less than the original Pollard’s Rha. |

we generate the new pairs and we discard the quevio Table 2, we will compare the number of evaluations
pairs, so the memory used is negligeable. Howeverof the iteration function of two methods, it is the

with Pollard’s Rho modified we store all generatd

lowest in Pollard’s Rho with stack. As a consequgnc

that form an increasing sequence and we del&e thine pojlard Rho’s modified method performs better

element from the stack only if the current iR less

than this element.

4.2. Experiment Results

than the original Pollard’s Rho method.

In Table 3, we will compare the running time of
Pollard’s Rho with random walks and Pollard’s Rho
mixing stack and random walks. Our experiment used

In order to validate what we claim, we made prime numbers with size between six and eleventdigi
severel experiments on random elliptic curves

computing the running time and

by and the experimental results prove that the firsthod

the number of is lower than the second. We found that mixed walks
evaluations of iteration function for each of theim.
Table 1, we found that if the length of p is less than random walks.

using stack perform better than Pollard’s Rho osith

Table 1.Running time comparison of new Pollard’s RHO andyi@al Pollard’'s RHO

Digit Pollard’s Rho Pollard’s Rho

No. (p) with stack with Floyd's

6 0.13816063 0.09353127
7 0.52002090 0.38864080
8 1.55706340 1.10163240
9 5.01763730 3.78752410
10 12.94963120 9.72552160
11 47.00025480 36.28078460
12 173.74268710 120.13733630
13 763.50992900 458.66987140
14 1994.19594744 1499.03777833

Table 2.Number evaluation of function iteration comparisgiiPollard’s RHO modified and Pollard’s RHO origina

Digit Pollard’s Rho Pollard’s Rho
No. (p) with stack with Floyd's
6 1147 550
7 4554 2310
8 13376 6208
9 38560 21502
10 147098 77176
11 456563 214430
12 796299 416246
13 2717168 1477922
14 12819430 6433273

Table 3. Running time of Pollard’s Rho with random walkslanixing stack and random walks

Digit Pollard with Random Walks
No. (p) Random Walks stack

6 3.9533380 1.3746310
7 17.4098880 11.2679040
8 445107820 30.9887360
9 210.4911547 108.6511900
10 638.0878780 447.9731964
11 3834.4660393 1618.8607724
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