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ABSTRACT

Ad hoc networks are widely used in military and eattscientific area. There are various kind of
routing protocols are available to establish thetep with the proper analyzation one can choose the
routing protocol to form their own network with pest to number of nodes and security
considerations. The mobility of nodes makes theirenwent infrastructure less. It also has a certain
number of characteristics which makes the secutiffyjcult. A trust recommendation mechanism has
designed to keep track of node’s behavior to esthlithe trustworthiness of the network. Meanwhile
with this trustworthiness a node can make objedgtidyment among another node’s trustworthiness to
maintain whole system at a certain security leWdle motivation of the work is to understanding the
behavior or routing protocol and the trustworthimes
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1. INTRODUCTION Primary goals of routing protocols in ad hoc
wireless network:

Mobile Ad hoc Network (MANET) is a collection of
multi-hop wireless mobile nodes; wireless netwosh ¢
be classified into two types, Infrastructure and * ;
Infrastructure less. Mobile nodes can move when® Loop-free routing
communication occurs. The base stations are fiked t *  Distributed routing approach
node gets mobile and it goes out the base statiga r *  Minimum control overhead
and it get connected to the another base statiorf ~Scalability
(Saravanart al., 2011). Communication of nodes among *  Provisioning of QoS
others without centralized control. Due to mobitifynodes ~ *  Support for time-sensitive traffic
the network may be highly error prone and hengpés *  Security and privacy
down frequently. Sp rout.ing in MANET is a compliedt 1.1. Random Placement
task due to dynamic environment.

This study exhibits the overview of the routing Random node placement (Bobade and Mhala, 2012)
protocols by representing the characteristics, g means, in simulation environment the nodes wereepla
cons and comparative analysis. The aim is to peovid randomly within the specified terrain. The terraize
performance analysis of several routing protocals #® can also be varying. That is, the number of nodes i
enable the trustworthiness. placed randomly within the physical terrain.
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Minimum route acquisition delay
Quick route reconfiguration
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1.2. Grid Placement (DSR) and Temporal Ordered Routing protocol (TORA).
On-demand routing protocol will establish the route

. ! X when there is a necessity of sending packets over a
some dimensions of numerical values (0,0) or (dr1) nework. If route is unknown or breakage, the seurc

(10,10) likewise. Here the nodes are pla(_:ed i_n grid node is take care of the packets to reach thendeistn
format where each node has some grid unit which ha%y floods the route request packets to the netwéoks

Elsto numemr:]al \éalues, |ttden(_)rtﬁs son’kl)e d|fstan(§:e ath finding, it leads to network clogging. Reaetiv
etween each nodes in meters. Theé number of node uting protocols are best suited for limited raseu

can be in square of the integers like 4,9. environment. Comparing with table driven routing
1.3. Uniform Placement protocols, On-Demand contains low overhead.

Grid node placement (Setgy al., 2010) starts from

The uniform node placement (Setty al., 2010) is  1.7. Proactive Routing Protocols
based upon the number of node placement in thairterr
According to the number of nodes the terrain sizs w
divided into a single cell and each cell has alsimgpde
while the distance between the nodes is somewhdona
but it has uniform density.

A proactive routing protocol preserves the routalto
destination of all time it does not care about \ukethe
routes are needed or not. Each and every node airaint
correct route, by sending control messages so ttgat
route will always open to communicate and hence
1.4. Related Work bandwidth wastage occurs. Each node in the protocol

) ) ) maintains routing information so it is not suitatfte
Since MANET has the attribute of dynamic node |5yger networks. There is a possible of slow reacti

movements and dynamic network topology changing, it \yhen any link breakage or failures occurs. The majo

difficult to maintain the route. Papket deliygrymgth_e advantage of the routing it quickly obtain routing
nodes that are in the network is also difficultnée it information and establish the routes.

requires flexible routing mechanism. In order ter@ome
these difficulties, the protocols uses several patars 1.8. Ad hoc On-Demand Distance Vector
such as energy consumption, error rates. Developing Routing Protocol (AODV)

routing protocol is a broad research area in MANET;
basically routing protocols are classified into etar
categories proactive, reactive and hybrid. Morer tere

Ad hoc on demand distance vector routing algorithm
facilitates multi hop, dynamic routing, added taatth
are other routing protocols also available such-lasv AODV avoids beliman ford counting infinity problem,

oriented and hierarchical routing protocolsalgle 1). ~ More over it was designed in such a way that mobile
These protocols give the clear way to establishabee in ~ nedes will respond even when link breakages among

terms of scalability, mobility and energy consuropti nodes. To avoid loop free condition AODV in corgera
_ destination sequence number for every route (letna&,
1.5. Routing Protocols 2013). In AODV there are some identification such a

Routing mechanism involves data transfer from RREQ, RREP and REER to indicate request, reply and

source to destination node. The mechanism follows®Or respectively. RREQ is used to obtain a route
two steps route establishment and transfers theVhen a fresh destination is required, in case aenod
packets. In order to obtain an efficient routingrn ~ N€e€ds to find the destination that node have to
are several metrics to be considered. There are twdroadcast the RREQ message to all nodes, if the nod
types of routing are available in MANET static and found the destination, Unicasting enables the newly
dynamic, if any node added in the static routirfge t Obtained route, by default the RREP messages sends
administrator acknowledgment is needed. In Dynamicback to the destination for all nodes which recsive
routing administration acknowledgement does notthe RREQ message in order to find the destinatibn.
need to add or remove the node, whenever the nodéestination found RREP message able to send the
addition takes place it simply adds the node. source node, to find the link breakage, the actidat
nodes and the respective links has been continyousl
monitored. If any link break found the REER message

In reactive routing protocols there are three Isasic is to be sent in order to find the link loss. ThEER
protocols are there, Ad hoc On-Demand Distancedrfect message is used to identify the link breakage and t
Routing Protocol (AODV), Dynamic Source Routing find which nodes are unreachable.

1.6. Reactive Routing Protocols
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1.9. Dynamic Sour ce Routing (DSR) optimization. MPR node may chose communicates only
with links between itself and its MPR selectors.uSh

Dynamic source routing Protocol is a reactive mogiti OSLR provides optimal routes

protocol. It eliminates table update messages redtin

table driven approach, hence it enables simpliaityl 2. MATERIALSAND METHODS
efficiency. The uniqueness of DSR is self configgri

and self organizing routing protocol. There are two 51 Node Comparisons

mechanisms that DSR incorporate that is route dego 21.1. Trust Worthiness

and route maintenance. DSR updates the nodes riggula 2'1'2' Behaviour-Based Trust Formation

in order to find a new route. If new nodes founel tiode e
gets redirected to the newly obtain route. The ritsdsf Figure 1 depicts the collective performance of the
find the route to reach the destination since thenode by past tasks and from that decides the nkawofo
information about the route was merge in the patiket the node in the upcoming tasks. The basic ideais t

get reach the specified destination from the ser@8R  deliver the behaviour based trust formation acewdo
has the mechanism to enable the efficiency, which i the node behaviour. A node has different behavidurs

Route discovery has two messages such as RoutBr0Cessing. A node may involved in more than osksta

this situation may lead to misbehaviour of node, so
tizglées:v\s?anglﬁ;rﬂsﬁzmeijeﬁge?Rniz)e'sThvev;r?tle ,?(Icontinuous evolution of different tasks of the nama

. : S oo be put together to predict the node’s future behavi
communicate with the destination node, it will btoast (Karthik and Dhulipala, 2011).

the RREQ packet in the network, once the RREQ
reaches the destination and destination node ejllay 2.2. Process

the packet to the route node (Umtal., 2013). For each node after the task completion the behavio
1.10. Temporally Ordered Routing Algorithm of node has evaluated, the result is then comhwiikdthe
(TORA) old trust degree to form a new one. This newly ced

result is then applied to next task (Vellagal., 2010).
TORA is designed to minimize reaction to

topological changes. TORA is a distributed routing 2.3. Authentication

algorithm for mobile, multi hop wireless networkORA Obviously authentication is concerned with
uses link reversal algorithm which enable on-demandcryptography. Symmetric cryptography, which demands
routing protocol (Umeet al., 2013). TORA has three secure key exchange. Key management is important
functionality namely creating routes, mentioningites thing for that secure formation needed, key pre-
and erasing route. When there is need to communicatdistribution before deployment, key creation and
their only exist the route. Directed acyclic grajgkes  distribution after deployment is more important.
care of route establishment, which uses query epdathTESLA is for broadcasting, which is used to delayed
mechanism. To withdraw the route establishment TORAdIisclosure of symmetric keys to achieved an asymmet
uses Clear (CLR) packet throughout the network.tRou Needed by valid authentication and to authentitage
establishment sends Query (QRY) packets to rouge th €POrt in an interleaved, hop-by-hop fashion ineortb
required flag. QRY packet contains the destinatibof detect data injection or modification.

the node that to be communicate. To reply the gigry Actual output observation, difference calculatian i
comes under general behaviour evaluation. Although
known as Update (UPD) packet.

behaviour evaluation is task-specific, energy edfit
1.11. Optimized Link State Routing (OL SR) and fault tolerance are basic requirements.

This protocol is popularly used for large and dense 2.4. Behaviour Evaluation in Routing

network, The concept used in the protocol is that pNoge behaviour can easily identify by simply

Multipoint Relays (MPRs). During flooding proces®t  nacket drop or not, if packet drop is there it is

selected nodes of MPRs forward broadcast mesdaige, t consider to be inefficient way of communication

technique reduces the message transparency @aha  otherwise it is good when no packet drops occurs. |

2013). The efficient link state routing for mobdel hoc  the same way Behaviour of routing can be evaluated
network. Minimizing the number of control messages by two ways, adding active feedback mechanism to
flooded in the network lead to accomplish the sdcon protocol or by observing node’s behaviour.
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Fig. 1. Trust formation

Table 1. Pros and cons for routing protocol
Type of routing Pros Cons
Pro active This type protocols maintains new lists 1. Respective amount of data for maintenance

destinations and the respective routes by 2. &awetion on reformation and failures

periodically distributing routing tables

throughout the network
Re active This type of protocols finds a route emend by 1. For route finding it requires High tetgtime

flooding the network with Route Request packets. . Network clogging can be occur due to Excessiveding
Hybrid Proactive + Reactive 1. Depends on numbetleér nodes activated

2. Reaction to traffic demand depends on gradient o
traffic volume

Flow oriented routing Finds route on demand by Qpi#on is to 1. Discovery of new routes withoutopri
unicast consecutively when forwarding data knogtethkes a long time
while promoting a new link 2. Missing knowledge ronuites
Hierarchical routing The routing is initially estashed with some 1. Advantage depends on depth of
proactively prospected routes and then serves ingesmtd addressing scheme.
the demand from additionally activated nodes AadRen to traffic demand depends
through reactive flooding on the lower levels. roeshing parameters.

The choice for one or the other method
requires proper attributation for respective lsvel

Even though the mechanism exists, there are some&ommunication. If the node does not forward the esam
pretty much undesirable with some complex sort of packet to the next hop it is considered as a
problem, such as selective dropping, which may duemisbehaving. The trustworthiness can be identify by
to malicious attack. In a network a valid passive listing and receiving.

Acknowledgement (ACK) of packet does not receive . . . .
within a defined period, it is assumed that hasnbee 2.5. Design of the Experiment and Simulation
lost, if packet loss rate exceeds with certainghodd, Setup

the network can be assumed the influence of For this experiment the carefully designed base
misbehaving nodeThe trust formation works in the configuration for analyzing the routing protocolsttw
same formation by deduction of misbehaviour node respect to traffic and the node variation accorlyirmgnd
can find by the neighbouring node. When a node sentalso mobility at a time to stress the network iedent.

a packet to neighbour node, the information can bein addition the design of the condition such asvoek
obtain locally, then the node listen to neighbour’s topology and type of routing are taken into account
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This experiment has carried out with the help of experiment used a static utilization of IPv4
NS2, with the careful chosen of terrain dimension networking protocol.
with the nodes densities such as 5,10,20,50,100,150 i
with respect to all the nodes the throughput andyde 2-6- Parameter Analysis
time has calculated. For all those different set of
nodes the terrain size has differs listed in Tiable 2-
4, simulation time also differs according to the . )
different nodes and terrain size. There are sormefse protocol. In this study there are three kinds of
metrics has carried out such as total simulatiometi parameters are used to analyze the overall network
number of packets send, number of packets receivedperformance, the parameters are delayed, netwatk an
packet delivery ratio and finally through put This throughput.

There are various kinds of performance evaluation
are there with respect to the parameters of thénmgu

Table 2. Analysis of ADOV

AODV
Considerations
Terrain size 150601500 15081500 16061500 15061500 25062500
Number of nodes 5.000000 26.000000 50.000000 1000w 150.000000
Packet size 1040.000000 1040.000000 1040.000000 0.a@3000 1040.000000
Total simulation time 100.000000 540.000000 8100000 1300.000000 1830.000000
Number of Packets Send 8840.000000 84330.000000 6903800000 347948.000000 627195.000000
Number of packets receive 7553.000000 78330.000000 116533.000000 202252.000000 288096.000000
Packet delivery ratio 0.854412 0.928851 0.852535 58171 0.45934
Through put 82940.000000 150857.000000 149622.GD000 161801.000000 163726.000000
Table 3. Analysis of DSDV

DSDV
Considerations
Terrain size 15001500 15061200 16061600 15061500 18061800
Number of nodes 16.000000 26.000000 50.000000 Q00® 100.000000
Packet size 1060.000000 332.000000 1060.000000 .A@e@o0 1040.000000
Total Simulation time 429.809000 549.971000 8190097 1309.990000 1309.990000
Number of packets send 67085.000000 89299.000000 55867000000 1051798.000000 1051798.000000
Number of packets receive 60483.000000 75281.000000116125.000000 222958.000000 222958.000000
Packet delivery ratio 0.901588 0.843683 0.661357 211978 0.211978
Through put 149163.000000 45444.000000 150113.GD000 177005.000000 177005.000000
Table4. Analysis of DSR

DSR
Considerations
terrain size 10001200 13061200 10061200 10061200 15061500
Number of nodes 5.000000 6.000000 7.000000 8.000000 26.000000
Packet size 1040.000000 1040.000000 1040.000000 00@@00 84.000000
Total simulation time 110.000000 79.269100 200.@000 100.000000 280.119000
Number of packet sent 12278.000000 11511.000000 57.600000 15939.000000 57583.000000
Number of packets receive 7336.000000 6668.000000  372.900000 9359.000000 36885.000000
Packet delivery ratio 0.597491 0.579272 0.587328 587176 0.640554
Through put 69358.000000 87483.000000 48734.000000 3743.000000 11060.000000
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3. RESULTS configuration. These results obtained for staticbitleo
simulations as ifrig. 2a and b.
3.1 Throughput AnaIySIS 3.2. With MObIIlty

3.1.1. Without Mobility

With the same configuration the simulations ran for
three types of node placement grid, random andumif

node placement respectively. By observing the teshé S N
performance of the simulation varied in both terais the same only thing is mobility is added for 60band

throughput and delay without mobility. Comparinggh 800 nf. By observing it is n0t|ced.that_ the throughput
results it should concluded that random node plagem Of random node placement was high in 60Dterrain
has high throughput in 6007rof terrain size. Similarly in ~ Size and in 800 frterrain size grid node placements has
800 nf grid has high throughput in the same high throughput as in theig. 3a and b.

In this simulation random waypoint mobility was
applied for movement of mobiles for the above
configuration. The nodes and various parameters are

Throughput for 3 types of node placement without mobility in 600m”
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Fig. 2. (a) Throughput for 600 A(b) Throughput for 800fn
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Throughput for 3 types of node placement with mobility in 600m*
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Fig. 3. (a) Throughput for 600fr(b) Throughput for 800

3.3. Delay Analysis
3.3.1. Without Mobility

3.4. With Mobility

By observing these simulation with mobility in 600

By observing these simulation in 600° mrid node
placement has high delay and 80F mandom node
placement has high delay in static mobile node Isitions
without changing the configuration asHig. 4aand b.
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m? grid uniform placement has high delay and in 860 m
random node placement has high delay in static lmobi
node simulations without changing the configuratam
in theFig. 5aand b.
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Delay analysis for 3 types node placement without mobility in 600m?
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Delay analysis for 3 types of node placement with mobility in 600m?*
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Fig. 6. Analysis of AODV, DSDV, DSR
4. DISCUSSION Bobade, N.P. and N.N. Mhala, 2012. Performance
evaluation of AODV and DSR on-demand routing

From the result obtain from the simulation tool NS2 protocols with varying MANET size. Int. J. Wireless

the graph has drawn and the nodes that are placed i Mobile Netw., 4: 183-196.

random manner.Figure 6 clearly depects that the Setty, S.P., K.N. Raju and K.N. Kumar, 2010.

analysis of the AODV, DSDV, DSR. The grapig. 6 Performance evaluation of AODV in different
shows that the AODV is the best among the DSDV and environments. Int. J. Eng. Sci. Technol., 2: 2976-

DSR the thorough put has maximum with the specified 2081
number of nodes.Trustworthiness of the system edbal :
by keep on track of the nodes behaviour, basechen t Velloso, P.B., R.P. Laufer, D.D.O. Cunha, O.C.M.B.
misbehaviour the node’s trust analyzed and if any  Duarteand G. Pujolle, 2010. Trust management in

behaviour activity has been avoided and hence metwo mobile ad hoc networks using a scalable maturity-
enables the trustworthiness. By refereing (Dhudigaél ., based model. IEEE Trans. Netw. Service
2013) the trustworthiness has brought to this work. Manage., 7: 172-185. DOl:
10.1109/TNSM.2010.1009.19P0339
5. CONCLUSION Uma, M., R. Chandrasekaran and V.R.S. Dhulipala,

2013. Study and analysis of routing protocols in

From this scalability study and simulation mobile ad-hoc network. J. Comput. Sci., 9: 15-19
experiments with trust worthiness, the work can be 5., 3844fjcssp 2013.1519.1525 '

concluded that making some changes in the teriaé s Karthik, N. and V.R.S. Dhulipala, 2011. Trust

and the type of node placement with same configurat calculation in wireless sensor networks. Proceeding

;nne:jy ,E/haerytrtgsetvsggﬁir;gigcﬁa? Zzzite)(/%?jol;; ?hzog:rii\\l/vio of the 3rd International Conference on Electronics
Computer Technology, Apr. 8-10, IEEE Xplore

based trust formation, the formation of trustwardss :

verifies the nodeébehaviour at each and every process. ~ F'ess,  Kanyakumari, — pp: 376-380. DOL
The performance of AODV, DSR, TORA and OLSR ad 1_0-1109/'CECTECH-2911-5941924

hoc routing protocols under varies load with theptef ~ Dhulipala, V.R.S., N. Karthik and R.M. Chandrasekar

NS2; More over thepros and cons of the routing 2013. A novel heuristic approach based trust worthy
protocols are also clearly shown in the study. fthere architecture for wireless sensor networks. Wireless
Enhancement of this work with added security Personal Commun., 70: 189-205. DO

consideration it can be extend in to more number of 10.1007/s11277-012-0688-1
nodes in the network to ensure the trustworthiness.
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