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ABSTRACT

Obscenity detection from images and videos are crwial due to social and ethical reasons. It reenb
two decades the research on this field startedt othe works are based on skin color detectiomiciv
are not suitable for finding obscenity. The reafamthis is that, there are many skins like objestish as
beach photos, human skin like animal’s fur, skitoed painting that enables false positive and tiega
rate. In addition all works performed well on sop@aticular set of images or video data. In thisaesh
some aspects of obscenity detection is describkgedéng strength, weakness and possible extessitn
prior works. Introducing some new features and lipotation of multiple classifiers and transfer h@ag
will lead the work more robust. Moreover, tradi@multimedia cloud computing has been investigated
this study and proposed some new research ideas.

Keywords: Content Based Pornography Detection (CBPD), CénBased Image Processing (CBIP),
Transfer Learning (TL), Multimedia Cloud ComputiigCC)

1. INTRODUCTION works have been accomplished by different reseesciie
over the world. Text based protection system has beed
There is an enormous number of online resourcein early 2000 for screening malicious contents frira
monitoring cells all over the world due to rapid Internet Kjeldsen and Kender (1996) and Yogarajad.
development of Information and Communication (2010). Objectionable contents but non-objectioaabl
Technology (ICT). In spite of those security systein web site names could not identify with these teghes.
is not possible to check all content based imagéd®so In support of this drawback, we can find million§ o
appropriately. This is a threat for the Internetraswhile spaces that contain objectionable materials. Mali
using computers in office or in front of family mbers contents can be categorized here as objectionable
including children. Moreover objectionable content images. Most of the works are based on region bsigad
contradicts social and ethical issues. Hence cobtsed  color detection which has low recognition rate vaeetan
image and video processing especially for idemiifyi image contain obscenity in general sense. In thysve
obscenity has now been a challenging research arewill focus on four subject matters following a new
Jaganathan and Vennila (2013) and Geetha andgaradigm of using cloud computing in Content Based
Narayanan (2008). It has been almost two decades wh Pornography Detection (CBPD) Hadoop, 2013 Almeer
Fleeket al. (1996) published the first paper in this issue on (2012); Rossotti (1983); Kakumamtial. (2007); Ramos-
“Finding Naked People”. After that a large numbdr o Pollanetal. (2012) and Pereirgt al. (2010):
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«  Skin detection 3.1. Color Based Skin Detection
» Erotogenic body parts detection Usages of different o ) ) )
machine learning tools (SVM and Adaboost) When the skin is yellowish the saturation is more

«  Usage of Cloud Computing for Obscenity detection with much melanin Rossotti (1983). The main goal of
skin detection and classification is to build a idien

The remaining parts of this article can be orgatize rule that discriminate between skin and non-skiejsi
according to the following ways: section 2 briefly Identifying skin color pixels involves finding armge of
describes literature review; different color spacedels  values for which most skin pixels would fall in aen
related to skin detection will be elucidated intsmt 3 color space Alshamasiet al. (2009); Brownet al.
and 4. In section 5 a comparative evaluation otéXd  (2001) and Caetano and Barone (2001). The tardet is
works has been evaluated, in section 6 some opemp high detection rate and low false positive rate.
research issues are proposed and finally a compsifee Fleeket al. (1996) demonstrates an automatic system
discussion is presented in section 7. for telling whether there are naked people presettie
image. The strategy includes color and texture ¢ntigs
to obtain a mask for skin regions. It is effectifice a

There are extensive literatures on obscenity detect wide range of shades and colors of skin. Skin regare

but in this paper some significant works have taken ~ (hen fed to a specialized grouper, which attempts t
consideration. Previous research mainly focusetuge ~ 9r0UP @ human figure using geometric constraints on
connected skin regions, erotogenic organs and rieatu human structure. Using RGB color model and lack of
descriptors applied with some different classifiers machlne learning tool are the main .I|m|tat|ons. .
The following figure Fig. 1) demonstrates number of Kjeldsen and Kender (1996) defined a color predicat
significant works published since 1996 to till ndivhas  in HSV color space for separating the hand from a
been observed that in 2010 most of the papersghaili  cluttered background. The segmentation algorithra ha

2.LITERATURE REVIEW

due to significant improvement of machine learrtogs. also been applied to assist a user extract objeststhe
background in arbitrary color imagery. The methad h
3. SKIN DETECTION shown its flexibility in a range of different offic

environments, segmenting users with many different
Skin detection is a bit challenging task due t@dar skin-tones.
variations in appearance, color and shape, ocelusio  yogarajahet al. (2010) proposed a skin segmentation
intensity, location of light source Kjeldsen andrider  5jgqrithm, which calculates dynamic threshold value
g'bgagdf’gbu\r{oagﬁéaﬁgii ?Izog%(;l%ezmest etgla'l ((220010132)’ considering the color information of the detectedef
y ) regions. In this approach fixed decision boundaf@s

and Kakumanuet al. (2007). Noise can appear as o
speckles of skin like color and many other objefots fixed threshold) classification approaches are es&flly

example wood, cooper and some clothes that are ofte@PPlied to segment human skin. These fixed threshol
confused as skin Worg al. (2003) and Kakumanet al. mostly failed in two situations as they only seafoha
(2007). The noise can also be occurred by illunmat ~ certain skin color range. (i) Any non-skin objecayrbe
that is the change of light source distribution d@hd classified as skin if non-skin object’s color valuselong
ilumination level (indoor, outdoor, highlights, adiows,  to fixed threshold range. (i) Any true skin may be
non-white-lights) produces a change in the color. mistakenly classified as non-skin if that skin colalues
lllumination for the same person can be differeth@is 4o not belong to fixed threshold range. Howeveis th
different camera. Human skin color can be vari@fr | ,athod fails on varying illumination condition.

person to person due to ethnicity. As for exampia s Yin et al. (2011) tried to detect adult images by

color for the people of Asian differs with African, S .
Caucasian and Hispanic groups. Some other factmfs s pon&dermg (?olor, texture a.”d geometrlcgl feataresn
image. The idea that was implemented in that rekear

as age, sex, body parts, makeup, hairstyle, costume e X e
background colors, shadows, motion also affectsskire ~ Paper was color filtering the image to determineduzate
color appearance Kakumarai al. (2007). In general, skin regions, then the coarse degree of pixelandicate
human skin is characterized by a combination ofaied  skin regions was calculated for each pixel andlylast
melanin (yellow and brown) and there is somewhat afractal dimension of all the rest big enough slégions
range of hue for skin and saturation that represkint- was calculated and after a couple of iteratiortbreshold
like pixels Taga and Jalab (2010) and Rossotti 198 was picked to use in decision making.
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Fig. 1. Published works (1996-2013) on content based maphy detection

Jedynalet al. (2003) proposed a statistical model for false positive or negative ratio. Hence, now a day
skin detection. The maximum entropy model is used t researchers are concentrating on both skin and
infer the skin models from the data set. It hasnbee erotogenic body parts.
shown that maximum entropy modeling can lead to an . . .
efficient algorithm for a supervised image segmirra 3.2. Region Based Skin Detection
problem. The Bethe Tree approximation and Belief  zheng et al. (2004) investigated adult image
Propagation algorithm are utilized in their work to detection based on the shape features of skin negio
approximate the probability for skin at pixel locas. using multi-Bayes classifier. The approach was to

Zenget al. (2004) proposed an intelligent adult image jdentify human shape feature and fed to a boosted
detector, called Image Guarder, which can automltic  c|assifier (C4.5) to decide whether or not the skigions
analyze the image content, efficiently recognizailiad represent a nude. It has been demonstrated thag usi

images. In order to speed up recognition, a twe@ry compination of different shape descriptors can eoba
recognition framework is adopted. An adaptive stadl  he performance of shape classification.

color model is developed to detect the skin pirelariant
ilumination environment. Smooth character is utetest 4. EROTOGENIC BODY PARTS
the skin texture feature after skin color detection
Abadpour and Ksaei (2005) articulated a work on DETECTION
pixel-based skin detection for pornography filtgrinn : :
this work they investigated 21 color spaces iroatheir 4.1. Nipple Detection
possible representations for pixel-based skin deten Fuangkhon and Tanprasert (2005) presented an object
pornographic images. In connection of this worledat detection using image processing and neural network
Hedieh et al. (2007) proposed a similar work on a entitled “nipple detection for obscene picturesheT
Boosted Skin Detection Method based on Pixel andauthors claimed that the detection rate was 65384ar
Block information. In this work the authors implemted this paper was the only paper on nipple detection.
boosted pixel-based skin detector architecture. Wang et al. (2010) proposed another robust method
It is to be noted that most of the works devoted to entitled “Automatic Nipple Detection Using Shapedan
skin detection and color space model but therdoaseof Statistical Skin Color Information”. In this studynew
shortcomings. Presence of skin like objects andhljsig approach on nipple detection for adult content
exposed skins without objectionable part may irggea recognition presented and it combines the advantége
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Adaboost algorithm that is rapid speed in object human skin likelihood ratio and erotogenic bodytpar
detec;ion qnd the rob_ustness of nipple featur_es for(navel, nipple, pubic hair, breast, trunk, limb)}ettion.
adaptive nipple detection. The detection rate @ th |t has been observed that the detection rate wbald
approach was 75.6%. higher by using hybrid model of skin ratios and
4.2. Naked Body Detection erotogenic body parts. In addition usages of slatab
o . classifiers (SVM and Adaboost) are also respondinle
- Wang et al. (2009) depicted a new method for good performance. Different skin types such as ayhit
identifying adult images based on naked body dietect  pink, yellow, brown and dark can be classified kyoad
In this work they considered navel and body feature c|assifier in accordance with variety of illumiri
which are composed by trunk, limb and face. Theride ¢ongitions on skins. The evaluation carried outeims
behind in this method was to consider the body as ay Trye positive Rate (TPR) and False Positive Rate
combination of predefined key rectangles. The ppg) it is to be noted that all experiments earout
Intersection of the ke_y rectangles IS the naveﬂstFy_l, using different datasets. So, it is quiet impossid
_the algorithm recognizes the location of navel m a obtain a proper evaluation of all methods sincey e
image. Then It constructs the_.feature vector of keynot evaluated on the same train and test datasets.
rectangles. Finally, it classifies the features by Every work tried to address certain problems to
Forward Propagation neural network to determine LB S
whether there is a naked body in the image or not detect pornography, for example varying illuminatio

. . ._ “condition Yinet al. (2011), increase detection rate using
Experiments show that the algorithm can recognize .

. o the same tools and datasets but different features,
nude images accurately and the recognizing speed Caproblems of close-up images and varying illuminatio

satisfy the requirement of practical systems. conditions Yogarajahet al. (2010). If we consider
4.3. Key Parts Detection erotogenic human body parts and Adaboost as a
. classifier then the work Pornographic Image Fittgri
Pengyu and Jie (2013) presented a novelyeihog Based on Human Key Parts (Haar like feajures

pornographic filtering method based on human keyspa  pgngyy and Jie (2013) showed the best performance
detection. It is published in 2013. In this studye't (94.13 % detection rate).

authors described extraction of Haar-like featwgch
depicts local grayscale distribution and then trdie
classifier with AdaBoost learning algorithm. Histag

of Oriented Gradient (HOG) and Gray level Co-
occurrence Matrix (GLCM) features extracted from
human key parts for performance.

Works in section 3 and 4 organized according to the
following two principle detection techniques: (iki&
segmentations and (ii) erotogenic body parts. Both
features utilized some color space model, image
segmentation and machine learning tools. Seleation
appropriate color space is very important for hursign
4.4. Faceand Trunk Detection detection. As discussed in section 3 YCbCr colodeho

Shenet al. (2007) illustrated a method based on face 'S the best choice of skin detection for all typefs
and trunk detection. This paper compared with sdver €thnicity. For image segmentation, features are
deficiencies of the previous approaches, whichaete another important tool. Most scholars used skirocol
by the features of skin-color only, the paper pnese model as feature descriptor. Some well known
novel algorithm based on the face and trunk detecti features like HOG (Histogram of Oriented Gradient)
and through the recognizing the erotogenic parthen  for upright person detection, GLCM (Gray Level Co-
image, they implemented the algorithm and constauct occurrence Matrix and Gabor wavelet for texture
simple and fast pornographic image classifier sgste based skin detection can also be applicable fotebet

based on a decision tree. The detection rate &180. detection of pornography. All feature descriptor
working in certain constraint. It is impossibleftod a
5. COMPARATIVE EVALUATION unique feature for all types of objectionable imsage
In this section some well-known and widely used 6. OPEN RESEARCH ISSUES
image screening techniques will be evaluated fdtgw
its limitations and possible extensions. It is & rioted In this section some emerging open research issues

that pornography detection has been carried outgusi will be illustrated.
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6.1. Choice of Classifiersand Feature Sdection difficult with other file types. Those three metisodf
The following would be considered as open researchhandllng Images in Hadoop can process images trrsed

issue. Integrate a fast face detector and add sotna S?f.m.e ground truth. and image s.tatistics. No vvprk
features such as face-skin divided by body-skin and® |C|e_ntly process images according to appropriate
biggest skin patch connected. Make use of skin tagap machine Iearn_mg scenario. In SVM, 20.13 the use .Of
models. Find a compact and more knowledgeable way t paralle_l SVM in _Hadoop has b_een equ_dated but S.t'l
characterize the color information like incorponati there in need rgorous analysis. .In this .perspectllv
color variance. Hybrid classifiers (SVM and Adabios scholar_s can think about .hOW to .f't machine leagnin
can be used for better performance. Sometimes mehso Stratégies in Cloud Computing architecture.

images may also be useful for education purposesagr

be categorized according to age and culture. Ttindisgs 7. CONCLUSION
will be done perfectly by incorporation of knowlexdg
base. Necessary steps could be done, trainingtdheds
and auto updateable database. In addition unsiggelvi
transfer learning Pan and Yang (2010) can be agigbc
instead of traditional supervised classificatiordese it

is impossible to classify specific nude picturengsia
predefined set of dataset. Since there are morareamd
different kinds of objectionable pictures availgbtee
traditional machine learning algorithm maybe ingéfnt

to find new type of nude picture based on the @ahing
datasets. In this situation transfer learning cam b
applicable to assist the discovery procedure.

Most of the existing works are based on skin color
region detection which can’t perfectly recognizeetiter
an image contain obscenity in general sense. Tdmore
for this is that, there are many skins like pixeleh as
beach photos, human skin like animal’s fur, skitocexd
painting which enable false positive rate. In additall
existing works perform well on particular set ofaige
dataset. It has been observed from table thatite sf
successfully applying skin color segmentation and
geometrical structure of human body, eventuallwats
failed to detect naked body perfectly due to abseafc
machine learning tools Fleedt al. (1996). On the other
6.2. Multimedia Cloud Computing for hand, using skin color segmentation and machine
Obscenity Detection learning tools improve detection rate significantiyere
choice of appropriate color models, skin detection
Multimedia cloud computing is now a popular gaigorithms and classifiers are the factors of perémce.
research tOpiC due to wide Spread information ak;;ari The performance of pornography detection has been
and up gradation of network bandwidth. There arayma dramatically changed using human body parts spatifi
works has been accomplished in cloud computingerotogenic parts. In this case choice of propesramodel,
handling multimedia (Audio, video, image) but very skin segmentation algorithms, classifiers and human
little works in processing content based multimedia erotogenic body parts are the factors.
(image and video). Almeer (2012); Ramos-Poktual. In all cases a specific dataset has been applie@go
(2012); Pereiraet al. (2010); Zhuet al. (2004) and images and hence the detection could not satisfy fo
Chris et al. (2011). Still now there are only three all types of arbitrary nude images. Because theee a
methods introduced to process contents of images irhuge amount of nude images available in their
cloud computing. (i) Hadoop Image Processing latef  different pose, angle, illumination condition, paft
(HIPI) Chriset al. (2011) (i) Hadoop SEQENCE files occlusion, highly and partially exposed form. Iristh
Hadoop, 2013 and (iii) BIGS Ramos-Polktral. (2012).  case unsupervised transfer learning could be a
Sequence files perform better than standard apiipia  solution because it creates new data sets fronadyre
for small files, but must be read serially and takeery  |earned old datasets and thus would perform well on
long time to generate Chrit al. (2011). HIPI Image  random unlabelled nude picture identification.
Bundle have similar speeds to Sequence files, do N0 There are some common trends in every detection
have to be read serially and can be generated avith algorithms taking consideration of accuracy and
MapReduce program Chrigt al. (2011). Additionally,  performance. These two things are inversely
HIPI Image Bundles are more customizable and areproportional. To minimize this challenges parakeid
mutable, unlike Sequence files. For instance, Hi®$  distributed systems can be applicable. If we carsid
the ability to only read the header of an image fising  accuracy of obscenity detection then should panttn
HIPI Image Bundles, which would be considerably enor for substantial improvement of existing image based
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obscenity detection or if we consider a suitablstag Caetano, T.S. and D.A.C. Barone, 2001. A probadiuilis
method and want to improve the performance of the model for the human skin color. Proceedings of the

system then we should pay attention for applyingipel 11th International Conference on Image Analysis
and distributed system. A cloud computing system ca and Processing, Sept. 16-18, IEEE Xplore Press,
be utilized in this perspective. Content-based ienag Palermo, p: 279-283. DOI:
processing in the cloud is still an open reseassua. 10.1109/ICIAP.2001.957022

The reason for this is that in cloud computing paya Chris, S., L. Liu, A. Sean and L. Jason, 2011. HI®I
only text-based data can be recognizable and tkare hadoop image processing interface for image-based
such built in tool to handle byte oriented imagdada mapreduce tasks. University of Virginia.

Almeer (2012). Some scholars indicated to handie th Fleek, M.M., D.A. Forsyth and C. Bregler, 1996. dtitg
problem using Hadoop SEQUENCE file Hadoop, 2013. naked people. Proceedings of the 4th European
But this technique also not had been proved yet. Conference on Computer Vision, Apr. 15-18,
Recently there are two tools has been deployed to  Springer Berlin Heidelberg, Cambridge, UK., pp:
process large-scale image such as HIPI Chrisl. 593-602. DOI: 10.1007/3-540-61123-1_173

(2011) and BIGS Ramos-Pollahal. (2012). These two  Fuangkhon, P. and T. Tanprasert, 2005. Nipple tietec
techniques devoted to process some special images f for obscene pictures. Proceedings of the 5th WSEAS

example remote sensing and medical images. It is no  |nternational Conference on Signal, Speech and
sure whether it can work on objectionable imagesadr Image Processing, (SIP’ 05), World Scientific and
There is another problem of processing images in Engineering Academy and Society (WSEAS)
distributed environment. Image can’t be split dgrthe Stevens Point, Wisconsin, USA., pp: 242-247.

processing phase because it affects the qualitthef Geetha, P. and V. Narayanan, 2008. A Survey of
original image during merging Almeer (2012). If sieo Content-Based Video Retrieval. J. Comput. Sci., 4:

issues could be resolved then performance of CBPD  474-486. DOI: 10.3844/jcssp.2008.474.486

(Content based pornography detection) will increasepedienh S. M. Najafi and S. Kasaei, 2007. A babste
significantly. skin detection method based on pixel and block
information. Proceedings of the 5th International
Symposium on Image and Signal Processing and

This research was supported in part by Shenzhen Analysis, Sept. 27-29, IEEE Xplore Press, Istanbul,
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National Natural Science Foundation of China (gramt ~ Jaganathan, Y. and I. Vennila, 2013. Feature dimans
61105133) and Shenzhen Public Technical Platform  reduction for efficient medical image retrieval
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