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Abstruct: Problem statement: This study was discussed the development of sgcayistem for
smart home applications. A more robust securityesysbuilt around the world. The security system
had developed based on a microcontroller devicea aseceiver, processor and transmitter of
information. Approach: The method of transmitting and receiving data dase wirelessly using a
ZigBee device. ZigBee had the data transmissiomacheristics suitable for this system, as data was
sent quickly and accurately. A microcontroller iféee circuit had produced to promote the ZigBee
wireless communication. A display system had preduas an indicator of conditions around the
house that could be carried anywhdResults: The transmission and reception were indicated by LE
data display. The LEDs had represented sensor@yplaround the hous€onclusion: From the
results, it is shown that the security system perfoeffectively and properly. Improvements can be
made, primarily on the input of the sensor to detee presence of the object effectively.
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INTRODUCTION home system, manual methods are no longer used and
replaced by an automated system that helped users t
Nowadays, the security level is very important, monitor the condition of the house, thus facilitgtiand
always emphasized and enhanced system. Differeipeeding up daily works. Automatic system can preve
ways of security system have been enhanced such & effects of human error and saving electricity.
use a large number of security officers, the use of
sophisticated weapons, the use of alarms, mongorinProblem statement: Security monitoring system
system, through the production of electronic hamwa requires data transmission system fast receivirtg da
and software and much more. All of this improvementand accurate at a certain distance, so that users c
depends on their usage. One of the most importarglace devices freely at important locations for dega
safety system and required for all social groupdme  display receiver. In other words, this system nhsst
Security. Houses need to be monitored at all tigueh portab]e and user friend|y_ D|sp|ay system is shaavn
as fro_m thef_t, fire_and short circuits. Recentlyg _'rate _ be straightforward and easy to understand, soutets
of crimes involving robbery, murder and fires is can take important immediate action. The systemt mus
increasing and worrying all of us. So, home, pe hacked by anyone, no matter in various ways
surveillance system must be upgraded to be morg . ging on input source power, the content ofadat
effective to keep up with the increasing crime rate transmission, content of receiving data and locatb

Various methods can be done to improve hom":'Security sensor device's main processor is storbd.

security monitoring including the usage of securitys stem must also have characteristics such as -water
officers. However, this method is not suitable & ys ; .
resistant, high temperature resistant and robosthat

levels, wasteful and less reliability. All these d - dd o il
improvements need to work more effectively, giving9at@ transmission process and data receiving wil n

advantages to the user and can monitor without an{fl: Many of other security systems have some
errors that may hinder the security process. Asgmg  lImitations on the usage of sensor devices. These
a lot of study on smart home systems has beenafuhe Problems will result in limitations of the security

it covers all aspects. For example, smart homeesyst System. However, it is inevitable that a securijtgtem
study in terms of multimedia, security monitoring, requires extensive use of sensors for the system to
lighting, temperature control and others. In a smaroperate efficiently and be able to detect objetisviery
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area of the house. The use of sensor devices s alslistances to the user’'s observer. The use of thpdre
very important in security systems. Sensors must balarm also can be added as a tool to inform the
sensitive to human motion. Sensors must be workingonsumers. Among the ways that can help to prevent
on the most appropriate range, that is not tooeckosd someone from hacking the security system is the
too distant to detect movement and should begrogramming process should be specific and not know
according to the human nature. by anyone, so no interruptions of the same dataatig
received by the microcontroller. If either one lpasver
Related work: Bridgwater (2005) justified the use of failure no matter on transmission or receiving ddtan
ZigBee in wireless systems in Hotels wireless syste the system will fail to function. So the use of tpower
management. Bridgwater listed possible usage osupplies that works automatically if one is cut béfs
functions that are possible to be implementeddeen designed, so that the intruder cannot defeat t
wirelessly. He has also showed how the wireleserys System in power supply source. Data transmission
can be implemented using ZigBee. Culter (2005) dime System should be placed in a safe place and cdmnot
to preserve existing industrial automated netwdrks detected by anyone. Places and special containers
save cost. He uses compatible address between odbghould be built so that tools are not allergic ttew or
and ZigBee to demonstrate that ZigBee can bdigh temperature. Microcontroller is used as a main
integrated into the traditional system. Egan (2005)rocessor with a lot number of Input and OutpudJl/
stated his opinion from the commercialization pafit | € number of these input and output can be coedect
view. He stated the advantages of ZigBee and argudg the sensor device that used. Thus, the use aj ma

that ZigBee will become more and more popular inS€NSOrs can be applied in order_ to improve the home
Buiding Automation and Industrial Control security. The best sensor device to detect human

applications. Coxet al. (2005) worked on time movement is a Passive Infrared (PIR). This devide w

synchronization for ZigBee Networks. They haveﬁeteCt tge darrrilval r?r ?bStaflef tt?]at hfwe bt?d)azt—fﬂ
implemented a protocol called Flooding Time uman body has neat content, thus It can be yte

Synchronization Protocol (FTSP). They have fourat th PIR sensor when there is a movement of a human.

the slave node’s error is always smaller thanul hObjectiv&: The main objective is to build a security

Evans-Pughe, 200.3 rewevyed on ZigBee. He stated t %stem that can detect human presence around the
advantages of ZigBee in terms of cost, power,

consumption, reliability. He predicted that ZigBe#l
experience tremendous growth in the near future. th
WDM-POF and FTTH-PON which introduced many
excellent features to home network today; suchigis h
bandwidth, immunity, safety and survivability. The
system is also able to be integrated with any home
security system to enable the home status be rmedito
on-line through telephone or internet. This is & eea
of home network systems.

ouse and displayed to the user in a form thaasy ¢o
be understood. To achieve the main objective, séver
sub-objectives have been identified:

* Build an interface circuit between microcontroller
and Xbee Pro

To construct transmission and receiver of wireless
data

e To build a data display to the user

Tests on the whole circuit connection is done by
Problem solving: The use of ZigBee Pro device known looking at display effect from instructions thavgn by
as Xbee Pro is a device for sending and receivingising the input from PIR sensor. Each PIR which
wireless data. Xbee Pro is able to send and recksitee  detects human presence can be seen at their locatio
in range of about 1.7 km without barriers, workaily =~ The addition of several devices is also neededdero
and at low power. So the display and acceptandataf to increase the effectiveness of display such a&s th
can be done at a location that is not limited ie th addition of an alarm, which will attract the attent of
house. The data receiver can be taken anywhere amders when PIR has detected human presence.
does not affect the operation of sending and réugiv
data. The data receiver can be considered as portabAnalysis on microcontroller input: After completion
and user friendly. Display process is made on &f the program into the microcontroller memory spac
relatively large size in order to provide a clea@tyre  this microcontroller system will be connected t®@
of invaded sites. LED is used as a main device taising an RS232 connection. The purpose of this
display data for users. The characteristic of LERiclh  connection is to ensure that the program in the
produces a clear and bright light is suitable fmng  microcontroller can communicate in series with a

1166



J. Computer i, 8 (7): 1165-1170, 2012

computer. Software has used Access Port. Each inpugble 1: Comparison of products

will be shown on the display software of port accdt Type characteristic PIR motion PIR motion ~ HA motion
the test was successful, it indicates that therpraghas Do communication - Widless - Wired Sound
functioned well and the microcontroller can Distance of communication 600 m - 92 m
communicate in series with a computer. So, Xbee Prfiowersource 2 ! !

can be connected directly to the microcontrollethwi

additional MAX232 and MAX3232 devices by using

the RS 232 connection.

Many security products use only the alarm for
notification to the user and it cannot show thec#jme
. . . location where the object is detected to be arahed
Analysis of microcontroller output: Program receiver house. PIR Motion microcontroller serves to infdima

will be downloaded into the microcontroller memory user where the object is detected by use of LED and
space. This microcontroller will be tested on thealarm While PIR Motion microcontroller using

software effectlveness_by using a direct connection,ireless communication with the display system and
from the data transmission microcontroller. When

. . _ there are also other products that using this
the receiver on microcontroller has received the

der. it wil liah | i LEDs. Eh communication. But with the use of Xbee Pro,
order, it will serve to light only certain S communication distance between the display andosens
section depends onthe input signall.

is 600 m and it is different from other productstth

_ , have shorter distance. In case of power sourceRkRe
Result on overall system: To ensure the effectiveness \iqtion  microcontroller has two power sources

of this system, several tests were done. PIR sgr@er compared to others and it is functional to opeeaten
connected to the transmitter. Display system amd thyhen there is no electricity. The number of sensses
receiver are placed within 10 m from the transmitte for product X is enough in order to monitor arouhd
system with wireless communications. A thief wil§$  house compared to other products. As a result; aflo
through the sensor and the sensor will detect humafeatures and characteristics have been improved 1Fi
presence. It continues to light the LED display and

shows the location of detected objects. At the samlotion sensor: Movement can be detected by
time, an alarm was sounded to give an indication of@lculating changes in speed or vector of the abjec
corruption. The second test is done when theraveze | NiS can be done using electronic devices that can
thieves who have passed through the sensor; then gfneasure changes in a particular environment. T:hme_
display system will directly light the two sides I0ED nge'i?gysther;?uzpes of sensors used in the motion
that has been skipped by thieves. This shows tet t P '

system can detect the presence of thieves in differ

locations and presented information to user wistjes Passive infrared sensors: effects of body heat, no

energy are transmitted from the sensor

Ultrasonic: sending a pulse and calculate the
reflection from moving objects

microwaves: sensor sends a microwave pulse and
measuring the reflection from a moving object

Suggestions for improvement: After several tests were
done, there are some modifications to increase the
sensitivity of the user to display. An alarm ha®ibe
installed on display circuit and programming has
rearranged in order to ensure that these new (EViC?’assjve Infrared Sensor

operate properly. The alarm will be activated whee Sensor (PIR) is an electronic device that can nreasu

of the sensors detects movement. Therefore, thgq yansmitted infrared light. The term passivetiis
operator will be alerted and observe the data a@§spl egard should be translated that the device dogés no
more attentively during anomalous events. emit infrared rays PIR but only passively receive

_ o incoming infrared radiation. "Infra" Wilkins beloaur
Comparison of existing products: Table 1 shows gapijlity to detect visually and "Red" because thidoc
the products named PIR Motion. It has beenrepresents the lowest energy level that we seadéfo
compared with the product that was released todashecomes invisible (Fig. 2). The PIR can be used to
PIR Motion and HA Motion. detect movements, normally used to detect human

movement when passing in or out of range sens&. Pl
Flowchart: From Table 1, it shows the difference is a small, cheap, low power, easy to use and thrab
between products that are reviewed and producepIR is basically made of pyroelectric sensor that ¢
nowadays. The first comparison is on type of digpla  detect infrared radiation levels.
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Fig. 1: System flowcharts that applied at home
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Fresnel Lens today. Table 2 below is a comparison of the fumgio
+V and features available in a security system.
., >~_ PIR FJ Comparator  Amplifier From the Table 2, both products showed different
e ¥ gt Output characteristics such as type of display used olalyres
cat BneTEY —». : — that sound when the sensor detects movement. From
e = _§ this comparison, a study should be done to produce
b e _ more effective security system compare to the petsdu
—_— ;’;f‘cgmmc in the market today.
IR Filter . . .
Problem and solution: During this study, several
Fig. 2: PIR structure problems were encountered:
Table 2: Product comparison * Lack of references to Xbee Pro. Xbee Pro is a radio
Type PIR motion HA motion frequency device that is new and it still being
Eeature O!ISPt!th \?\?_U”d V?/'Oulnd studied because of its rapid development
ommunication type Ire Ireless H
Communication distance i 92 m n(_)wadays. HOV\_/ever, thl_s problem can be solved
Source 1 1 with a lot of testing and trial that have been done
Number of sensor 1 1 « Difficulty in making printed circuit boards. Prirtte

circuit boards for combined receiving and data
How PIR works. Body temperature is usually around display system is difficult to be done. To solvésth
37 degrees Celsius higher than the background Problem, the use of two layers printed circuit
temperature. When people walk past the sensor, high Poards is applied . _
temperature will result in higher charges in pyeogic *  1he difficulty of using appropriate sensors and is
material. Small signal generated by the amplifiecuit only able to detect human presence. Then the usage

will be expanded by adding infrared energy and eoted of PIR sensor has been appheo_l in order o sole .th
. . . . problem because the sensor is not active against
to the comparison of the difference (differential

. . A objects such as rocks or cars
COMPARATOR). The comparison is used to distinguish

the signal from the reading before giving output. CONCL USION
However, this simple arrangement can operate and
monitor from any other sources of a sudden tempegat Overall, this study has been completed properly.

change, such as flash or bright lights or refleiof o\ syp-objective of this study has been completads
ObéeCts ,['Q hot we(zj;\thetr. Se;/erallt_ecthnflques a[?:ﬁhtged resolved the main objectives and research problems.
reduce the error due fo external interierencedl, This system managed to help users to detect human
human body radiates infrared energy waves of 9q0 u presence around the house precisely. The use el

Thus, an infrared filter that can pass between th L . o
wavelength of 8-14 um placed in front of the sertsor connectivity based on microcontroller facilitatelse t
installation process at home and can prevent anyone

increase the sensitivity of infrared energy frormans. Lo ; : :
hacking into security systems. This system is desys

Second, the infrared energy that is placed in fofrthe Y= '
sensor has two purposes. It will focus the infraedrgy that meets recently smart home applications inrotale
function in automation situation. During the studylot

emitted over a wider area into the sensor andvisletil ! )
into zones of cold and heat sensitivity. When asqer of knowledge and experience have been learnedd@&sesi

walks past the zone, the sensor will see changéisein the exposure on microcontroller, this study alss ha
infrared and will result in variations of the outmignal ~ much exposure to radio frequency technology whech i
from the sensor movement. Comparison will see atid w Xbee Pro, where it helps in the transfer procesgHe
act to change this signal. Hot things that do noven  wireless signal. This device has helped the dewvednp
such as light, will not be producing a variety ofgucts.  of security systems with its high-tech features.
Comparison ignores the infrared source is not ob@ng

Recommendation on scope of study: This program
Compared with existing products. There are two should be reviewed in order to improve the inforiorat
product safety system is used for comparison oflisplay in terms of accuracy in the future. Thisdst
important functions in the development of a segurit also can be continued in future to make improvement
system. The first product is the PIR Motion and ainto the existing studies. Some suggestions for
second product is HA Motion is a product in the kear ~ improving this study area:
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Increase the number of sensors to enhance th@ulter, T., 2005. Successfully deploying Zigbee in
security features industrial automation networks. J. Technical Papers

Implement a different variety of sensors in order t ISA, 459: 934-942.
detect certain objects Egan, D., 2005. The emergence of ZigBee in Building

Use camera to capture images when PIR detects an Automation and Industrial Control. Comput.
Object and use LCD monitor for image d|sp|ay Control Eng., 16: 14-19.DOI: 10.1049/cce:
Use GSM module so that data can be sent to the 20050203

consumer by using a telephone line in long

distance
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