Journal of Computer Science 7 (12): 1765-1769, 2011
ISSN 1549-3636
© 2011 Science Publications

New Cryptosystem Using M ultiple Cryptographic Assumptions

E.S. Ismail and M.S. Hijazi
School of Mathematical Sciences, Faculty of Sciearak Technology,
University Kebangsaan Malaysia, 43600 UKM Bangia8gor, Malaysia

Abstract: Problem statement: A cryptosystem is a way for a sender and a recéoveommunicate
digitally by which the sender can send receiver emfidential or private message by first encrygtin

it using the receiver’s public key. Upon receivihg encrypted message, the receiver can confirm the
originality of the message’s contents using his csearet key. Up to now, most of the existing
cryptosystems were developed based on a singleogmgphic assumption like factoring, discrete
logarithms, quadratic residue or elliptic curvecdite logarithm. Although these schemes remain
secure today, one day in a near future they maydieen if one finds a polynomial algorithm that can
efficiently solve the underlying cryptographic asgtion. Approach: By this motivation, we
designed a new cryptosystem based on two cryptbgrassumptions; quadratic residue and discrete
logarithms. We integrated these two assumptionsuinencrypting and decrypting equations so that
the former depends on one public key whereas tter ldepends on one corresponding secret key and
two secret numbers. Each of public and secret kegsir scheme determines the assumptions we use.
Results: The newly developed cryptosystem is shown secgaénat the three common considering
algebraic attacks using a heuristic security temii The efficiency performance of our scheme
requires 2T+ 2Tmu +Thash time complexity for encryption andefi+2Tmu +Ts: time complexity for
decryption and this magnitude of complexity is ddased minimal for multiple cryptographic
assumptions-like cryptosystentSonclusion: The new cryptosystem based on multiple cryptogcaph
assumptions offers a greater security level theat 8themes based on a single cryptographic
assumption. The adversary has to solve the twongstsans simultaneously to recover the original
message from the received corresponding encrypessage but this is very unlikely to happen.

Key words: Cryptology, cryptography, cryptosystem, cryptogiapsissumptions, quadratic residue,
discrete logarithms, factoring attack, discretatithm attack, polynomial algorithm

INTRODUCTION al., 2008b; Ismail and Hijazi, 2011). The reason behi
this is an adversary needs a longer period of iime
Many designated cryptosystems (Diffie andorder to break the multiple cryptographic assunmstio
Hellman, 1976) in the literature were developedebas based cryptosystem since it is very unlikely foe th
on a single cryptographic assumption like algebraicdversary to obtain the solutions of these cryg@iplgic
geometric code (Pramod and Manju, 2010), discret@ssumptions simultaneously.
logarithms (DL) (ElGamal, 1985), factorization (FAC In this article, we proposed a new cryptosystem
(Rivestet al., 1978), quadratic residue (QR) (Rabin, pased on two cryptographic assumptions; quadratic
1979), elliptic curve discrete logarithm (ECDL) residue and discrete logarithm problems. With the
(Koblitz, 1987; Miller, 1986)problems. Some of them 1, 14veq security offered, we also showed that the
remain secure and are resistant to attacks. Howemer )
performance of the scheme requires acceptable

day in the future, one could find a polynomial altfam . . .
that can efficiently solve the underlying assumptio Umbers of operations in both encrypting and

hence break the corresponding cryptosystem easilfi€Crypting processes, which makes it very practical
Many cryptographers realize it and start to devedop for real applications.
more secure cryptosystem. One of the methods to
design such scheme is by using multiple cryptograph Some notations and parameters. The following
assumptions (Ismaét al., 2008a; Elkamchouclgt al.,  notations and parameters are used to initialize the
2004; Harn, 1994; Baocang and Yupu, 2005; Ismtail developed scheme:
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 Two large strong random primes p and g which are  In the original ElGamal, (1985) cryptosystem we
safe primes and set the modulus n = pq _.. compute the number én Eq. 1a without squaring the
* A primitive element, g from H = {z : gcd(z, =1}, jginal message. In our scheme, we need this as we

of order n satisfyingy'= 1 mod n where gcd (a,b) . .
denotes the greatest common divisor of a and b ::ng:;g::gg the Rabin, (1979) cryptosystem for QR-

* A cryptographic hash-function h(.) whose output is

t-bit | th and tt=128
a -oitlength and we stigges Decryption: The receiver decrypts the obtained

MATERIALSAND METHODS encrypted message;(c;,) as below.

We propose a cryptosystem based on multiplé ~Compute the following:
cryptographic assumptions; quadratic residue and
discrete logarithms. The scheme consists of thre&!
phases namely Initialization, Encryption and
Decryption. In Initialization phase, the public asetret * The receiver uses the known technique (Rabin,

(c)* = h(m¥ mod n (2)

keys of receivers are computed. The calculatedipubl ~ 1979) to extract the original message h(m) from
keys will be published in a public directory and [h(m)z] and this can be done since he knows the
everyone including adversaries could access itenthi prime factorization of n.

secret keys remain secret and will be kept by the

receivers. A simple example: We describe an example to show

In Encryption phase, the original message ownedhe basic principle of our developed cryptosystem.

by a sender is first hashed using the appropriatgractitioners are not recommended to select keys or
cryptographic hash function, h(.). This function parameters computed in this example in practiceesin

transforms an input of arbitrarily length to a fixe N@ppropriate parameters would make this scheme
length of output (128 bits). The sender then gass h Vulnerable to attacks.

hashed message encrypted and this is done by first ASSume thatp =29 and g = 43. Then the modulus
picking a secret integer randomly plus the recéver IS NOW given by n = 1247. Next picks the number x =

public key. The encrypted message is then sertieto t 3/ @nd a primitive element, g = 17. Thus the puaiid
legal receiver. In Decryption phase, the receitmains  SECreét keys of the scheme are respectively given by
the original message by using his own secret keys. ~ 1003 and 37. To encrypt the original message h(m) =
1122, the sender selects ¢ = 3 and sends receiver
Initialization phase:
c1 = 1122(1003Y = 1116 mod 1247
e Choose randomly an integer x < n from H
« Compute the number y = mod n and

The public key is given by y and can be accessed ic, = 17 = 1172 mod 1247
the public directory and the secret key is giverxtand
only known to the legal receiver. Also only theewer The receiver once obtains (1116, 1172) recovers
knows the primes factorization of n. the original message as below:

Encryption: Get the original message, m hashed. The .
sender encrypts his message h(m) of 128-bits ksl (1116)1172" = 661 mod 1247

before sends receiver a pair, (). and one can check easily that the quadratic residue
661 mod 1247 is given by the original message 1122

e Select at random an integer ¢ < n from H mod 1247.

» Disguise th b ti

isguise the message by computing RESULTS
— -C

¢,= h(mfy “mod n (1a) We discuss our results of the newly developed

e Calculate the number: cryptosystem according to the following criterion.

c;=g mod n (1b)  « Verification
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*  Security analysis confirm that the two integers (p-1)/2 and (g-1)/@ the
» Efficiency performance product of two 512-bit strong primes.

We start by proving the validity of our schemerthe Factoring attack: Assume that the Adv has
we show that our scheme is heuristically secure b uccessfully solve_s the factoring assumption sa tha
considering common algebraic attacks on cryptosyste N€ knows the primes p and g. He also learns the
Lastly, we describe the efficiency consideratioings following equation:
computational complexity of the proposed scheme.

For verification, we prove that the decryptingEig. ¢ = h(myy*= h(mfg® mod n
correct. For security consideration, we use a tecien
from heuristic security to show that the schenseure. From the equation, to recover the original message
We do this by delivering the scheme to the liteafor  h(m) he has to remove the terrii*grom c. At this
attacks. We consider three possible attacks byhwliic  stage, he knows°gand ¢ but according to Diffie-
Adversary (Adv) may try to take down the new Hellman problem (Diffie and Hellman, 1976) he canno
cryptosystem. We define each attack and give th@smpute §. Thus the Adv would fail.
corresponding analysis of why this attack would feor

efficiency performance, we evaluate the time comiple Discrete logarithm attack: Assume that the Adv is

for both phases; encryption and decryption and W%ble to solve the DL problem and thus obtain theete
calculate the communication cost for our scheme. P

integer x. He then knows that)(t= g™ mod n and tries

S , to recover the original message h(m) from the éqoat
Verification: We validate our new cryptosystem by

roving the following theorem.
P g g c1= h(m¥y = h(mfg®mod n

Theorem: If the algorithms of Initialization and _

Encryption run smoothly then the decryption of the ~ UPON knowing the secret x, he manages to remove

encrypted message in Decryption is correct. the term & from ¢ to obtain h(mj. Unfortunately, to
get h(m) from h(nfhe must know the secret primes p

Proof: The Eq.2 above is true for all encrypted messaggnd q b_Ut thi? Is impossible since the FAC s
(1, ) since computationally infeasible.

X _ s ox X O Efficiency performance: Next, we investigate the
ci(C)* = h(mfy*(¢)" = h(mfg* (¢")" = h(m) mod n performa);wcre)z of our scheme in terms of num%er ofkey
computational complexity and communication costs.
Security analyss: We show that our scheme is The following notations are used to analyse the
heuristically secure by considering the followirgele  performance of the scheme.
most common attacks on cryptosystem.
* SK and PK denote the number of secret and public
Direct attack: Adv wishes to obtain all secret keys  Keys respectively L
. . . . e Teplis the time taken for a modular exponentiation
using all information available from the system. P

; ! e Tpuis the time taken for a modular multiplication
Particularly, he wants to find the 3-tuples (x,qp, In Te: is the time taken for a modular quadratic

this case, Adv needs to solve QR and DL. For QR, he  resjdue computation

needs to find the primes of n and the best way t8 T,. is the time taken for performing a hash
factorize the modulus n = pq is by using the number  function

field sieve method (Lenstret al., 1993). However, this *  |X| denotes the bit length of x

method is just dependent on the size of modulusdh a

o . . . . Table 1: The perf f tosyst
it is computationally infeasible to factor an integf ane € perioTmance of our New Clyprosystem

. . . Our scheme
size 1024-bit and above. The primes p and q alsst MUTrg humber of keys SK 1
be well-chosen that they are must be strong primes PK 1
(Gordon, 1984). This could resist the scheme frben t Computational complexity DE“CWtP“O” o 8 2T+ Tran
special-purpose factorization algorithms attack. Bb,  communication cost e.;ﬂgg,;,?{;n Exfm e
to resists it from various attacks one should cheod Decryption 2in|
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