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Abstract: problem statement: Digital image watermarking is the most popular moelt for image
authentication, copyright protection and contergcdigtion. Zernike moments are the most widely
used moments in image processing and pattern rémagrrhe magnitudes of Zernike moments are
rotation invariant so they can be used just as temwsark signal or be further modified to carry
embedded data. The computed Zernike moments ine€iant coordinate are not accurate due to
geometrical and numerical err@pproach: In this study, we employed a robust image-watekingr
algorithm using accurate Zernike moments. These embsnare computed in polar coordinate, where
both approximation and geometric errors are remoedurate Zernike moments are used in image
watermarking and proved to be robust against diffekind of geometric attacks. The performance of
the proposed algorithm is evaluated using standeagies.Results: Experimental results show that,
accurate Zernike moments achieve higher degreehnfstness than those approximated ones against
rotation, scaling, flipping, JPEG compression afftha transformationConclusion: By computing
accurate Zernike moments, the embedded bits watkrraa be extracted at low error rate.
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INTRODUCTION Invariant moments of images have been
extensively used for invariant feature extractidtu

Digital image watermarking is a popular method (1962) derived seven moment invariants that are RST
for image authentication, copyright protection and(Rotation-Scaling-Translation) invariant from regul
content description (Hartung and Kutter, 1999).moments. Alghoniemy and Tewfik (2000) used Hu's
Digital image watermarking is an effective solutimn invariants as a watermark. kt al. (2003) proposed a
the copyright infringement problem where the watermarking method in which the rotation angle and
embedded watermark is used as a proof of ownershigcaling factor are estimated after the watermarked
(Craveret al., 1998; Lin, 2001). Watermark is a signal image has been scaled or/and rotated by using
embedded into the host image to be later detected geometric moments of original image. Alghoniemy and
extracted. The watermarked image may be prone tdewfik (2004) embed the watermark by modifying the
various types of attacks. These attacks attempither moment values of the image in a way such that a
destroy the embedded watermark or even completelgredefined function of the moment invariants lies
remove it from the image. Therefore, robustnesgnaga within a predetermined value.
different kinds of geometric attacks is an esséntia Orthogonal moments were first introduced by
requirement of image watermarking techniques.Teague (1980). Zernike moments are superior to the
Rotation, scaling, shearing, flipping and affine others in terms of their insensitivity to image sei
transformation are examples of these geometricksta information content and ability to provide faithful
(Cai and Du, 2004). Many watermarking algorithms ar image representation (Teh and Chin, 1988). Image
proposed to achieve robustness against differemttski Normalization can achieve scaling and translation
of geometric attacks (Kinet al., 2003; Liu and Zhao, invariance. Image normalization techniques havenbee
2004; Liand Guo, 2008). used for invariant pattern recognition (Leu, 1989).
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Image is normalized by translating it to its ceittrand ~ moments £, for a digital image of size\x N was done
scaling it to a standard size. Many image-waterinark by replacing the integrals in Eg. 1 by summatioss a
techniques employed image normalization along withfollows:

Zernike moments to achieve RST invariance. Kim and

Lee (2003) proposed a watermarking method that p+1 o o
applies Zernike moments as the invariant waterrbgrk  ea = D N)Z;qu(fu)e “E i, ) (4)

modifying the normalized Zernike moments vector of
the image. Xin and Liao (2004) proposed a .
) . ) . Where:
watermarking algorithm that quantizes the magnitoide _ .
Zernike moments using dither modulation to embed arf‘(P’N) B Thg total numb.e.r of pixels that
array of bits into the image. Most proposed achieve the condition
watermarking methods that used Zernike moments addg|<1 andf(i,j) = The image intensity function
watermark data to the cover image in the spatiaiano
after the reconstruction process. Liao and Pawlak (1998) showed that, this
In this study, we proposed a watermarkingapproximation produced two types of errors; nunagric
algorithm employing fast and accurate Zernikeerror and geometrical error. The numerical error is
moments. Zernike moments are computed in polacaused by approximating the integrals in Eq. 1.s€he
coordinates by using a new fast, low-complexity andintegrals are approximated through replacing thgm b
accurate method. Numerical experiments are perfdrmesummations. These summations are not fully accurate
to show the robustness against different kinds ofinless the numbers of the samples tend to infifiihe
geometric attacks. Results clearly show the efficje geometrical error is due to the different nature of
of the proposed method. Zernike polynomials and the input image. The
numerical error is inversely proportional to themer
Zernike moments. Zernike moments were introduced of sampling points. On the other side, it is diect
by Teague (1980). These moments are computed kpyroportional to the order of moments. Therefore,
mapping an image onto a set of complex Zernikenumerical instabilities are affected when the moimen
polynomials. The two-dimensional Zernike momentsorder reaches a certain value.

Z,q of order p and repetition g are defined as:
MATERIALSAND METHODS

2l
Z,, :L”'J'J'[qu(r,e)]*f(r,e)rdrde 1) Accurate computation of Zernike moments in polar
T 9% coordinate: Xin et al. (2007) proposed a novel method

] . . for computing Zernike moments in polar coordinates.

where, p =0,1,2,.......3 and g is a positive or negative Thejr method divided the circular unit disk intset of

integer determined according to the conditions|p=|q  non-overlapped circular sectors. Each of thesoeeix

even, |gip. The asterisk * refers to the complex represented by a point in its center and then; mepp

conjugate andV,(r,6) is the Zernike polynomial the input image to be defined in a circular ungkdby

defined as: using interpolation methods. This method is modifie
by Hosnyet al. (2009). The computation steps of the
Vi (r,0) =R (Ne™®, j=v-1 (2)  modified method are:

e The unit disk of arear is divided to M non-
overlapping circular rings. All circular rings are
P divided into circular sectors, such that all ofgbe
Rpq =2 Boad (3) sectors must have the same area. The value of M
K is dependent on the constraint/2<M<N
(Xin et al., 2007), whereNxN is the size of the
pak digital image

relat(i?ns (Hos_ny, 20?8)2' i _ e The radius of the i-th circular ring is (i+1)/M;
omputation of Zernike moments requires a \ pare j = 0,1,2,....... ,M-1 and i = O refers to the

§quare—to(—jcwcle t{ra]nsfor{naltloln. TEe sqtl;]are mflgﬂiqu) innermost circular ring

IS mapped over e unit circle where the centetne The area of the i-th circular ring is
image is assumed to be the origin of the coordinate ~ _ R

(Chonget al., 2003). Therefore, computation of Zernike A =mi{(2i+1)/M?)
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where, R(r) is real-valued radial polynomial:

The coefficientsB_, are computed using the recurrence
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innermost circular ring, then, the total number of
circular sectors isSM?, where the area of each
circular sector isrt/ SM?

The number of circular sectors in the i-th circular
ring isK, =(2i +1)S

point in its center. All sectors in the same ciacul

ring have the same radial distance. The rad|al pel

distance ofi-th circular ring iR, = (2i+1) / 2M

The upper and lower limits of the radial integral
are:

U,=R +AR /2, U =R -AR /2

whereAR, =1/ M.

circular ring, where the value of increment is;
different for the different circular rings. The vak
of the angled can be calculated using the following

algorithm:
Fori=0to M-1
K, =(2i +1)S

Forj=0toK, -1
ei,j :(j+0-5)( Z'T/Kl)

endFor
endFor

The upper and lower limits of the angle integral

are:
=6, +08,/2, V, =6,-10,/2

|]+1

where, A6, =21/ K; .

Equation 1 can be rewritten as:

=TT 8,)H,(0.0,) )
Where:
Hoo(ri8:)) = 1 (1)1(8y) (6)
(1) = Uprq(r)rdr 148 = jede )
f(r, 8,) is the interpolated image (Xiet al., 2007).

Substituting Eq. 3 into 7 yields:
54

The distribution of angles is dependent on the

Assume S is the number of circular sectors in the

Ui

MOE flqu(r)rdr = j

Ui

P

Z Bp\dk

rdr

(8)

p-k=evel

Applying the basic rules of definite integratidty.
8 could be written as follows:

pdk[

The angle based integrg(®,) is rewritten as:

Each circular sector is represented with only one

p k+2

Z

evel

k+2
_Ui+

k+2 ©)

[k

L(e—i"qvml _ e‘ianw ),

|q(eilj) =
\V

i,j+L

gz O (10)

-V ,

ij q=0

Invariance property of Zernike moments: Rotational
invariance of Zernike moments is very attractive
property. Due to this property, Zernike moments are
widely used in different image processing, pattern
recognition and computer vision applications. If an

image f(x,y) is rotated by angle, Z,, of the original
image is related to and() of the rotated image by:

Zy =2 11)
Then, the magnitudes of both sides lead to thdioota
invariant property wherez(?)| =|z | (Hosny, 2008).

Image water marking: In this study, we implement our
modified method (Hosnyet al., 2009) for accurate
Zernike moments in polar coordinate instead of
approximated Zernike moments. The ultimate go&d is
embed real bits a watermark into the original imhge
quantizing the magnitudes of moments using dither
modulation. At the decoder, the embedded waternisark
extracted using the same quantizer. The goal is to
generate a robust watermark that survives against
geometric attacks like rotation, scaling, flipping,
shearing and affine transformation. Implementinig th
algorithm prove that, the high accuracy of computed
moments will save the Zernike moments save the
embedded watermark even if the image subjected to
geometrical attacks. Through the next subsections
watermark embedding and extraction are discussed in
details.

Watermark embedding: Three main steps are
essential for embedding a sequence of bits into an
image. These steps are moment selection, modditati
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of the selected moments and finally formation of th part formed by the unchanged moments with the other
watermarked image. part formed by the modified moments. The image part

. . . contributed by unchanged momen ts is:
Selection of Zernike moments: Selection process of

Zernike moments is critical process, where thecsete ¢ _ (x LY =F¢,y) fL(x,Y) (15)
moments must be the most accurate moments to be

suitable for data hiding. As discussed in (>énal., . . .
2004), two major factors are considered in selactib where, f,(x; ;) is the image part contributed by the
moments for data hiding. Firstly, the moments withselected moments before they were modified which ca

order higher than a certain valus,, cannot be be computed by:
computed accurately. Secondly, the moments with .
repetition q = 4i with integer i cannot be computed (XY = 200 Zpq Vag (XY ) +Z, 0V, 4(X,Y) (16)

accurately. Therefore, these moments are not seitab ) ) N
for data hiding. The image part contributed by the modified

Assume the set S contains the rest of the momeng€lected moments is obtained using:
that are eligible to be selected for carrying the

L
watermark ass={Z,.q< N,,..qz 0,¢¢ 4i. The vector  f,(x,y) =2, .V, (X,¥) +Z, .V, (x,¥) (17)
of the pseudo-randomly selected moments is defased =
A=(Zpgreeeeeneens +%q » WhereZ, is an elementin S. The watermarked imagix,,y,) is formed as:

Modification of Zernike moments. The magnitudes of
Zernike moments are modified to carry a generate
randomly bit sequencéy = (b,.......... b ), L< |S . Each

J(Xi'yj) =fem(XnY)) +1(X0Y)) (18)

. o Watermark extraction: The process of watermark
element from b is embedding into each element Of,action takes the watermarked image as an it
vector A by using dither modulation. The modified outputs the embedded watermark bits. The
vector of Zernike moments =(Z,,, .Z..|)  watermarked image may be attacked by various kinds
Where‘Z ‘ is the modified version OF’Z \computed of attapks. Image normalization to stand_ard sizans

na na essential step before watermark extraction, whiee t

..............

using the following formula: goal is to estimate the extracted bits at low erate.
5 In this study, the image is rescaled to a size
~ Z |—d (b . i
ME 12, -d (b) A+d (b), =12, L (12) 256x256 and then; selected Zerike moments of the test
mia A ' image are computed. The moment vector
VAN VAN %, ) is formed according to the
where, A is the step size of quantization, the ditherPréviously discussed conditions. Using the same
vector (d,(0),d, (0),.......... .d (0) is generated randomly quantizer in (13) each moment magnituti, | are
within the interval [0,1], the Vector quantized with the two dithers d(0) and d(1)
(d,(D),d, @), eenene ,d (L is obtained form d(0) as respectively:
follows:
Ao =d0)
A o =|EP TKT IA+d (), j=0,1 19
d(1):%+d(0) (13) a2 { A } *a0). I=o. (19)

where, d(0} [0,1]. The modified Zernike moments are The extracted bits;kare estimated by comparing the

computed using their modified magnitudes by: distances betweefiT;,, | and its two quantized versions:
Z .= Zna ‘ z i=1 L (14) b =ar mint ‘ —‘ ‘ ¥ (20)
na ‘Z ‘ na’ s i = 8oy %0l Q7| %a

The value of the estimated bif Is j that gives the

Formation of the watermarked image: The . . . .
minimum distance of its quantizer wis,, | .

watermarked image is obtained by replacing the anag
55
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RESULTSAND DISCUSSION

Figure 2a show the watermarked image rotated by 15°

Fig. 2b shows the Bit Error Rate (BER) of the 160 b

Numerical experiments are conducted by usiNngembedded watermark extraction under rotation attack

grayscale images of size 28656 where various types while Fig. 2c shows the Bit Error Rate (BER) of the
of geometric attacks are examined. The watermarked00 bit watermark extraction under rotation attake

image is transformed before the process of watdemarresults of the two experiments show that, accurate

extraction and Bit Error Rate (BER) is computed. AZernike moments generates extremely low error rates

comparison of watermarking by using accurate Zernik than those generated by using approximated ones
moments and approximated Zernike moments igspecially for rotations that exceed 5°.

performed. The grayscale image of ‘House’ with size
256x256 is watermarked by a 128 bit sequence using
accurate Zernike moments in the first experiment.
Figure 1la shows the original image, Fig. 1b shdves t
watermarked image while Fig. 1c shows the absolute
difference between them multiplied by 25 for better
display. The difference in the Fig. 1c represemis t
spatial contribution of the embedded watermark.

Robustness to rotation: The watermarked image is
rotated with angles form 0-45° with interval 2#&%d
A =2. BER is computed for the extracted bit segaen
Two experiments are conducted, in the first one; a
160 bit long random sequence is used as the
embedding information. In the second experiment, a
300 bit long random sequence is used. In the two
cases, the watermarking algorithm is implemented by
using both accurate and approximated Zernike msnen

Bit Error Rate (BER)

Eit Error Rate (BEE)
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Fotation degree

(b)

5 10
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—+— Approximated ZM

20 i 30 35 40
Rotation degree

(©)

10 15 45

Fig. 2: Robustness to rotation attack (a) waterewrk

Fig. 1: Example of watermarking embedding (a) the
original image (b) the watermarked image (c)
the absolute difference between a and b
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image with 160 bits rotated by 15° (b) BER of
rotation angles with 160 bits watermark (c)
BER of rotation angles with 300 bits watermark
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Robustness to flipping: The watermarked image is watermarked image compressed with quality factor
flipped horizontally and vertically. In Fig. 4a, e¢h 20, Fig. 5b shows the bit error of the extracte® 16
watermarked image is flipped horizontally and bits sequence while Fig. 5¢ show the bit error cfte
vertically in Fig. 4b. Table 1 shows the bit errate for  the extracted 300 bits sequence.

128 bits sequence and Table 1 shows the bit eater r

for 256 bits sequence. Table 1: Bit Error Rate (BER) of flipping

Vertical flipping Horizontal flipping
Robustness to JPEG compression: JPEG
compression is one of the most used operations for BER BER BER BER
digital images. The watermark robustness is exathine (accurate  (approximated (Accurate  (approximated
against lossy JPEG compression. The watermarked ZM) ZM) ZM) ZM)
image is compressed with quality factors from 2@-10 128 bits 0.01560  0.1891 0.0000 0.0484
with interval of size 5. Figure 5a shows the256bits 0.01562  0.1266 0.0078 0.0758

016 0.08
—4— Accurate FM
—+— Approximated FI

—4— Accurate Z

—t— Approzimated ZM

0 14” 0.07 +

012 F 0.06 ¢

010 ¢ 0.05 ¢

008+ 0.04

0.06 -

4
0.04 -

0.03 |

1 0.02
J o \
0.00 + . — 0.00

05 1 15 2 0.5 1
Scaling factor

Eit Error Rate (BEE)
Bit Error Rate (BER)

002 -

Scaling factor

(@) (b)

Fig. 3: Robustness to scaling attack (a) BER ofimgdactor with 128 bits watermark (b) BER of soagl factor
with 256 bits watermark

@ (b)

Fig. 4: (a) the watermarked image flipped horizbytgb) the watermarked image flipped vertically

Table 2: The bit error rates of the extracted &itsr some affine transformation

BER (accurate ZM) BER (approximated ZM)
Geometric attack 128 bits 256 bits 128 bits 256 bits
Scaling (0.6), rotation (10°) 0.1250 0.1289 0.1797 0.1406
Scaling (1.5), rotation (30°), horizontal flipping 0.0078 0.0430 0.1656 0.1812
Scaling (0.5), rotation (25°), compression (Q = 35) 0.2031 0.2148 0.2500 0.2813
Scaling (1.2), rotation (15°), flipping, compressi@ = 20) 0.1172 0.2031 0.1969 0.2891
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JPEG euality factor

@

Eit Error Rate (BEE)

0.0s
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0.05 1 (©) (d)

= Fig. 6: The watermarked image transformed by (a)
e rotation degree 10° and scaling factor 0.6; (b)
éaf scaling factor 1.5, rotation degree 30°and
k flipped horizontally; (c) scaling factor 0.5,
= rotation degree 40°,and compression factor 30;
(d) Scaling factor 1.2, rotation degree 40°,
\, T flipped vertically, and compression factor 20
;0\‘ LI R TR RE Figure 6 shows the transformed watermarked
TPEG quality factor image. Table 2 lists the bit error rate of the aoted
(b) bits from the transformed image for 128 and 256 bit
) ) sequence.
Fig. 5: Robustness to JPEG compression (a) BER of
compression quality factor with 160 bits CONCLUSION
watermark (b) BER of compression quality
factor with 300 bits watermark This study presents a new watermarking algorithm

that embeds real bits into the original image. ,Hast-
Affine transformation: The affine transformation of complexity accurate method is applied to compute
an image is performed by doing consecutiveZernike moments in polar coordinate. Watermarkey-gr
transformations to the image, in other words,ithe@ge  scale images are subjected to various kinds of gemm
is transformed by being multiplied by the attacks. The results of the conducted experimdatsly
transformation matrix. Experiments are conducted orshow that, employing accurate Zernike moments kegp
the watermarked image by attacking it with soméaff embedded watermark almost intact when it is subgetct
transformations as follows: various types of attacks where the embedded watkrma
] ] ) bits are extracted with lower bit error rates tttaa rates
*  The watermarked image is scaled by scaling factofenerated using approximated ones. According tovits

0.6 and then rotated by rotation degree 10°. complexity requirements. the bproposed algorithm is
* The watermarked image is scaled by scaling factoguita%bx;tgr Iarg?elzj Iimages. ’ prop gor !

1.5, rotated by rotation degree 30° and then flibpe

horizontally. REEERENCES
 The watermarked image is scaled by scaling factor

0.5, rotated by rotation degree 25° and thenmAlghoniemy, M. and A. H. Tewfik, 2000. Image

compressed by compression factor 35. watermarking by moment invariant. Proceeding of
» The watermarked image is scaled by scaling factor the |EEE International Conference on Image

1.2, rotated by rotation degree 15° flipped  processin, conf. date 10-13 Sept. 2000, Vancouver,
vertically and then compressed by compression e Canada, Canada, pp: 73-76. DOI:

factor 20. 10.1109/ICIP.2000.899229
58



J. Computer <ci., 6 (1): 52-59, 2010

Alghoniemy, M. and A.H. Tewfik, 2004. Geometric Li, Z., S. Kwong and G. Wei, 2003. Geometric moment

invariance in image watermarking. IEEE Trans.
Image Process., 13: 145-153. DOl:
10.1109/T1P.2004.823831

L. and S. Du,
translation invariant image watermarking using
Radon transform and Fourier transform.
Proceedings of the IEEE 6th Circuits and Systems

Cai,

in image watermarking. Proceedings of the 2003
International Symposium on Circuits and Systems,
pp: 932-935. DOI: 10.1109/ISCAS.2003.1206128

2004. Rotation scaling andLiao, S.X. and M. Pawlak, 1998. On the accuracy of

Zernike moments for image analysis. |IEEE Trans.
Patt. Anal. Mach. Intel., 20: 1358-1364. DOI:
10.1109/34.735809.

Symposium on Emerging Technologies: FrontiersLiu, Y. and J. Zhao, 2004. Rotation, scaling, ttatisn

of Mobile and Wireless Communication, May 31-
June 2, IEEE Xplore Press, USA., pp: 281-284.
DOI: 10.1109/CASSET.2004.1322976

Chong, C., P. Raveendran, R. Mukundan, 2003. A
comparative analysis of algorithms for
computation of Zernike moments. Patt. Recog.,
36: 731-742. DOI: 10.1016/S0031-3203(02)00091-2

Craver, S., N. Memon and B. Yeo, 1998. Resolving

fast Lin,

invariant image Watermarking based on radon
transform. Proceeding of the 1st Canadian
Conference on Computer and Robot Vision, May
17-19, Ottawa Canada, pp: 225-232.

P., 2001. Digital watermarking models for
resolving rightful ownership and authenticating
legitimate customer. J. Syst. Software, 55: 261-271
DOI: 10.1016/S0164-1212(00)00075-3.

rightful ownerships with invisible watermarking Teague, M.R., 1980. Image analysis via the general

techniques: Limitation, attacks and
implementation. IEEE J. Select. Area Commun.,
16:573 — 586. DOI:10.1109/49.668979.

Hartung, F. and M. Kutter, 1999. Multimedia
watermarking technique. Proc. IEEE, 87: 1079-1107
DOI: 10.1109/5.771066

Hosny, K.M., 2008. Fast computation of accurate
Zernike moments. J. Real-Time Image Process.,
3:97-107. DOI: 10.1007/s11554-007-0058-5

theory of moments. J. Opt. Soc., 70: 920-930. DOI:
10.1364/JOSA.70.000920

Teh, C. H. and R.T. Chin, 1988. On image analygis b

the methods of moments. IEEE Trans. Patt. Anal.
Mach. Intel., 10: 496-513. DOI: 10.1109/34.3913

Xin, Y., M. Pawlak and S. Liao, 2007. Accurate

computation of Zernike moments in polar
coordinates. IEEE Trans. Image Process., 16: 581-58
DOI: 10.1109/T1P.2006.888346

Hosny, K. M., M.A. Shouman and H.M. Abdel Salam, Xin, Y., S. Liaoand M. Pawlak, 2004. A Multibit

2009. Fast computation of orthogonal fourier-
mellin moments in polar coordinates. J. Real-Time
Image Process., 5:1-9. DOI: 10.1007/s11554-009-
0135-z

Hu, M.K., 1962. Visual pattern recognition by morhen
invariants. IRE Trans. Inform. Theor., 8: 179-187.
DOI: 10.1109/T1T.1962.1057692

Kim, H. S. and H.K. Lee, 2003. Invariant Image
Watermark using Zernike moments. IEEE Trans.
Circ. Syst. Video Technol., 13: 766-775. DOI:
10.1109/TCSVT.2003.815955

Kim, H.S., Y. Baek and H.K. Lee, 2003. Rotationlsca
and translation invariant image watermark using
higher order spectra. Opt. Eng., 42: 340-349. DOI:
10.1117/12.497823

Leu, J., 1989. Shape normalization through compgcti
Patt. Recogn. Lett., 10: 243-250.
http://cat.inist.fr/?aModele=afficheN&cpsidt=6639
843

Li, L. and B. Guo, 2008. Image adaptive RST invaria
watermark using pseudo-Zernike moments. Front.
Elect. Elect. Eng. China, 3: 20-24. DOI:
10.1007/s11460-008-0005-7

59

Geometrically Robust Image Watermark Based on
Zernike Moments. Proceedings of the 17th
International Conference on Pattern Recognition,
Aug. 23-26, IEEE Computer Society, Washington
DC., USA., pp: 861-864. DOI:
10.1109/ICPR.2004.58



