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Abstract: Problem statement: Traditional user authentication system uses pasiswvdor their
secured accessibility in a central server, whicprame to attack by adversaries. The adversariges ga
access to the contents of the user in attack pseneers. To overcome this problem, the multi-server
systems were being proposed in which the user corimaie in parallel with several or all of the
servers for the purpose of authentication. Suctesysequires a large communication bandwidth and
needs for synchronization at the usApproach: Present an efficient two server user password
authentication and reduce the usage of communicatidfic and bandwidth consumption between the
servers. Integration of quantum and classical keh&nge model is deployed to safeguard user access
security in large networks. The proposed work prees a two server system, front end service server
interacts directly to the user and the back endtrobrserver visible to the service server. The
performance measure of the user password madddotransformed two long secrets held by both
service and control server. Further the proposaliegh quantum key distribution model along with
classical key exchange in the two server autheiditaThree-party Quantum key distribution used in
this model, one with implicit user authenticationdaother with explicit mutual authentication,
deployed for ecommerce buyer authentication inrirgepeer serverfkesults: Effect of online and
offline dictionary attacks prevailing in the singknd multi-server systems are analyzed. The
performance efficiency test carried out in termscgss rate of authenticity for two server shows 35%
better than single server. The performance of nateg Quantum Key Distribution (QKD) systems
and classical public key model have shown experialgn better performance in terms of
computational efficiency and security rounds (118fpliovement) than traditional cryptic security
model. Conclusion: With the results obtained it is concluded thatidatte security principle of
quantum theory and traditional public key modeégration provides an improved security model for
password authentication between the password egekanf two servers.
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INTRODUCTION The proposed work continues the line of
research on the two-server paradigm in (\weml.,
Most password-based user authentication systen005; Nam et al., 2004), extend the model by
place total trust on the authentication server wherimposing different levels of trust upon the twovers
passwords or easily derived password verificatiated and adopt a very different method at the techramad|
are stored in a central database. These systerftblwwu in the protocol design. As a result, we propose a
easily compromised by offline dictionary attackisiated  practical two-server password authentication ang ke
at the server side. Compromise of the authenticatioexchange system that is secure against offline
server by either outsiders or insiders subjectsusdir  dictionary attacks by servers when they are cdetlol
passwords to exposure and may have serious prablenisy adversaries. Moreover, the proposed system is
To overcome these problems in the single serveersys particularly suitable for resource constrained sighre
many of the systems has been proposed such as mulib its efficiency in terms of both computation and
server systems, public key cryptography and passworcommunication. Computing exponential increase in
systems, threshold password authentication systewos, power requires setting the bar always higher targec
server password authentication systems. password data transmissions in two server
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authentication. The ideal solution would transmitad additional communication rounds between a sendeér an
in quantum bits, but truly quantum information receiver and cost precious qubits. By contrasgsital
processing may lie decades away. Therefore, severatyptography provides convenient techniques that
companies have focused on bringing one aspect afnable efficient key verification and user
guantum communications to market Quantum Keyauthentication. These QKDP and classical
Distribution (QKD), used to exchange secret ke th cryptographic model motivates us to propose an
protect data during transmission. integrated password communication between two
The key distributed using quantum cryptographyserver authentication systems. The proposal work in
would be almost impossible to steal because QKDihis study provides a pattern of integrating thessical
systems continually and randomly generate new fiva key verification with the quantum mechanism
keys that both parties share automatically. Aemployed in distributing the session key and previd
compromised key in a QKD system can only decrypt &fficient password sharing between the two serters
small amount of encoded information because thenake the password authentication more robust.
private key may be changed every second or even
continuously. To build up a secret key from a stred  Literature review: Public key techniques are absolutely
single photons, each photon is encoded with aditer necessary to make password systems secure against
of 0 or 1, typically by a photon in some superposit offline dictionary attacks, whereas the involvemeit
state, such as polarization. These photons argesimit public key cryptosystems under a PKI (e.g., pukég
by a conventional laser as pulses of light so diat t encryption and digital signhature schemes) is negral.
most pulses do not emit a photon. This approacfhere are two separate approaches to the develomien
ensures that few pulses contain more than one photosecure password systems one is a combined use of a
Additional losses occur as photons travel through t password and public key cryptosystem under a PKI an
fiber-optic line. In the end, only a small fractiohthe the other is a password only approach. In thesersgs
received pulses actually contain a photon. Howeverthe use of public keys entails the deployment and
this low yield is not problematic for QKD becausdyo  maintenance of a PKI for public key certificationda
photons that reach the receiver are used. The &ey adds to users the burden of checking key validity.
generally encoded in either the polarization or theeliminate this drawback, password-only protocols
relative phase of the photon. Password Authenticated Key Exchange (PAKE) have
Key distribution protocols are used to facilitate been extensively studied, e.g., (Bellovin and Megrri
sharing secret session keys between users alB92; 1993; Bellaret al., 2000). The PAKE protocols
communication networks. By using these shareddo not involve any public key cryptosystem undétkd
session keys, secure communication is possible oand therefore, are much more attractive for realevo
insecure public networks. However, various securityapplications. Any use of public key cryptosysterdema
problems exist in poorly designed key distributionPKI in a password authentication system should be
protocol, for example, a malicious attacker mayiveer avoided since; otherwise, the benefits broughthleyuse
the session key from the key distribution process. of password would be counteracted to a great extent
legitimate participant cannot ensure that the rexbi Most of the existing password systems were
session key is correct or fresh and a legitimatelesigned over a single server, where each useeshar
participant cannot confirm the identity of the athe password or some Password Verification Data (PVD)
participant. Designing secure key distribution pootls ~ with a single authentication server (Bellovin and
in communication security is a top priority. Merritt, 1992; 1993; Bellareet al., 2000). These
In some key distribution protocols, two userssystems are essentially intended to defeat offline
obtain a shared session key via a Trusted Centg). (T dictionary attacks by outside attackers and assihate
Since three parties (two users and one TC) ardvieslo the sever is completely trusted in protecting tiseru
in session key negotiations, these protocols alledca password database. Unfortunately, attackers intipeac
three-party key distribution protocols, as in castr take on a variety of forms, such as hackers, viuse
with two-party protocols where only the sender andworms, accidents, mis-configurations and disgrahtle
receiver are involved in session key negotiatidns. system administrators. As a result, no securitySuess
quantum cryptography, Quantum Key Distribution and precautions can guarantee that a system wiirne
Protocols (QKDPs) employ quantum mechanisms tde penetrated. Once an authentication server is
distribute session keys and public discussionshexk compromised, all the user passwords or PVD fathi&
for eavesdroppers and verify the correctness of &ands of the attackers, who are definitely effectin
session key. However, public discussions requireoffline dictionary attacks against the user passisioro
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eliminate this single point of vulnerability inh@tein  transmission systems. That explains why most
the single-server systems, password systems based companies have focused on commercializing QKD and
multiple servers were proposed. The principle isnot on data encryption. Slimehal. (2007) study some
distributing the password database as well as theonditions to stop BB84 protocol in the context of
authentication function to multiple servers so that depolarizing channel and implement two types of
attacker is forced to compromise several servefseto eavesdropping strategy i.e., Intercept and Resedd a
successful in offline dictionary attacks. Cloning Attack.

The system in (Ford and Kaliski, 2000), believed t Polarization-based encoding works best for free-
be the first multiserver password system, splits a&pace communication systems rather than fiber-optic
password among multiple servers. However, the servelines. Data are transmitted faster in free-spastesys,
in (Ford and Kaliski, 2000) need to use public keyyss  but they cannot traverse the longer distances bafri
improved version of (Ford and Kaliski, 2000) was optic links. Majeecet al. (2010) study presented a new
proposed in (Jablon, 2001), which eliminates the afs protocol concept that allows the session and key
public keys by the servers. Further and more rigoro generation on-site by independently applying a adsc
extensions were due to (Mackengteal., 2002), where of two hash functions on a random string of bitshat
the former built a t-out-of-n threshold PAKE pratbc sender and receiver sides. This protocol however,
and provided a formal security proof under the cand required a reliable method of authentication. It
oracle model (Bellareet al., 2000) and the latter employed an out-of-band authentication methodology
presented two provably secure threshold PAKE poi¢oc based on quantum theory, which uses entangled qiairs
under the standard model. While the protocols arg@hotons. Dehmarst al. (2010) study was known if the
theoretically significant, they have low efficienand number of the eavesdroppers and their angle ofrgon
high operational overhead. In these multi-serveract on the safety of information. The quantum eanaad
password systems, either the servers are equaglhsed the mutual information were calculated analyticalhd
to the users and a user has to communicate inlglaral computed for arbitrary number of cloning attacks.
with several or all servers for authentication, ar In classical cryptography, three-party key
gateway is introduced between the users and therser  distribution protocols (Weret al., 2005; Namet al.,

Recently, (Brainarcet al., 2003; Gottesman and 2004) utilize challenge response mechanisms (Sggli
Lo, 2003) proposed a two-server password system ih998) or timestamps (Shirey, 2000) to prevent repla
which one server exposes itself to users and therot attacks (Bennett and Brassard, 1984), However,
is hidden from the public. While this two-server challenge response mechanisms require at least two
setting is interesting, it is not a password-onfgtem: communication rounds (Gottesman and Lo, 2003)
Both servers need to have public keys to proteet thbetween the TC and participants and the timestamp
communication channels from users to servers. As wapproach needs the assumption of clock
have stressed earlier, this makes it difficult tdlyf  synchronization which is not practical in distribdt
enjoy the benefits of a password system. In additio systems (due to the unpredictable nature of network
the system in (Gottesman and Lo, 2003) only performdelays and potential hostile attacks) (Bennett,2).99
unilateral authentication and relies on the Se@aeket  Furthermore, classical cryptography cannot deteet t
Layer (SSL) to establish a session key betweenea usexistence of passive attacks (Hwaataal., 2007) such
and the front-end server. Subsequently, (Yah@l., as eavesdropping. On the contrary, a quantum channe
2006; Bennett, 1992) extended and tailored this-twoeliminates eavesdropping and, therefore, replaclast
server system to the context of federated entexpris This fact can then be used to reduce the number of
where the back-end server is managed by an ergerprirounds of other protocols based on challenge-respon
head quarter and each affiliating organization afey  mechanisms to a trusted center (and not only three-
a front-end server. party authenticated key distribution protocols).

The most common standard protocol for QKD is The security of quantum cryptography relies on the
called BB84, after its inventors, IBM's Bennett and foundations of quantum mechanics, in contrast to
Brassard (1984). Invented in 1984, it uses a strehm traditional public key cryptography which relies thre
single photons to transfer a cryptographic key betw computational difficulty of certain mathematical
two parties, who can use it to encode and decoti®e dafunctions and cannot provide any indication of
transmitted using standard high-speed techniqugbt R eavesdropping or guarantee of key security. Quantum
now, single photons allow real-time data transmissi  cryptography is only used to produce and distritaite
only at low speed, typically 100 bits/s-a hundredkey, not to transmit any message data. This key can
millionths the speeds of today's fastest fiber-opti then be used with any chosen encryption algoritam t
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encrypt (and decrypt) a message, which can then be

transmitted over a standard communication channel, | Ul | [ User2 | [ Uses | _
The algorithm most commonly associated with QKD is ‘ | Velr_‘ﬁ“‘““ o
the one-time pad, as it is provably secure wherd use i J, Hlien ]
with a secret, random key. The proposal in thiglytu Service

integrates QKDP and classical model, in which T@ an server

a participant synchronize their polarization bases Control
according to a pre-shared secret key in the twaeser server

password authentication system. During the sessgn Verification Password

distribution, the pre-shared secret key togetheh \ai of part-I splitter

random string are used to produce another key

encryption key to encipher the session key. A iieoip

yviII not receiv_e the same polariz_ation g-bits eviean L[ splitter Spliter

identical session key is retransmitted. Part -I Part -II

MATERIALS AND METHODS ) _ ) )
Fig. 1: Generalized two server architecture of reglsi

Two server password authentication systemsthree control server with service server

types of entities are involved in our system, users, a

Service Server (SS) that is the public server ettho  Integrated quantum key distribution and classical
server model and a Control Server (CS) that idbtiek-  key: With QKDP implicit user authentication that
end server. In this setting, users only communivatle  confidentiality is only possible for legitimate useand

SS and do not necessarily know CS. For the purpbse mytual authentication is achieved only after secure
user authentication, a user U has a password which communication using the session key start. The
transformed into two long secrets, w_hlch are h_tyidSB proposed three-party QKDPs are executed purelen t
and CS, respectively. Based on their respectiveesha q,antym channel and this work does not considersrr
SS and CS together validate users during user.|l@fn caused by envionmental noise. The proposed

contolled by an active: adversary M torme of of  Tiegrated QKDP and its classical securty asstuas
dictionar a’%acks to user asswgrds but thev oo n every participant shares a secret key with the mC i
y P ’ y advance either by direct contact or by other waye

collude (otherwise, it equates the single-servedetjo . . .
A p(assive adversqary follows ﬁonest-bute—lrcnurious'ntegrated QKD and classical key model deployed in

behavior, that is, it honestly executes the prdtocol'e WO Server password system are explained in the
according to the protocol specification and does$ nofollowing phases.

modify data, but it eavesdrops on communication

channels, collects protocol transcripts and toederive ~ S€tUp phase:Let A and B be two users who would
user passwords from the transcripts, moreover, vainen /K€ to establish a session key. KTU is the sekest
passive adversary controls a server, it knowsgrnal ~ Shared between TC and user U. Bit sequence in KTU
states of knowledge known to the server, includtag IS treated as the measuring basgs between used Uan
private key (if any) and the shares of user passsvdn  the TC. _If (Krv)i =0, the basis D is chosen; _othe_rW|se,
contrast, an active adversary can act arbitranilgrider ~ the basis R. Notice that ¢); denotes the ith bit of

to uncover user passwords. Besides, we assumeet sedhe secret key KTU.

communication channel between SS and CS for this

basic protocol. This security model exploits theKey distribution phase: The following describes the
different levels of trust upon the two servers.sTholds  details of key distribution phase. Assume that Tie
with respect to outside attackers. As far as insidéias been notified to start the 3SAQKDP with A and B.
attackers are concerned, justifications come fram o TC and the users have to perform the 3AQKDP as
application and generalization of the system to thdollows:

architecture of a single control server supporting

multiple service servers, where the control serverffusted center:

affords and deserves enforcing more stringent ggcur

measurements against inside attackers. The back-end The TC generates a random number rTA and a

server is strictly passive and is not allowed teesarop session key SK. TC then computes hrJKrra)®
on communication channels, while CS in our setting (SK[|Un|| Ug) for A and, similarly, rTB and f=h
allowed for eavesdropping (Fig. 1). (K+g, rre) (SK||Ws]|| Ua) for B.
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e« The TC creates the qubits, QTA, based an [Ir
Rrayi and (Kray for Alice where i = 2,....n and+{ || TC
Rra)i denotes theﬂi bit of the concatenation4 ||
RTA
«  If (r7a |l Rrayi =0, (K7a)i=0, then (Qa) iis 1W2

Quantum state verification

(10>+1>) . <
e IF (rral] Rra)i=1,(Kta)i=0, then (Qa); is 1W2 £ /3 :
(ot _
® If(rTA. _”RTA)Izol(KTA)I :0, (KTA)I = l, then ,3 % :
(Qra)iiis (]05) % QS+ Data)
o If(r Rra)i=1,(Ktp)l =1, then iis|1
( TA ” TA) ( TA) (QA) | ) QS+ Data (Encudedblu ‘
TC then sends QTA to A. TC creates qubits QTB| a5 Key request
in the same way for B. ‘ Send key
Users:

« A measure the received qubits QTA depending or
KTA. If (KTA) ; = 0, then the qubit is measured

based on the basis D; otherwise, the basis R.. .
Similarly, B measures the receiving qubits QTB Fig. 2: Process Flow diagram for Quantum based two
depending on KTB. server password authentications

e Once A obtains the measuring results[tR1a,
she then computes SUA||Uz = h (Kya, 1a)
R'ra

« The session key SKcan be obtained and the
values UA and UB can be verified. Similarly, B
gains fg||Re and computesSK|Ug||Ux = h
(Kts, I'ts) R'1e:

The UCB assumption describes that one can disshgui
the polarization basis of an unknown quantum state
with only a negligible probability.

Protocol participant: A fixed nonempty set of
legitimate participants and a TC are supposed ke ta
part in 3QKDP. A participant and TC may have many

Then, B obtains the session key SK0O and check'gStanceS correlated in distinct and concurrent

the correctness of UB and UA. In item a of TC, theeXeCUtlons of 3QKDP.

hash value is used to encipher the sequence. Bheref ) -
a recipient will not receive the same polarizatipmits Long-term secret key: Ev_ery.partlupgr?t and TC share
one secret key KTU, which is a sufficient long rand

even if an identical session key is retransmitfElis . : S
binary string. TC maintains a table to store foergv
also makes an eavesdropper not be able to perform

offline guessing attacks to guess the bases ower trpartlmpant. Besides, U saves KTU as his long-term

guantum channel and, thus, the secret key, KTA (o ecret key. . . . .
KTB), can be repeatedly used. nstance states:A client instance U accepts when it

: . ains sufficient information to compute a sessiey k
In item b of Users, only A (or B), with the secret 9
key KTA (or KTB), is able to obtain SK'|J[Us (or SK. It should be noted that the state of acceptante

. : : appears in client instances. Moreover, a clienaimse
SK ”UB”UA). b),/ measuring the qubits QTA (or QTB) U can accept at any time and only accept once.
and computing:

Session Identifier (SID) and Partner Identifier
(PID): The SID is used for a participant U to uniquely
) name his proceeding session. We define the SID for
Hence, A (or B) alone can verify the correctnelss Ojpstance U in an execution of 3AQKDP. The PID
the ID concatenation AJ|Us (or Ug||Un) (Fig. 2). names the participant with which a client instance
affirms that it has just shared a session key SK. U
Security proof of QKDP: A new primitive, Unbiased- affirms that it has just shared SK with an instange
Chosen Basis (UCB) assumption, based on the nparticipant UB. It should be noted that the SID #1D
cloning theorem is also proposed to facilitategh@of.  are public and available to the adversary A.
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e secrets which are held by service server and dontro
67/05/2018 B6:12 PN . i i i
335?5;5353 it B - \s/erl\_/der. Both tr(lje _syster:n lIJS|r_lg t_?ﬁlr respective eshar
/137, H N .nhattrs
1 0/85,2009 B4:43 PN 952 ﬁgcai‘i(};nuertm-.jaua all ate user . UI’Ing the Ogln'_ e SerVerS. CompUte
porizaniy 12:2 M 288 Centralferuer.java function to verify the user and finally a sessiay ks
1/05/2018 86:12 P st P ion being established between the user and serviverse
0/94/2000 8330 TH 1,51 LoginCheck. jop for the confirmation of the user and the servere Th
10/84,2809 ©3:28 PH 1,325 TuoServer. java . . . .
7 File(s) 10,624 hytes service server which is an active adversary acts
3 Dir(s) 13,188,378,944 hytes free . .
. . , , arbitrarily to uncover the passwords and could @dnt
G \Sun\WEBSER™1 .1\docs \THANGA“1\NEVNPHASEI [\Contro18erver> javac CentralServer. jal . .
ba the corruption of the password, the control sewigich
C:\SunMEBSER™1 . 1\docs\THANGA“L\NEUNPHASEL I\ControlSeruerdstart rnivegistry is a passive adversary acts according to the pwbtoc
C:\Sun\MEBSER™1 . 1\docs\THANGA™1\KEINPHASET [\Cont ro1Seruerdenic CentralServer specification (Fig. 3).
C:\Sun UEBSER™1 . 1\docs\THANGA L\NEUNPHASE] [Contro1Server)java CentralSeruer In the offline dictionary attacks, where the
Tnitializing Central Server . .
Seruice Server Initialized successful logins between the user and the sesver i

recorded by the intruder and it tries the passwordise
dictionary against login transcripts and this igi@ome
in the system by control server as passive adweesat
service server as active adversary (Fig. 4). In the
system, the communication and the computations are

Fig. 3: Initialization of control server and semiserver

e ———————— 3
‘ 0 4

o o
[ more efficient. The user can use the same passtword

Service Server register to different service server, the servieever
connect either to distinct control servers or te same
control server. This is a highly desirable featsirece it

makes the system user friendly. The system could be
Bifureated Password Key Adapted to any existing FTP and web applicatiorss th
i are available today by adding a control servertto i
where these are managed by the administrative domai
The generalization as well as the applications of
the two-server password system well support the
underlying security model, in the sense that the
enterprise headquarter naturally assume adequads fu
— and strong security expertise and, therefore, défand
e e o s TG is capable of maintaining a highly trustworthy coht
server against both inside attackers and outside
attackers. Without the concern of a single point of
vulnerability, affiliating organizations that opéga
Adversary’s queries: The queries, Initiate query, Send service servers are offloaded to some extent frivict s
query, Reveal query, Hash query and Test querysecurity management, so they can dedicate theiietim
represent the capabilities of adversary A. expertise and resources to their core competeanig$o
enhancing service provision to the users. From the
Experimental evaluation: In our experimental perspective of users, they are able to assumeigierh
implementation, a password is split into two randomcreditability of the enterprise while engaging umsmess
numbers. Therefore, a user can use the same passwavith individual affiliating organizations (Fig. 5).
to register to different service servers; tieeypnect In the implementation process of two servers for
either to distinct control servers or to the sametml  password exchange between the servers combines
server. This is a highly desirable feature sinamakes classical key with quantum key model. It achievey k
the system user friendly. The big inconveniencéhim  verification and user authentication. It presersel®ng
traditional password systems is that a user has tterm secret key between the TC and each user. It
memorize  different passwords for different measures EPR pairs and reconstructs TC and a
applications. The system has no compatibility peabl participant after one QKDP execution. It detects th
with the single-server model. The user contacty e existence of passive attacks like eavesdroppingslsts
service server but both the control and serviceessr replay and passive attacks. The three-party QKail,
are responsible for the authentication of the uske  implicit user authentication is designed. It exesut
user has a password which is transformed into bmg |  three-party QKDPs purely in the quantum clenn
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105 C=]x]

Bilinear Key Gener ation for Servic Bilinear Key Generation for Contrc

Control Server = Ring Signature E'@'El

Ring Signature

Bilin i Vs steenil B oo Bifurcated Password

Wifureaied Password Key -

IFFAL]

Calculated Bilinear Key send to Service Se...

-
-
4] i [»]

Exit

ot e g S e T s mi

Fig. 5: Control server authentication Fig. 7: Quantum ring signature

Er 1
" [ﬂ It provides secure communication on insecure

Bilinear Key Generation for Servic Bilinear Key Generation for Contrg

public networks (Fig. 7). A malicious attacker may
derive the session key from the key distribution
process. Designing secure key distribution pro®daol
security is a top priority. The three-party QKDP
requires that the TC and each participant pre-share

£ Generate Bilinear ring pair E|@|E|

rTA(5-bits): 10010 RESULTS
SHK{3-hits): 111
oK || ExIT | Performance measure on two server authentication:

The exponentiations dominate each party’s computati
overhead, the two server password authentication
system only count the number of exponentiatiorthas
computation performance. The digits before “/” dieno
the total number of exponentiations performed bghea
Fig. 6: Quantum generator for session keys party and the digits following “/” denote the numlwoé
exponentiations that can be computed offline. One
Every participant shares a secret key with the MC iround is a one-way transmission of messages. The
either by direct contact or by other ways. The g¢hre proposed two protocols demonstrate performance quit
parties QKDP allows explicit mutual authentication. efficient in terms of both computation and
The secret key pre-shared between the TC and @mmunication to all parties. The Table 1 listetbie
participant is long-term. The number of communmati indicates the computation performance in termsnoét
rounds is reduced to three. It integrates The @egae of  and success rate (number of rounds) of the tweeserv
both the classical and quantum cryptographies. Keynq single server password authentication. Theeiett
distribution protocols facilitate sharing secresssen keys ¢ ,ccess rate for authentication in two server ayste

betw_een users on communication net\_/vorks (Figit6) . (11% more) shown in Table 1 assures its efficiency.
provides secure communication on insecure public

networks. A malicious attacker may derive the sessi ]

key from the key distribution process. Designinguse ~ Performance Issue on classical and quantum key
key distribution protocols in security is a topquifly. ~ On two servers:in the security proofs, the capability
The three-party QKDP requires that the TC and eacRf an adversary is modeled by queries, which also
participant pre-share. represent the possible attacks performed by arrsatye
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Table 1: Performance measure on two server andlesisgrver  compromising both servers, no attacker can find use

— password a”theT”_tica“?” Stﬁhetr_“fi = ,, Passwords through offiine dictionary attacks. Thetrwl
cheme ime of authenticity (m sec) _Success raJe (% garyer peing isolated from the public, the charueitf

Two server password 10 96 . . . Lo

authentication being attacked is substantially minimized, thereby

Single server 8 87 increasing the security of the overall system. $ymem

is also resilient to offline dictionary attacks butside
Table 2: Comparison of proposed quantum and chissto  attackers. This allows users to use easy to remembe

o i”d“’id“a"zsd C'ass(ijca' a”? q“a’g“m ‘:ey m"de'(s:l — passwords and still have strong authentication kayd
errormance roposed quantum uantum assical key H .

metrics key and classical  model model exchgnge. The system has no compat.|b|llj[y probléttm w
Pre-shared Longer duration _Sampling pair_Longer the single-server model. The generalization of tthe- .
secret key instances duration server password system well supports the underlying
Communication 2 5 3 security model. In reality, adversaries take omdety of
round forms and no security measures and precautions can
Quantum channel Yes Yes No t that t il b trat B
Clock No No No guarantee that a system will never be penetra gd.
synchronization avoiding a single point of vulnerability, it givessystem
Vulnerable to No No No more time to react to attacks. The password-based
passive attack authentication and key exchange system that ig buil
Security proof Yes No No

upon a novel two-server model, where only one serve

communicates to users while the other server stays

However, since the online guessing attack in wiaoh transparent to the public. Compared with previous
adversary guesses the possible secret and judges #plutions, our system possesses many advantagds, su
correctness of the guess by the execution resutteof as the elimination of a single point of vulneratili
protocols cannot be avoided in existing key disttitn avoidance of PKI and high efficiency.
protocols, as no proper queries have been adopted t Among classical three-party key distribution
model this attack in existing security proofs. Amline  protocols focuses on the low bounds of communicatio
guessing attack is not modeled in the securityfsrob  rounds of three-party key distribution protocols;ls as
older systems. The online guessing attack can occuhe low bound of timestamp-based protocols and the
when an adversary performs an intercept-resendkatta low bound of nonce-based protocols. Therefore, this
on one qubit at a time (by say starting from thstfi project evaluates the communication rounds with the
qubit) over the qubit sequence sent from TC. Theproposed protocol. The three parties QKDP allows
adversary intercepts the qubit sequence and mesasurexplicit mutual authentication is chosen for congan.
the first qubit using an arbitrary basis. Then, theThe three-party QKDP avoids passive and replay
adversary produces a qubit according to theattacks due to the quantum phenomena. Pre-shayed ke
measurement result to replace the first qubit @& th pair is used between the TC and participants togmte
intercepted sequence and then resends the new quhitn-in-the-middle attacks. However, not only must
sequence to the participant. participants perform public discussions to verifiet

The adversary then observes the participantorrectness of the session key, but the pre-shzaied
reaction. In the case of a negative reaction (25%nust be reconstructed for each session. The cidssic
probability), the adversary immediately knows thethree-party key distribution protocols utilize dealge-
correct basis; otherwise, the adversary has toatédhe  response mechanisms or timestamps to prevent replay
process on the same bit in the next executions ofttacks. However, challenge-response mechanisms
protocols. Table 2 shows the performance improvémerrequire at least two communication rounds betwéen t
of proposed Quantum and classical key passwordC and participants and clock synchronization is
authentication model with other tradition cryptqgnec  impractical. Furthermore, classical cryptographynzt
techniques in terms of low communication round (35% detect passive attacks such as eavesdropping. By
and longer duration of pre-shared key (25%). Thentegrating the advantages of both classical and
security proof is instantiated in the proposed Quan quantum cryptographies, the proposed model avoid

and classical key authentication system. man-in-the-middle, passive and replay attacks.
Furthermore, since the challenge-response mechanism
DISCUSSION is no longer necessary, the number of communication

rounds is reduced to three, the same as the lowdcbiou

With two-server password system, single point ofthe timestamp-based protocol and one fewer than the
vulnerability, is totally  eliminated. ~ Without low bound of the challenge-response protocol.
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CONCLUSION

The  two-server  password  authentication
architecture presented has control server and cgervi
server. The control server is controlled by a passi
adversary while the service server is controlledahy
active adversary. A single point of vulnerabiligs in
the existing password systems, is totally elimidate
Work with today’s peer to peer internet servers for
ecommerce applications (nearly 96% success rate).

The two server authentication utilizes the
advantages of combining classical key with quantum
key model to improve the performance of password
sharing between the control server and serviceeserv
Compared with classical three-party key distribmtio
protocols, the proposed one easily resists replay a
passive attacks. Compared with other QKDPs, the
proposed schemes efficiently achieve key verifarati
and user authentication and preserve a long tecnetse
key between the TC and each user. The keys aredstor
and managed within key stores, placed in nodeshahd
within QKD devices or within the machines running
endpoint secure applications. This design choilmval

to manage keys over a dedicated global network (the

network of secrets) composed of key stores linke
together with classical channels. The propose
integrated key model had 35% fewer communication
rounds than other protocols. By combining the
advantages of classical cryptography with quantum
cryptography, this work presents a new direction in
designing QKDPs. The future work may analyze other
machine learning authentication model for the two
server password authentication system.
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