Journal of Computer Science 3 (9): 736-739, 2007
ISSN 1549-3636
© 2007 Science Publications

Modified Hill Cipher with Key Dependent Permutation and Circular Rotation

V.U.K Sastry andV.Janaki,
'School of Computer Science and Informatics, AcadeXfiiairs, Sreenidhi Institute of Science and
Technology, Ghatakesar, Hyderabad
’Departmentof CSE, Kakatiya Institute of Technolagyl Science, Warangal, A.P. India

Abstract: In this study, we have modified the Hill cipher; Imcluding a permutation and circular
rotation into the cipher. Here both the permutatm the rotation depend upon the key. From the
cryptanalysis and the avalanche effect, discusséldis study, we notice that the strength of thher

is significant.
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INTRODUCTION P=[Pil,i=1lton,j=1to (1)

Consider the key matrix K where
The study of the block ciphé¥swhich depends

upon a symmetric key attracted the attention of K=[Kij,i=1tonj=1ton (2)
researchers, in the first part of last century.| Hil ] )
developed a cipher, by taking a key in the formaof Let us suppose that each element in the key matrix

matrix and using the concept of modular arithmeticlies between 0 and 127.
inverse. However, it was established that the cighe  Let
be broken by the knownﬁglaintext attack. C=[CiJi=1ton,j=1tor 3)
In a recent researéh we have examined the
cryptology of the Hill cipher and introduced a be the ciphertext which can be obtained from the

systematic procedure for the development of theaintext by applying a set of  transformations.
modular arithmetic inverse of a matrix. In this have In order to facilitate our analysis, let us repres

shown that the modular arithmetic inverse of a matr {he above matrices in terms of their corresponding
exists only when the matrix is non-singular, ané th \gtors p.k,c given by

value of the determinant is relatively prime towhere Y
N is a positive integer with which modulo operatien P = [PuP2Ps... P,
carried out. In this we have noticed that the Eiifiher

is vulnerable as the matrix multiplication and the
modular arithmetic lead to a direct mapping, withou
any transposition, connecting the plaintext and theand

k= [kl,kz,kg. . knz]

ciphertext. C = [6,C5,C3...C 2.
In the present research our objective is to dgvealo N
cipher which involves different types of transfotinas In writing these vectors we have arranged the

such as permutation and circular rotation in addito ~ elements of the corresponding matrices in a rovewis
matrix multiplication and modular arithmetic. Inigh manner.

investigation we have made use of iteration in ptde The procedures of encryption and decryption
enhance the strength of the cipher. This cipher igoncerned to this cipher are shown inFig.1.

expected to be a very strong one, and it cannot be This cipher, depends upon the functions:

broken by any cryptanalytic attack. (1)Convert( ), (2)lconvert( ), (3)Permute( ), (4)
Ipermute (), (5)Lrotate( ), and (6)Rrotate( ).
DEVELOPMENT OF THE CIPHER The function Permute( ) permutes the birtity

of a plaintext vector in accordance with the nursber

Consider a plaintext P. Let us suppose that it/®n present in the key vector. This process of perriurat
represented in the form of a matrix given by can be described as follows:
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Convert the components of p, namely,[ ps....p2 NOW we rotate the set of binary bits given by (6)

into their corresponding binary bits. Thus we det t through d positions to the left. The function Rrotate( )
binary bits in the form is exactly opposite to that of Lrotate( ).

PuPin& Py PuPr & & (4)
Py & . Proy Pnoe & . Pyy ind K-

2
O S K, 5)
As the numbers in the plaintext are lying betw@en

and 127 we have only 7 bits for every number.

Here we have 7rbinary bits in the plaintext and n
numbers in the key. Thus we divide the string of 7n —
binary bits into 7 substrings wherein each subgtrin

Rrotate (p)

Ipermute (p)

Rrotate (p)

where p; p12, ... P17 are the binary bits corresponding to
P1 P21 P22,ceeneee .- are the binary bits corresponding to

p, and R p n».....p &7 are the binary bits
corresponding top
Let the key vector (obtained from the key matrig) b

contains Abinary bits. Then we interchange the first bit
of the first substring with the,R bit of the entire string.
Similarly we interchange the second bit of thetfirs
substring with the X' bit of the entire string. We
continue this process until all the bits in thestfir

Ipermute (p)

substring are over. In the same way, we carry b@t t () process of encryption (b) process of decryption
process with the second substring and the third
substring, and so on. However, if any one of the Fig. 1: Schematic diagram of the cipher

numbers in k to k2 exceeds 7n the length of the

string, then the interchange is ruled out, andilit wot
be done. For a detailed discussion of the pernmutati
let us refer to the example given in Appendix 1.

The function Convert( ) is developed for convegtin
a vector into a two dimensional matrix. lconvert(
performs the reverse process to that of Convert(). ALGORITHMS
Now, the process of left circular rotation denoted
by Lrotate( ) and the process of right circularatimn  Algorithm for encryption:
denoted by Rrotate( ) are explained below. As it ig
mentioned above let us represent the numbgrg,p; 1 Read nkK.p.r;

In Fig.1 r denotes the number of iterations ands it
taken as 16 in this analysis. *Kis the modular
arithmetic inverse of K.

In what follows we design the algorithms for
encryption and decryption of the cipher.

... p(the components of p ) in terms of their binary2 ~Permute(p);
) . ) ’ . 3 Lrotate(p);
bits. Let the string of binary bitbe written as o
4 fori=1tor
{
P11Pi2:& Pi7s Po1Pazs- & & Po7y Prpy & & Py (6) P = Convert(p);

P = KP mod 128;
The key vector k has the components k1, k. p = Iconvert(P);

5

6

7

k., where each one of these numbers lies between & Permute(p);
and 127.Let us now obtain a set of numbgrsugh that 9 Lrotate(p);

d; =kj modn,, i =1ton, (7) 10 Permute(p);
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11 Lrotate(p);
13 c=p;
14 write c;

}
Algorithm for decryption:

Read n,kK,c,r;
Find K

p=C¢;
Rrotate(p);
Ipermute(p);
fori=1tor

{

Rrotate(p);
Ipermute(p);
P=Convert(p);
P=K"P mod 128;
p=Iconvert(P);

GORrWWNE™

o
o ©Ymw~NO

}
12 Rrotate(p);
13 Ipermure(p);
14 write p;

Algorithm for modular arithmetic inverse: // Ais an
nxn matrix. N is a positive integer with which mdaiu

arithmetic inverse is carried out. Here N = 128.

{

A, whereA £ 0.

1. Find the determinant of A. Let it be denoted by

2. Find the inverse of A. The inverse is given by

[A]/A.
3.fori=1toN

{
if ((A)modN=1) d=i;
/A is relatively prime to N.

break;

}
B=(d[A;]) mod N

/I B is the modular arithmetic inverse of A
}

ILLUSTRATION OF THE CIPHER

Consider the plaintext given below: In order to do a

p=[73110 32 111 114 100 10114

8
32 116 111 32 100 111 3Z]9 (8)
Let us choose the key vector in the form
k=[1847 3 4 6 5 42 40
©)

31 9 22 35 17 23 7

On using (4.1), (4.2) and the encryption algoritBuh,
we get the ciphertext c in the form

c=[114 114 102 123 67 61 85 ¢ (10)
93 106 11 56 12292 71 9]

The inverse of the key matrix K can be obtainesl a

75 85 127 37
|120 115 69 84
“[110 101 22 64

115 125 76 11

-1

(11)

On using the decryption algorithm given in 3.2, we
get back the plaintext in the form p = [73 110 341
114 100 101 114 32 116 11132 1001 32
97]
This is same as (8).

CRYPTANALYSIS

Let us now consider the cryptanalysis of the aiphe
In this the length of the key is 7hinary bits. Thus the

size of the key space is7'?2. Hence the cipher cannot
be broken by ciphertext only attack, when n> = 4.

In the case of the known plaintext attack, though
we know as many pairs of plaintext and ciphertext a
we like, here it is not possible to form a diregtiation
connecting the plaintext and the ciphertext masrias
there are several transformations, namely, perioutat
and rotation involved in the process of encryptibnus
the cipher cannot be broken by the known plaintext
attack also. Further it may be mentioned that rexish
choice of the plaintext/ciphertext will enable the
cryptanalyst to break the cipher.

In the light of the above discussion we find that

good business in any other country, we must havenis cipher is a very strong one and it cannot todén
cordial relationship with all other localities ohet by any cryptanalytic attack.

country. We must supply only those commaodities for
which very good demand is there.

Let us focus our attention on the first 16 charesct
given by Let us consider the avalanche effect. On changing
Ind7orderdrto4rdo.dra. the first character ‘I’ in the plaintext (8) to ‘Hthe

This plaintext can be written in the form plaintext in its binary form changes by one bit. On

738
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using the encryption algorithm, on the modified The ciphertext corresponding to the entire plainisx

plaintext, we get the ciphertext in the form, obtained in hexadecimal notation as follows.
000000001010110011110111001: 72 72 66 7B 43 3D 55 22 5D 6A 0B 38 7A 5C 47 09
111011011011001000000111110C (12) 3A 6077 3A7B 2252 7A350C 3F3B5071532315

4A 2112 7C75 1A 53 33 1D 13 0C 54 3B OE 20 0D 75
6534 2C 09 7B 3E 17 30 76 3F 59 23 45 65 3EF®1
4F 4F 51 06 00 38 28 45 6B 18 1574 1IE 0652 5

000101111101001010100100111:

On converting (10) into its binary form, we get 03 7E 31 52 7F 16 70 6C 3A 6D 67 61 66
20 05 2E 7A 70 75 08 3D 15 45 07 6C7215

1110010111001011001101111C 1C 09 71 05 13 4E 19 50 2F 04 71 B 30
1000011011110110101010110C (13) 5D 4A 52 41 62 69 62 5E 61 6D 48 48 4A
1011101110101000010110111C 2E OC 7E 55 350D 06 3C 4E 38 7B 33 @%
1111010110011010001110001C 48 36 OB 32 26 5E 2F 12 6E 39 OAS5D @B

2C 31 7A 7A 1D 03 40 63 14 4974 68 34

On comparing (12) and (13) we find that the two03 75 4F 07 2D 24 22 62 2A 27 17 3013
ciphertexts differ in 52 bits.

Now let us change the key by one bit. To this end, From the above analysis we conclude that the
we replace k= 4 by k= 5.Then on using the plaintext strength of the cipher increases enormously as the
(8), the modified key, and the algorithm, we ge¢ th permutation and the rotation are key dependent, and
ciphertext in the form they include a lot of confusion into the structofethe

plaintext at various stages of the iteration.
0111100001010000001011011C

00111011111101001111100111 (14) REFERENCES
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COMPUTATIONSAND CONCLUSIONS
In this paper we have developed a block cipher by
introducing a key dependent permutation and a key

dependent circular rotation. The algorithms devetbp
in this analysis are implemented in C language.
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