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Abstract: Many sensors providing situation data will be in everywhere under the ubiquitous
environment. The current RFID system should be extended to recognize and use sitvation information
from the sensors. This study proposes REID system architectures that are suitable for the ubiquitous
environment. This study applies the situation awareness concept to and extends the current RFID
system architecture to be able to adapt to the environment. The key components include an inference
engine, use policy and definition language. The proposed architecture is named SA-RFID system
architecture and can provides the ability to recognize, analyze and use with situation information from
sensors under the ubiquitous computing environment. As a result, the usability of the current RFID

system is improved and its application increases.
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INTRODUCTION

Radio Frequency [Dentification (RFID) system enables
contactless information access (read} by use of radio
frequency and supports remeote monitoring and
transactions processing without human's intervention.
The RFID is prevalent in varicus applications such as
{ransportations, electronic cash and legistics and so on
[1,2, 3]

[t is estimated that change of computing paradigm and
development of technclogies will require more
extensive and far-reaching usability than the current
RFID systems. Especially, many sensors will be able to
provide various and abundant sifuation information in
ubiquitous computing environment considered as the
next-generation computing envirenment [4-6]. The
utilization of the RFID technologies in such various
applications requires functional extension of the current
RFID systern, which has some limitations. The
Tuncticns of the current RFID system are limited only to
identification and recognition of objects. Thus, the
current systems provide the functions for simply reading
and precessing [D information in little consideration of
situations.

For instance, it i1s assumed that information on a
particular RFID tag is used only within a specific time
or at a specific place. Current RFID system architecture
does not consider such a use policy at all. For the
ubiquitous compufing environment, it is sometimes
needed to receive information from sensors detecting
lecation information and to determine availability of an
object identified from the tag at a specific time. Valid
geographic location information should be received
Ifrom the sensor for the access permission. [f the

location information is not valid or is not received from
the sensor and it is not the specific time, the access is
not permitted.

A new extended RFID system architecture should be
defined for determining and utilizing various use
policies for the RFID system based cn information
acquired from the diverse sensors. The definition of the
extended RFID system architecture requires methods to
interpret and define the situation information and also
needs to consider how te manage the informatien from
the various sensors.

In this study, we propose a Sitvation-Aware (SA} RFID
system architecture which is suitable for ubiquitous
computing envircnment. The proposed system
architecture is basically extended the current RFID
system architecture and consists of four components.
Also it can be distributed into four types according to
roles of each component.

General RFID System Architecture: The REID
system is a wireless sensor chip and consists of three
main compenents. The three main components of the
RFID system is a RFID transponder (RFID-T) storing
information called RFID tag (RFID-T), a RFID reader
(RFID-R} capable of reading data from and writing data
to the fransponder and a Data Processing Subsystem
(DPS}. The DPS consists of a host computer utilizing
data acquired through the RFID-R and applications.

The current RFID system provides limited functions
and can be utilized in restricted environment. In future,
the ubiquitous computer environment will require a
variety of applications and utilizations of the RFID
system. This requirement needs information sharing of
sensors based on sensor network technology, situation
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aware and determination functions and other related
technologies ranging to appropriate and effective action
processing.

Sitmation-Aware Technology: Recently, ubiquitous
computing(ubiComp), which is considered as a new
computing paradigm, is accessible to networks
anywhere and anytime [5]. For such an environment,
characteristics such as Simation-Awareness, Ad-hoc
communication must be provided [5].
Sitnation-Awareness (SA) analyzes and examines
relationship between actions and multiple contexts in
view of time changes. Namely, SA means that devices
are able to take actions automatically and timely
depending on situations. For instance, if a user wearing
a watch or a glasses having embedded RFID tag gets up
in the morning, the boiler is automatically operated to
supply hot water and the electric light is also
automatically turned on. When the user is in the
bathroom during these automations, the electric light is
turned off. After the user comes out of the bathroom,
the boiler stops supplying the hot water and the electric
light is turned on. These successive processes are
performed depending on situations, not at a certain time
interval. Not that the actions are processed depending
on time, place, or the user behavior, but that the actions
are processed through the situation awareness and
inference.

The RFID system needs language and architecture for
providing the SA technology and enhancing its utility.

Use policy of SA-RFID System: We discuss a
management method of the situation-based use policy
for sake of wvalid access management on RFID tag
information of the SA-RFID system. The SA-RFID
system for the ubiquitous computing environment
requires the development of sensor network technology
and network technology for high-rate communicaticn
and integration of situation awareness technology. Now
that the ubiquitous computing environment requires
various use policies for the current RFID system, simple
reading operation of the current RFID tag information is
insufficient to satisfy that requirement.

Appropriate operations need to be allowable using
situation information from adjacent sensors and
information from the RFID tag. The implementation of
the situation-based use policy requires the following
technologies.

*  [se policy definition and representation method:
How to define and represent the use policy
depending on situation,

*  Inference and actions determination:

[nference engine for determining valid actions, that
is, authorization for uwsing based on collected
situation information.

To address the first requirement, we propose pSA-ID
language (pico SA-IDL) on the basis of five W's and
one H (5W/1H), basically used by human for situation
determination. We leave the second requirement as a
further study.

Figure 1 depicts concepts of the pSA-IDL. The pSA-
IDL is classified into a user (WHO) policy, an access
location (WHERE) and access time (WHEN) policy, an
access purpose (WHY) policy, an accessible valid
information (WHAT) policy and an access method
(HOW) policy. The pSA-IDL has been modified fit for
the RFID system in the ubiquitous computing
environment, so as to handle complexity of SA-IDL
proposed in [6].

Use Policy

Fig. 1. Concept of pSA-IDL

Figure 2 systematically represents general concept of
the pSA-IDS based on SW/LH by a formal language 7.
In Fig. 2, the pSA-IDL includes six attributes for the
representation of the use policies in the SA-RFID
system. Each atiribute may consist of mandatory
attributes or optional attributes according to
applications. WHCG and WHAT policies, that is, who
and what attributes are defined as mandatory attributes.
Accordingly, who and what attributes have to contain
more than one element excluding an empty set.
Characteristics of the attributes may be defined
variously depending on environment and applications.

pSA-IDL
who: PowerSet WHO= {whol, who2, ...}

when: PowerSet WHEN={before, after, now, 9:30, ...}
where: PowerSet WHERE={1ab, seoul,
{(10,107,(100,20001, ...}

why: PowerSet WHY={whyl, why2, ...}

what: PowerSet WHAT={whatl, what2, ... }

how: PowerSet How={read_only, write, store, ... }
Who={ }, What={ }

Fig. 2: Basic Structure of pSA-IDL
Let's assume that we want to access of product

information to be blocked by users of a previous
process after a certain process in Supply Chain
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Management (SCM} [7]. Provided that a subject of the
current access i1s a ‘Retailer’ and the information
accessibility of the ‘Retailer’ is limited to an original
information, use policy WHO of pSA-IDL is
represented as below:

situation Retailer{
definition:
who: Retailer

task:
who: SCM;
what: producing district information;
when: now,
doing: read;

}

The defined pSA-IDL is divided into a definition and
task part. The definition part defines a subject being
monitored for the SA and the task part describes
permitted authorization scope and actions. The above
definition language means that the subject is a retailer
and the target cbject is SCM. Also the definition shows
the retailer can access {read) information of SCM.
Alternatively, privacy protection policy depending on
RFID tag information may be defined as the use policy.
Wang er al. [8] defines invasion types for the privacy
protection pelicy as follows: Improper access, improper
coellection, improper moenitoring, improper analysis,
improper transfer, unwanted solicitation, improper
storage. By accepting the above invasion types, how to
use personal information relating to the RFID tag is
represented in HOW and its access methods are defined
as below:

*  Access to perscnal information resource.

*  (ollection of the perscenal information resource, or,
collection of personal information using the
personal information resource.

*  Monitering on the perscnal information resource,
or, menitering using the perscnal information
resource.

*  Analysis on the perscnal information resource, or,
analysis using the personal informaticn resource.

*  Transferring of the personal information resource,
or, transferring of the personal information.

*  Storing of the personal informaticn rescurce.

*  Solicitation of service object.

These access metheds are represented in the pSA-IDL
as below:

situation Retailer{
definition:
who: Retialer
task:
who: SCM;
what: producing_district_information,

when: now;
doing: read;

}

The retailer can only access (read) to information on
items purchased by the consumer and cannot monitor,
collect, delivery, transfer, or store the information. As
shown in the above example, the usability of the RFID
system is elevated because of assigning various use
policies of the RFID tag.

Definition and Classification of SA-RFID System
SA-RFID System Definition: The SA-RFID system,
which is suvitable for the ubiquitous computing
environment, enhances usability of the RFID system by
use of informaticn acquired from various sensors. For
easy understanding of the SA-RFID system, the
following assumption and situation are given.

<Assumption>
As for the public transportation, sensing technelogy can
support a transportation type and its geographic location
information. Each sensor f(ransfers the collected
information to other devices through wired or wireless
communicaticn.

<Situation>

A gven application of the RFID tag is the
transportation. A certain RFID tag T1 is a transportation
card available for nationwide transportations. P1, the
owner of T1, lends the transpertation card to his friend
P2 and requests to use only for the buses within
Seoul.

The current RFID system is incapable of dealing with
the above situation. In such a situation, it is necessary to
recognize the current transportation card, that is, fo
obtain the location of the RFID tag and the kind of the
transportation to be used. The use of the transportation
card is determined based on the obtained locaticn
information and the information on the kind of the
transportation.

The proposed SA-RFID  system is capable of
recognizing such a situation and determining the use of
the resource based on the recognized situation
information. We suggest four types of architectures for
the SA-RFID system capable of recognizing the
situations and taking suitable actions. Our architectures
are expanded from the current RFID system architecture
and are defined as adaptable for the upcoming
ubiquitous computing envircnment.

Conceptual Architectures of SA-RFID System: In
Fig. 3, a RFID tag (RFID-T) holds ID infermation of an
object and it is the same as the traditicnal-current RFID-
T function. The RFID reader (RFID-R) reads
information from the RFID-T. In additien, in case of the
SA-RFID system architecture, the RFID-R can provides
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extended functions that can acquire situation
information from sensors, infer proper actions from the
situation information and execute the actions.

RFID-R
(RFID Reader)

REID-T

(Sitvation
(RFID Tag)

Awareness)

Fig. 3: Conceptual Architecture of SA-RFID System

The data processing system (DPS) basically utilizes the
information acquired by the RFID-R. The DPS also
contains information pertaining to the use pelicies and
determines suitable actions by inferring and judging the
situation information.

For supporting the SA technology, the RFID system
requires functions te collect situation information,
define use pelicies with a prefitable representation
language and infer for determining valid actions using
the use policies and the sitvation information collected.
We satisfy these requirements by applying the concept
of the SA. The types of the SA-RFID system
architecture in this study are selected depending on
which compoenents collect and infer the situation
informaticn.

Classification of SA-RFID System Architectures:
Figure 4 depicts the types of the SA-RFID sysiem
architectures classified based on functiens for
supperting the SA  and related operations. The
architectures are first classified based on whether a new
component is added into the existing RFID system. In
other words, the architectures are grouped intc a Non
SA-Sensor Based (NSSB) architecture not requiring the
new component SA-Sensor and a SA-Sensor Based
(SSB} architecture requiring the new component. [n the

inferred by the SA-Sensor but the execution according
to the use policies is processed by the SA-Sensor (Tvpe
IT} or by the DPS {Tvype III}.

As for Type I which extends the functions of the DPS,
the sitvation information is received directly from the
sensors and the DPS infers the situation informaticn
based on the received situation information and tag
information acquired from the RFID-R and executes the
resulting actions referred with the use policies. As for
Type II, the new compenent SA-Sensor is added and
forwards to the DPS the situation information collected
from the sensors. The SA-Senscr infers the situation
information frem the sensors and sends the results to the
DPS. The DPS obtains the tag information from the
RFID-R and the actions from the SA-Sensor and then
executes the actions. Type III is similar to Type II, the
SA-Sensor processes both of the inference and
execution depending on the use policies. And the SA-
Sensor get the fag information and sends it to the DPS
with the action result. Last, as for Type [V, which is an
extended architecture that the RFID-R performs the
functions of the SA-Sensor. Therefore, the RFID-R
processes the inference and execution by collecting the
situation information from the sensors.

Characteristics of SA-RFID System Architectures:
This section details roles and characteristics of each
compenent in  the classified SA-RFID  system
architectures.

Type I: SA-DPS Based System Architecture: Figure
5 illustrates the SA-DPS based RFID system
architecture. When the RFID-R receives the informaticn
read from the RFID-T, the SA-DPS also receives
situation information from neighboring sensors. Thus,
the SA-DPS has to open communication channels to the
sensors as well as the RFID-R so as to receive both of
information. Since the DPS alone is extended teo
generate the SA-DPS, it is easy to extend the existing
RFID system architecture. Namely, we should only

NSSB architecture, the SA inference and execution are consider the  communication  issue  between
processed by the DPS (Type [) or by the RFID-R (Type  SA-DPS and  sensors to achieve the SA-RFID
[V}. In the SSB architecture, the situation information is system.
ponent RFID-T R FID -R . SAS DPS
Classificart & Sensors (Reader) (Situation sensor) (Server)
[ rene ] mmor By | o
Type 1 SA-DPS
| Sitnation Info. Infarence, Action
Tag Infa. |——>| RFID-R | |_>‘ | —
Typf: I Situation Info. t | SA-S1 Aot
——I Inference ciion
Tag Info. |——>| RFID-R M
SA-S —>| DPS
Type I Situation Infao. | I_ |
Inferance & Action
Tag Infa.
Tvpe IV — SA-RFID-T DPS
P Situation Info. ] Inference & Action

Fig. 4: Classification of SA-RFID System Architecture
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However, this architecture is disadvantageous with
respect to accuracy of the sitvation information and
communication reliability owing to the remote
communication between the sensors and the SA-DPS.
These drawbacks basically result from spatial
heterogeneity between the sensor collecting the
situation information and the SA-DPS receiving the
situation information. To solve the problem due to the
directly remote communication between the SA-DPS
and the sensors, it is safisfied that all sensors can
communicate remotely together with the communication
reliability. This issue is cut of the scope of this study,
which will be not dealt with. The first architecture Type
[ is advantageous in easy and simple extension, but
disadvantageous in requiring additional communication
with the RFID-R due to the remote communication
functicn of the sensors.

Type II: SA -Sensor Supplementary Architecture:
The second SA-RFID system architecture Type II
requires an additional component, the SA-Sensor, for
coellecting and transferring the situation information
from the sensors to the DPS.

Figure 6 illustrates the second SA-RFID system
architecture. The RFID-R forwards the tag information
from the RFID-T te the DPS. Simultaneously, the SA-
Sensor collects situation information from neighboring
sensors and then it infers the situation information and
transfers the results to the DPS. The DPS determines
and executes the use policies based on the tag
information from the RFID-R considering the results
from the SA-Sensor. This second SA-RFID system

architecture is named SA-Sensor
architecture.

As  compared with the SA-DPS based system
architecture (Type I}, the SA-Sensor supplementary
architecture performs the read of the RFID-T and the
situation information collection of the sensors at the
same spatial spot. Hence, the sitvation information
maintains better accuracy and the communication
reliability is  elevated  because the remote
communication function is not essentially required to
the sensors.

As a result, the SA-Sensor supplementary architecture
can reduce overhead on the direction communicaticn
with the senscrs, as in the SA-DPS based architecture.
On the other hand, because the SA-Sensor should be
added into the existing architecture, it causes additicnal
cost and more complexity of the system architecture.

supplementary

Type III: SA-Sensor Oriented Architecture: As for
SA-Sensor oriented architecture (Type I} similar to
the SA-Sensor supplementary architecture, the newly
added SA-Sensor performs both of collecting situation
information from senscrs and transferring the acting
results to the DPS. The difference lies in that Type II
has the advanced SA-Sensor. Thus, the advanced SA-
Sensor not only infers the situation information but alse
executes the inferring results, actions, depending on the
use policies. Therefore, communication traffic between
the SA-Sensor and the server {DPS) decreases and also
communication cost is productive.

Figure 7 illustrates this SA-Sensor oriented RFID

system architecture. In this SA-Sensor oriented
architecture, the RFID-R requires only local
communication with the SA-Sensor, not remote

communication with the DPS as in the SA-Sensor
supplementary  architecture.  Consequently, error
probability due to the remete communication decreases.
And also fransfer reliability increases. In addition, the
overhead that the RFID-R has the remote
communication function is mitigated.

Meanwhile, the SA-Sensor is separately required to thus
leave cost problem behind. Sufficient and powerful
resource and computing capability is required because
the SA-Sensor performs both of situation inference and
execution.

Type IV: SA-RFID Reader Based Architecture:
Type IV is a type that the RFID-R function of the
general RFID system architectures is extended.
Concretely, the RFID-R collects situation information
from sensors, analyzes and infers situation information
and executes the results including the traditicnal
function that is to read the RFID tag information. We
name such a RFID-R as SA-RFID reader and such an
architecture as SA-RFID reader based RFID system
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architecture. Figure § illustrates the SA-RFID reader
oriented RFID system architecture.

The SA-RFID reader based architecture maintains the
basic architecture of the existing RFID system without

with sensors, situation information collection and so
forth. Thus, the RFID-R experiences more overhead
than the other architectures.

Evaluations: Table 1 organizes comparisons on
advantages and disadvantages of the architectures. As to
the development of the SA-RFID system by extending
the existing RFID system, Type I is superior to the other
types because Type [ employs the existing REID system
as it is. In comparison, Type II and Type III, which
require the new compeonent SA-Sensor, have lower
extensibility than the others.

As to the accuracy of the cellected situation information,
all sensors remote-communicate directly with the DPS
in Type [. That is, the DPS and the sensors, which
collect the situation information, are not present at the
same spot. Hence, Type [ has higher error probability
with respect to the collected situation information than
the others. Moreover, Type [ has lower performance in
the  communication cost increase and  the
communication  reliability preblem. The  other
architectures collect the situation information at the
same spot and have higher accuracy than Type L
Particularly, since the RFID-R of Type IV is
responsible for collecting situation informatien from
various sensors, Type [V has the highest accuracy of
information. Type [, Type I and Type III
require additicnal communications between  the
DPS and the sensors, between the RFID-R and the SA-
Sensor and between the DPS and the RFID-R.

adding a new compenent as in the SA-DPS based Type 1 incurs high communication cost due to the

criented architecture and extends the function of the  direct communications with all sensors. In case of

RFID-R. Accordingly, the extension to the SA-RFID Type II, the RFID-R and the SA-Sensor

system is simple and the its architectural complexity is respectively  remote-communicates  with the DPS.

not considerably high as compared with the SA-Senor  Type III  additionally requires the local

based architecture. This architecture supports channel communication  between the RFID-R and the

consistency since the single component (SA-RFID SA-Sensor as compared with Type IV. As a

reader) reads the RFID tag information as well as result, Type IV provides optimum performance

collects the situatien information from sensors. in the light of the communication cost

However, this architecture requires that the RFID-R and the reliability.  We will  leave

should be equipped for additional functions such as quantitative evaluations on these architects for

remote communication with the DPS, communication further researches.

Table 1: Comparisons of SA-RFID Svstem Architectures

Types Type I: Type IL: Type II: Type IV:

[tems SA-DPS based SA-S Supplementary SA-S Oriented SA-RFID Reader

Extensibility > [The others] New comp. required New comp. required [Type I] <

Accuracy of < [The others] > [Type I] > [Type 1I] > |The others]

situation info.

Communication > [The others] > [Type III] > [Type IV] < [The others]

cost

Communication < [The others] < [Type IV ] < [Type V] > |The others]

reliability

System building Depending on  Depending cn cost to Depending on cost  Depending on the

Cost remote add the SA-Sensor {0 add the SA- RFID reader
Communication cost Sensor
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CONCLUSION

Ubiquitous computing is considered as the next
generation computing paradigm. Many sensors will be
able to provide various and abundant situation
information in the ubiquitous computing envircnment.
Such a change of computing paradigm and development
of technologies will require more extensive and far-
reaching usability than the current RFID systems.
Currently, the functions of the current RFID system are
limited only te identification and recognition of objects.
Thus, the systems provide the functions for simply
reading and processing ID informaticn in little
censideration of situations.

In case that information on a RFID tag is used only
within a specific time or at a specific place, current
RFID system architecture does not consider such a use
policy at all. To support this application, it is sometimes
needed to receive information from sensors detecting
location information and to determine availability of an
object identified from the tag at a specific time. Valid
geographic location information should be received
from the sensor for the access permission. Therefore, a
new extended RFID system architecture should be
defined for determining and utilizing various use
policies for the RFID system based on information
acquired from the diverse sensors. The definition of the
extended RFID system architecture requires methods to
interpret and define the situation information and also
needs to consider how to manage the information from
the varicus sensors.

We proposed the use policies and a formal language for
the expression of the use policies to support the SA
concept in the ubiquitcus computing envircnment,

suggested several types of SA-RFID system architecture.

Finally, we qualitatively compared and evaluvated the
system architectures. Qur system architectures may be
selectively uvtilized as need. It is expected that our
architectures overcome simple and restrained functions
of the existing RFID system and provide far-reaching

applications. Above all, it is feasible to ufilize the
various RFID tags based on the situation information
and determine the diverse access methods.

Further researches are demanded con implementation
technologies of optimum inference engines. Especially,
the compactness of the inference engines allows the
definition on more diverse system architectures beyond
our system architectures.
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