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Abstract: Today Intrusion Detection Systems (IDS) are becgnaine of the most important tools for
intranet security. Research regarding IntrusioreB@in Systems (IDSs) has become more active with
the recent increases in illegal accesses to compyttems. Many researchers focus only on the
techniques or mechanisms for detecting intrusiarieraatically, without considering the security of
IDSs themselves. When an intruder attacks and brizdk a system, he or she often deletes system
logs and stops auditing processes. Thus, the sgairan intrusion detection system is an important
aspect of intrusion detection. This study explothe methods for increasing effectiveness in
configurations of an IDS for obtaining maximum etfein security in an intranet. We also discuss the
hurdles that have blocked successful measurememiési area and present suggestions for improving
effectiveness of an IDS.
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INTRODUCTION approaches  however, with  network  worms
compromising hundreds of thousands of systems in
There is a continuous race between attack antiours.
defense technologies as depicted in Fig. 1. With th Smart attackers are generally aware of the presenc
development of firewalls, intrusion detection andof IDS capabilities of a network and may directtiaak
similar techniques, effective attacks are becomioge  such systems. An IDS cannot function correctlyhig t
difficult and short-lived. On the other hand, autded information it receives is corrupted. A more darogesr
attack tools, widespread scanning, fast dissenainaif = scenario is where an attacker takes over and
tools and information via the Internet and the aivid  impersonates a sensor: No alert will be generatzu f
network worms mean that attackers have a greatdosing contact and an attacker can then feed ariitr
coverage than ever before. information to the monitor. While IDS protocols and
In the last few years, the use of Intrusion Dédect modules are designed to resist attack, the repbrds
System (IDS) has grown considerably and nowlDS are only as good as the information it is fiESs
becoming one of the most useful tools for intranetgenerally depend on seeing all traffic on a network
security. According to International Data Corp.eth segment or all of the event logs for a host-ba&4. |
projected revenue from IDSs and related services iWVith the current increasing use of network bandiwidt
expected to rise approximately 50% every Yeakfter it is becoming impossible for any machine to
having enormous growth in investment every year irdependably monitor a network link under heavy load.
IDS technology, no comprehensive and scientificallyThis implies that some parts of an attack may be
rigorous methodology is available today to test themissed. A similar problem is the increasing use of
effectiveness of these systems. switching technology in networks-where an IDS senso
The CSI/FBI Computer Crime and Security Surveywould have to be embedded into the switch hardivare
[CSI/FBI] shows that a range of security technadsgs  order to ensure that it can inspect all traffic.
in wide use in organizational systems. For example, In order to recognize attacks, an IDS has to model
95% of respondents use firewalls, 98% use antisviruthe effect of an event on the systems it is pratgct
software, 90% user access controls and 61% usRarticularly in networking IDS, the heterogeneity o
intrusion detection. Similarly, many organizatidrs/e  systems monitored may cause problems. In particular
come to rely on Internet-based services to conductince different systems respond differently to shene
business. In the survey, it is noted that 97% ofevents, it becomes impossible for an IDS to acelyat
respondents have www sites, 47% using these tpredict the effect of any given sequence. This iegpl
conduct electronic commerce, with 23% sufferingthat an IDS needs to maintain a detailed statehef t
unauthorized access or misuse. Recent events hawetwork it is guarding (which is clearly infeasipler
demonstrated the weakness of current network sgcurimake assumptions as to the effect of observed gvent
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Table 1: Security Measures in Place

High Access Control 89%
Defence capability — g Biometrics . . 8%
: Encrypted login/sessions 44%
Firewalls 88%
4— Attacker capability Physical Security 88%
Intrusion Detection 40%
Low This part of our research study will cover the
Year configuration of IDSs and in this section we argnty
to find what elements of an IDS configuration that
Fig. 1: The Race between Security and Attack gives the most value of security, efficiency anavlo

costs. This may help security organizations dealing
The end result is that it becomes possible to haveetter with IDS systems in both a secure and
effective attacks being obscured from IDS systemseconomical point of view. Using known benchmarking

again, leading to false positives and false negativ techniques there will be possible to find out i are
important elements in a configuration that are ieduo
MOTIVATION AND OBSERVATIONS get a desired security and efficiency of an IDSthad

this can result in a better understanding of whalkes a
Reviewing the intrusion detection system testingbetter configuration of an IDS.
and benchmarking literature, it becomes clear that

present approaches to testing are inadequate. gk lar RELATED WORK
number of unrelated tests, sucH'&s' can be brought
into use. Most of these tests assess susceptibiligy orf”! Maxion and Tan cover anomaly IDSs, but

single weakness or single weakness area. We do ntitis is not the kind of IDSs covered in this stuyt
believe that there is ever going to be a comprahens the interest of this study lies in the fact thatriésents a
test nor a single methodology that would examine afenchmarking method that can be used or in wosst ca
intrusion detection system for every attack, veity  enlightens aspects of benchmarking principles &4D
abilities and identify all its weaknesses. Thiegsence In™@ Ranum summarizes experiences from the work
would categorically solve the problem of intrusion that has been done with benchmarking IDSs. Thidystu
detection. However, it is possible to improve oe th presents useful information about which methods tha
existing practices employed in the field. have proven to be successful and warns of common

As noted, a wide variety of security tools andpitfalls. In addition it presents a scientific apach on
mechanisms are currently available. This begs th&ow to configure an IDS and design a test. ScHaeéc
question: Why is there a need for active security? al.™@ introduces a technique of measuring the
order to answer this, let us consider the 1999 KE8I/ effectiveness of a Network IDS (NIDS). This studsla
Computer Crime and Security SurldyThe survey technical view and concentrates on hardware and
was conducted over 521 US companies from a range @erformance. This aspect is also important when
industry sectors, with sizes ranging from under 10®enchmarking IDSs. Puketzet al. In*Y presents a
employees to over 10,000. These companies had raethod for testing intrusion detection systemss Tork
variety of security structures in place, as shown i may be used in creating test suits for IDSs. Itdess
Table 1. which elements that are important in a test situati

In spite of these measures, 61% of these companies Our own earlier work on the Intranet security
reported experiencing unauthorized use of theifwhich mainly concentrated on enhancing the existing
computer systems. Twenty percent did not knowefrth firewall for protecting intranet against various
systems had been abused. While 30% of organizationfalicious attack advocates the use of IDS®we
reported outside penetration of their systems, 55%roposed integration of IDS in existing firewall
reported insider abuse. Many of the organizatioaeew configuration. Such integration along-with increase
unable to quantify their losses due to intrusidbhds  effectiveness in IDS configuration will provide neor
notable that 94% of those organizations have W si appropriate effects for securing resources and
(29% offering electronic commerce via these sites)information on an intranet.
Again, figures on the abuse of these sites ardlistar

18% report abuse-while 30% do not know. Clearly OBJECTIVE
conventional, static security mechanisms such as
firewalls are incapable of offering complete praia. Implementing systems for intrusion detection is an

Active Security mechanisms such as Intrusionimportant part of the strategy for securing infotiom
Detection should have a place in any secure network over an intranet, especially in organizations wheis
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critical for the information security that no with their different configurations. The penetratitest
unauthorized gain access to these information syste  will be based on ideas and principles found in the
If we could find out what aspects of a configuati literature i & * 16!

of an IDS system that gives the best security and A set of configuration schemes must be created
efficiency, it would probably increase the interést based on how the IDS can be configured. It will mos
implementing IDS systems. Key elements in a goodikely be a great number of possible configuration
configuration can help others configuring the IDBhw parameters available, so each configuration must ha
desired effects. Consequently, IDSs may seem morget of parameters either set “on”, “off" or withfized
desirable in both Security and economic persp&tive value if available. If possible, this Configl_Jratieoheme
More efficient IDS systems detect more attacks andnay be ported to different IDSs. This is necessary
could raise alarms or taking countermeasures tp stoorder to evaluate and compare results from the
attacks as they happen. This may reduce the nuaiber benchmarks among different IDSs. .The experimental
electronic break-ins which leads to: (I). reducedScheme can mainly be performed with two computers,

information losses and (ii). reduced costs dueegs | one victim hos.t and one attackmg hQSt' The viaiiih
resources obtained by the IDS. run the IDS with several configurations, based loa t

We discuss a flexible intrusion detection andcom‘iguration scheme. For each configuration, the
: ; . attacker will run the penetration test and thenoaa

response fram‘?W‘?rk th‘."‘t IS based on active netwgr!q discover which attacks that are detected and whieh
technolqu. Principal findings so far are that et not. The penetration test should also generate some
networking proves to be a well suited technology fo ya¢ic 1o discover false-positives, alarms thage amot
intrusion detection and response, that the load 0}real attacks. The proposed experimental scheméean
intrusion detection can be distributed among mlgltip ¢|assified as a qualitative experimental. It seémas an
systems with this approach and that the overheB st experiment of this kind will give the most valuable

in acceptable ranges. results. The main goal is not to test as many IB&s$
configurations as possible to get wide statistilzdh, but
METHODS rather to discover some key elements in a conftagura

that makes the IDS behave in a more desired wapguUs
We identified three factors which are of greatthe proposed qualitative experimental scheme wiegeil
importance for intranet security and can be bettleen  results provided by the configuration scheme tletsy
care if an IDS is properly configured and operatesn  output results of: number of false positives and th
intranet: (a) security (b) efficiency and (c) castd  number of false negatives.
resources. To meet at this it is necessary todirtd This can be used to measure the variables security
efficiency and an estimate on costs and use of
* A way to configure an IDS to get optimum values resources. The rate of false positives and negatve
for the variables. What elements in the the results from the penetration test which benckena
configuration give great values of the variables. T the IDS with a configuration from the configuration

what extent can these elements be used axtheéme. From the various benchmarks of the
guidelines in an IDS configuration. con_flguratlons we get penetration test valueg et
* How an IDS configuration affects these variables various re_sults on t.he three variables mer_1t|ondrda T
configuration that gives the best values, will mbly
, . . . be the best configuration according to the critdéoi
s e e ot e penlaton st and th contraion schae.
esults will increase its scientific value if wencprove

different types of configurations. It is therefore the elements in the configuration to yield similesults
necessary to find out more about: on other IDSs.

From the penetration tests of the different

. Available benchmarking methods configurations, we will most likely see changesttie
Important configuration test criteria number of false positives and false negatives. @hes
*  Existing penetration tests used on IDSs changes imply that:

This S_tUd7y120f methods based on benchmarking  Security is affected by false negatives. Increise
described ift " */ IDSs test can be achieved by using  false negatives means that the target system is
penetration tests. These penetration tests arel iase more vulnerable to attacks
known methods and principles provided in the exgsti *  Efficiency is affected by false positives andstal

literature. The test must be created as a prototype negatives The criteria for an efficient IDS, aratth
framework of important test criteria. The critevidl be it has as low rates of false positives and false

based on existing literature found“in® " and the negatives as possible.

factor described in the research question sectibhe. * Costs and use of resources are affected by false
framework will be used as parameters to a specific  positives and also the complexity of configuring
penetration test, that will be used to test thed@®ng the IDS.
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False positives generate a lot of extra work thaB.
obtains resources. Complex configurations have the
same effect on costs and resources. If we find g wa
that is important parameters in a configurationt tha4,
increases security and efficiency, it will ease the
configuration of IDS and this will decrease running
costs and maintenance of the IDS.

CONCLUSION 5

Developing configuration schemes and test suites
for an IDS are the most critical elements in ingtan
security because these forms the basis for fuxtioek.
This work cannot be ignored for long time period.
Throughout their history, intrusion detection sps$e
have been configured and designed with different
structures and schemes for detection. They stdiyed
being host-basé&¥ later evolved into network-based
system8' and in the later years they have tended towards
a distributed combination of the twa. However, during
all that evolution, the sources of information udmed
intrusion detection systems have remained esdgntial
unchanged: audit trail and network traffic. Raisiofy
false alerts is clearly going to lower the effeetiess of
the IDS and our priority during the detection phase
should be to correlate events from a number ofegyst
to increase both speed and accuracy of detection. A
effective way of correlation is to use a signatbased
NIDS in combination with a statistical profile.

By studying deployed systems, we have noticed
that under limited resources, the usability of aigne-

based systems decreases with network size. A%0.

networks grow, the emphasis is shifted from popular
signature-based systems for statistical analysis.
Machine automation of response, although cost-
effective, has highly limited applications. The ten of
incident response is still carried by security
administrators. In order to simplify the process an
decrease the time needed to analyze alerts andrperf
recovery,
policies, checklists and guidelines allowing them t
work methodologically. This is especially cruciaithe
goal of the incident response is to pursue legtbmc
against the attacker. Finally, intrusion detectgatems
are not an answer to all network security problems.
They require a certain level of maturity and ardyon
effective if monitored and maintained.
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