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A Fragile Water marking Scheme for I mage Authentication with Tamper
L ocalization Using I nteger Wavelet Transform
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Abstract: Problem statement: In recent years, as digital media are gaining wiglgpularity, their
security related issues are becoming greater condéethod for authenticating and assuring the
integrity of the image is required. Image authettan is possible by embedding a layer of the
authentication signature into the digital imagengsa digital watermark. In some applications tamper
localization is also requiredApproach: In this study, we proposed a fragile image auibatibn
system with tamper localization in wavelet domdmthis scheme, secret data to be embedded is a
logo. Watermark was generated by repeating log@éso that size of watermark matches with the
size of HH sub-band of integer wavelet transforno. frovide additional level of security, the
generated watermark was scrambled using a shaoedt d&y. Integer Haar wavelet transform was
applied to obtain wavelet coefficients. Watermaksvembedded into the coefficients using odd-even
mapping.Results: Experimental results demonstrated that proposéénse detected and localized
tampering at pixel level. Proposed scheme wasdesith images of various sizes and tampering of
various sizes. It provided good results for tampgsiranges from single pixel to a block of pixels.
Conclusion: Watermarking was done in wavelet domain; conveatiovatermarking attacks were not
possible. The resolution of tamper localization \aakieved at pixel level. The watermarked image’s
quality was still maintained while providing pixiglvel tampering accuracy. Proposed scheme can be
used in insurance, forensics departments.
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INTRODUCTION localization is used to identify the specific pasis
where the tamper has occurred.

In recent years, as digital media are gaining wide To achieve tamper localization many existing
popularity, their security related issues are béogm schemes use block-based appr&déh One of the first
greater concern. Digital watermarking is a techmiqu fragile watermarking techniques proposed for
which allows an individual to add copyright noticms detection of image tampering was based on computing
other verification messages to digital media. Imagecheck-sums of gray levels which is determined from
authentication is one of the applications of digita the seven most significant bits of the image. The
watermarking, which is used for authenticating thecheck-sum is embedded into the Least Significatg Bi
digital images. The objective is not to protect the(LSBs) of pseudo-randomly selected pixelsOne
contents from being copied or stolen, but is tovite ~ weakness of this scheme is that it is possiblesaps
a method to authenticate the image and assure th®ocks in an image without causing a detectable
integrity of the image. The way to realize thistteea change. It is called as Vector-Quantization (VQ)
is to embed a layer of the authentication signaini@  attack or transplantation attack. But, VQ attack ba
the digital image using a digital watermark. In ttesse  avoided by including the block position or blockléx
of the image being tampered, it can easily be detec to the image data before hasHiflg The watermark
as the pixel values of the embedded data wouldan be calculated in a multi level hierarchy sottha
change and do not match with the original pixelboth VQ attack resiliency and high accuracy for
value$!. There are many spatial and frequencytampering localization is achieVéd. The watermark
domain techniques available for authenticationmay include not only the block location but also a
watermarkin§®. content-feature of another block and a Cyclic

In message authentication, only the image integrit Redundancy Check (CRC) checkstfin The CRC
is verified, but sometimes this is not sufficiemtdigital checksum is used to authenticate the block insgecte
images and tamper localization is also requirede Thwhere as the block location and content-feature of
situations include forensics, crime, insurance. p@am another block are used for complicating the VQ
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attack. The localization accuracy of this scheme isash. The hash is then XORed with a chosen binary
stated as 83. logo and inserted into the LSBs of the same block.
Some schemes provide pixel-wise tamperingVerification is done in the reverse order. Comparis

localizatiod®*®.  One of the first pixel-wise With the logo indicates tampered blocks. In thelioub
authentication schemes was proposelinA secret key version, the 7 MSBs are hashed using a fixeth,ha
binary function is used to map the value of eaclelgo =~ XORed with the logo and then encrypted using aipubl

a preset logo bit. But, this scheme is vulnerablmany  key encryption method. The encrypted bit-stream is
attack§®?¥ and it can be overcome by introducing theagain inserted in the LSBs of the same block. Qyrin
neighborhood dependency in mapping a pixel to a logthe verification process, first the hash of the B4 of
bt The pixel-wise schemes are vulnerable to oracl@ll pixels in that block is calculated, XORed witte

attack if the pixel scan order is putfft decrypted LSBs and the result is compared with the
Recently, the researchers have focused on waveldpinary logo. The ability of this scheme to localize
based watermarking schemes for imagemodifications is very satisfactory. The block size

authenticatioi®*". Some tamper localization schemesshould be chosen so that the whole hash (128 daits)
are proposed in wavelet dom&ii® In® the be embedded. For example, block sizes of 8x16 or
watermark is generated using DWT and embedded intd2%12 pixels are possible. The logo can be either a
the Least Significant Bits (LSB) of host image®fha  binary picture with a graphical meaning or a rantjom
semi-fragile authentication scheme is proposed irgenerated black and white pattern.
which selective rounding of coefficients is carriedt Since the block-based schemes embed watermark
to embed the secret information. The techniqueshwhi locally, they are vulnerable to local attacks. Thajor
uses transform domain are more complex andveakness of the block-wise schemes is VQ or
computationally expensive. Yet, they offer high iy  transplantation kind of attack in which it is pddsito
of robustness against common image processingwap blocks in an image without causing a deteetabl
operation§?. change. If an attacker has a database of images
Almost all the pixel-wise schemes proposed inauthenticated with the same key, it is possiblake an
literature watermark pixels sequentially, one piaela  arbitrary image and modify it to make it authen@ne
timé®*¥. In these schemes, an image is scanned in @an divide the image into blocks and for each block
certain order to embed the watermark. The scanrord@erform a search through the blocks in the same
may be public or secret.[tf] the image is scanned in a position in all database images. The original bléxk
row-by-row scan order. ¥ the image is scanned in a then replaced with the closest match. This kind/Qf
zig-zag scan order. A neighborhood-dependent mgppinattack is applicable to schemes in which it is fimego
function is used to map each pixel value to a dddivgo  identify disjoint groups of image elements that are
bit. A special symmetry structure in the logo i®digo  modified without context. Consequently, most scheme
authenticate the block content, while the logolfitse that can localize changes are vulnerable to this
carries information about the block origin (blocidex,  attack®l. This problem could be avoided by including
the image index or time stamp, author ID). the block position or block index to the image data
In block-based approach, the image is divided intdefore hashifd’. In**, vQ attack is overcome by
sub-blocks and the watermarking information isXORing more block information such as block posifio
embedded into each and every block. Each individualimage index, camera ID.
block is authenticated by the successful retriefahe There are few papers in tampering localization in
watermark embedded in it. If the watermark of awavelet domaiff**. In this model, DWT is applied to
particular sub-block is not retrieved successfulhgn  the original image to obtain the four sub-bands HL,
that sub-block alone is identified to be tampened the LH and HH. The watermark used here is usually a
remaining part of the image is authenticated. ks¢h random binary string or a logo kind of image. The
types of schemes, the localization resolution sedeon ~ watermark bits are embedded in either of the suloiba
the size of the sub-blocks.4#, the size of the sub- Embedding data in high frequency sub-bands gereerate
blocks is 8x8 and hence the detection resolutid@x&  watermarked images with less distortion. The
The smaller sub-block size is required to increthee watermark bits are embedded in sub-bands by
detection resolution. But this will lead to higher modifying the wavelet coefficients. To improve
watermark payload. ¥}, an image divided into non- security, the coefficients can be selected in ramdo
overlapping blocks of WxH pixels. The watermarking order. Tamper localization model in wavelet domain
is done for each block separately. Two versionthef —overcomes the problems of the other two models. VQ
algorithm have been proposed. In the private keyttack and oracle attack are not possible in wavele
version, the seven most significant bits of allgiéxin ~ domain model. Hence, it is more secure than theroth
the block are hashed using a secure key-dependeiyyo models.
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MATERIALSAND METHODS Original Image ieady

. for embedding
image | Integer wavelet Rearranged Permuted =
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v

The proposed scheme performs watermark
embedding in wavelet domain. The image is
decomposed by integer Haar wavelet transform. Théig. 1: Preprocessing
watermark is embedded only in the HH sub-band. But,
coefficients of all the sub-bands are considered in e
watermark embedding process. The proposed schem: :ﬂ{] e B
finds tampering positions at pixel level. /E;ﬁ B
Preprocessing: The following steps are carried out as I"‘f \
preprocessing activity before embedding the watdtma : ‘

e Apply integer Haar wavelet transform to ] |
decompose the original image = !

» Rearrange the coefficients of sub-bands S e

« Permute the coefficients =

B

Rearranged imaze (RImage)

The preprocessing steps are shown in Fig. 1.rét fi
the original image is decomposed by applying intege
Haar wavelet transform to get LL, HL, LH and HH sub
bands. The coefficients of the sub-bands are cagdbin e
together to form a new image. The coefficientshia t T wavelet st
sub-bands which corresponds to the same spatatidoc ] )
are grouped together to form a 4-coefficient bldokt ~ Fig- 2: Formation of rearranged Image (Rimage)

C., Gy, G, Gy are the coefficients of LL, HL, LH )
and HH sub-bands respectively. The coefficients are LCG is one of the most popular methods for
rearranged as shown in Fig. 2. generating random numbers. The general formula used

The grouped coefficients form a new rearrangedn LCG is:
image (RImage) which is of the same size as the
original image. The RImage is divided into sub-k®c 1, =(al,, +c)mod m (1)
of size 2. Each sub-block consists four coefficients
where G is placed at (0,0), & is placed at (0,1), &  Where the values a, ¢ and m are pre-selected cissta

is placed at (1,0) and fis placed at (1,1). Hence each a = Known as the constant multiplier
sub-block represents the coefficients of all thd-su ¢ = The increment

bands corresponding to the same spatial location. m = The modulus

Then these sub-blocks are randomly permuted by a
secret key to obtain a permuted image (PImage). The Given, niJZ* the algorithm generates a sequence
original image is scrambled in wavelet domain b, ¢ andom variablesx :z* - z* that are uniformly

coefficients corresponding to same spatial locatiom _ . . .

preserved which enables easy tamper localizatiomw,N d|str|bu:[e’d in [0, m]. The LCG algorithm starts hvia

the PImage is ready for embedding the watermait in S€€d ‘s’ and constards 2,¢,nJ Z. Then the
To achieve statistical independency with respect t sequence of Xis defined recursively as:

the image structure, the sub-blocks are permutbd. T

permutation can be viewed as a bijective magfing ~ Xo(S)=s 2)

the sub-block#indexes:

Xo(s) =(aX,(9)+ 9 mod n (3)
f:{,2,3..S} - {1,2,3,...)

When the increment ¢ = 0, it is called as
where, S is the total number of sub-blodRermutation multiplicative congruential method. The seed plays
is achieved by a two steps process. In the fiegh,sB  important role for the LCG. It determines the sewee
numbers of pseudo random numbers are generated ke LCG will generate. Hence, the permutation key
using Linear Congruential Generator (LCG). Theshared between the sender and the receiver isasste
second step is to sort the generated random numbegged for LCG. At the receiving side, the same setpie
and identifying their index in the sorted list. Timelex  of random numbers can be generated by giving tine sa
list is nothing but the expected permuted list. permutation key as the seed for LCG.
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Original
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LH
Apply one level FReamange Rlmage Divide into 252
IWT HL coefficients sub-blacks
Permute the 2x2
sub-hlocks

HH

Add the sub-block
coefficient

Watermark

logo
Generate Scramble | Upd;;ae HHL
watermark watermark coefficients

based on watermark

using 0dd-Even
1 mapping

Watermarked
image

LH

Inverse permutatio:
of 252 sub-blacks

|Apply inverse IWT)

HL

New HH

Fig. 4: Watermark embedding process

Odd-even mapping is the simplest and well known
scheme in spatial domain. If the sum is an odd rermb

it is assumed that bit-1 is embedded, otherwiser(ev
number) it is assumed that bit-0 is embedded. éf th
sum matches with the bit to be embedded then no
gchange is made to the coefficients. Otherwise, the
coefficient of HH sub-band ([R,) is either
incremented or decremented to have the requiraceval
the 2x2 sub-blocks are shuffled andHere. all the four sub-band coefficients are coersid
héor computing the sum, but only the HH sub-band is
dnodified to embed the watermark.

&)

© o) ©

Fig. 3: Watermark generation for Lena image; (a)
original image; (b) HH sub-band (c) original

watermark

Here,
permuted order is generated randomly and t
watermark is embedded in the permuted sub-block

The same shuffling needs to be performed at the After_ the_ embe_dding process is over, inverse
receiver side also. permutation is applied to get the rearranged form

(RImage) of original image. Then, the coefficient
Watermark embedding: The watermark to be values are separated from the 2x2 sub-block and

embedded is taken as a either a logo or a randofgStored back to LL, HL, LH and HH sub-bands. Now,
sequence of predefined bits which is known to ibgh INVerse integer Haar wavelet transform is appleedet
sender and the receiver. The advantage of using tHge final kwat%rrzzr_ked image. Figure 4 shows the
logo is that cropping can be easily detected. watermark embedding process.

. The watermark is generated by repeating the IOg?l\latermark extraction: At the receiving side, the
image so that the size of the watermark matchels Wit o ceiver does the same process as the sender for

the size of the HH sub-band of Integer Wavelet, .o rocessing step. At first, the watermarked imiage
Transform. Figure 3 shows the watermark ge”erat'o'gecomposed by applying integer Haar wavelet

process for Lena image (256x256). The size of Hbt su {ransform to obtain LL, HL, LH and HH sub-bands.
band is 128x128 and the size of the logo is 42¥B€.  Then the coefficients of sub-bands of watermarked
HH sub-band and the orlglnal Iogo are shown in Btg image are rearranged (WR|mage) and permuted to
and 3c respectively. To provide additional level ofobtain Watermarked-Permuted-Image (WPImage). The
security, the generated watermark is scrambledyusin  WPImage is divided into sub-blocks of size 2x2. Let
shared secret key. Figure 3d and e shows the dederathe sub-block is represented as Rs already stated,
and scrambled watermark. each sub-block consists four coefficients each ftben

The PImage is divided into sub-blocks of size 2x2four sub-bands. The coefficients are added to p®the
Let the sub-block is represented asAs already stated, sum of that sub-block. If the sum is an odd numibés,
each sub-block consists four coefficients wherg i€  assumed that bit-1 is embedded, otherwise (even
placed at (0,0),  is placed at (0,1), & is placed at number) it is assumed that bit-0 is embedded. Gris b
(1,0) and Gy is placed at (1,1). The coefficients are retrieved from each of the 2x2 sub-blocks. The #its
added to produce the sum of that sub-block. Theetrieved from top left corner of the watermarkathge.
sum is used to represent the embedded waterrtark b Figure 5 shows the watermark extraction process.
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o Lot

Watermarked
image

& &
&) &

o

LL*

Apply one level LH | Reanang. WRImage Divide into 2+ sub
WT * | coefficients blocks

HL*

7

HH*

Permute the 22
sub-blocks

Watermark
logo Generate Permute
¥ watemaik watemmark

Compare two Extract permuted SEETn ST |-

& X

Add the sub-block

watermarks andlo -+ watermark using odd-|
R — i O ©) ®
pemmmation snd Fig. 6: Tampering Localization in Barbara image (a)

e watermarked image (b) tampered watermarked
image (c) generated watermark (d) retrieved
Fig. 5: Watermark extraction Watermark (e) Difference (generated Vs

retrieved watermark) (f) difference (after

Table 1: Experimental Results inverse permutation) (g) watermarked image

with tampering positions in white color.

Image Size MSE PSNR

Lena 256%256 0.2296 60.9120

Mandrill 116x116 0.2826 59.1066

Peppers 512x512 0.2673 59.5915 DISCUSSION

Barbara 130x130 0.2744 59.3638

galrc?efa 521526%21526 8-22612811 565-72632976 The proposed method is tested on several gray-
elaa X . . H H H

Angel 98%130 02443 60,3706 scale images of various sizes and can be exterwled t

color images also. The main objectives are to pl@vi
image authentication and to localize tamper pasitio
RESULTS The embedded watermark is distributed in the
wavelet coefficients in such a way that it does not
The effectiveness of the proposed scheme i§auses perceptual artifacts. The quality of the
explained using the following experimental results.watermarked image is not affected even though it
Figure 6a and b are the watermarked and tamperdg_[OV|des_ localization at pixel level. The PSNR of
watermarked image. Figure 6c¢ is the genera\teﬂ!ﬂerent Images sh(_)ws_that 'ghe system IS succlemsf_u
watermark for the Barbara image (130x130). At the iding the authentication signature without making

. . . . .. noticeable changes in the original image.
receiving side, once the watermark is retrieveds it Protection against VQ attack is a major issue for

compared with the original watermark. Since theyihentication and localization schemes. In the
retrieved watermark is in permuted form, the reeeiv nproposed system, the security of the whole system
must generate the watermark as per the size of thggainst VQ attack is achieved by permutation of
received image and permute it using the same kew. N wavelet coefficients. But, still it provides pixigvel

the two watermarks are compared for equality. #yth tamper localization.

differ at some position, then the respective 2xB-su

block is marked as black as shown in Fig. 6e. Edid CONCLUSION

shows the retrieved watermark after applying the

inverse permutation. It reveals that some tampering A wavelet-based fragile watermarking scheme for
have been occurred in the watermarked image. Aftepecure image authentication has been presentete In

applying inverse permutation to Fig. 6e, the tarmger Proposed scheme, the embedded watermark is
positions are clearly located as shown in Fig.Téfe ger;)erated and sli:rgmblﬁd base% on the size of #geim
tampering positions are marked in white blocksha t to be watermarked. This provides more protection to

. D the watermarking system. Integer wavelet transfam
watermarl_<ed 'mage as_shov_vn in Fig. 6g. T_he prop_osegpp"ed and the proposed watermarking system
sche_me 1S able to identify even a single plxelIocalizes the tamperings at pixel level. Simulation
modification. Table 1 shows the PSNR and MSE of thgggjits have been given to demonstrate the efigief
watermarked images. the proposed scheme.
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